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Abstract

One of the most important challenges for network
administrators is the identification of applications in Internet
traffic. In practice, there is a need to classify Internet traffic for
many purposes in network security, traffic engineering and
monitoring. The classical method based on standard port
numbers is less and less efficient given the large number of
applications using non standard ports. Methods based on deep
packet inspection are known to be slow on high speed networks
and unable to identify encrypted traffic. In this work, we study
the feasibility of classifying Internet traffic based on statistical
properties as the packet size. We come up with an iterative
probabilistic method able to identify Internet traffic quickly and
accurately by only using the size of the first N packets. Our main
observation is that the accuracy of our method increases while
increasing the number of observed packets.
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I. INTRODUCTION

Network traffic is composed of many applicatiomgluding
Internet-like applications ((Web, mail, online gané2P...)
and other proprietary ones. Faced by this diversitternet
Service Providers (ISPs) are more and more intdegt
identifying the different applications sources ok ttraffic.
This will allow a precise application reporting, lexant
indicators on QoS and SLA (depending on the apiiting),
and consequently a good control and dimensioninghef
network. This will also facilitate the troubleshimgt (detect
and locate a performance problem in the networky will
help to filter unknown and possibly harmful apptioas, to
prioritise some major applications, and to evaliftsers and
applications encounter the right and satisfactouglity of
service and if the service level agreements angertsd. The
recognition of applications should help to streegthour
knowledge on applications, in order to take thétridecision
for the control of the quality and costs of thewwk.

The recognition of these applications on IP tramesomes
increasingly complex. Historically the recognitistarting

from the static, preset and standard port numbetstime need
well. But some applications now use dynamic pormnbers;
this is typically the case of telephony over IP.hét
applications hide themselves using standard ptotersfrom
other applications. These ports are usually giverthe end
host and thus they can be easily changed.

Current techniques of "Deep Packet Inspection” OB}
[6] make it possible to go further in the identdimn of the
applications but they require a complete and castploration
of the payload of the packets. This induces an napt load
and requires updates with the appearance of nelicafipns.
Furthermore, when packets are encrypted, the rétmyns
not possible.

The Statistical techniques [8]-[18] seem to be yoda
interesting alternative. They allow to recognizel &m classify
the applications according to their statisticahsigires. These
signatures can be volumes (number of bytes) penemiion,
connection durations, rates, inter-packets delpgsket sizes,
and direction. But the majority of these methodstdaentify
flows early and they require to reach the end efftibw before
taking the decision which could be too late for som
applications related to network administration.

In [18], McGregor et al. show the utility of usirgdustering
algorithms for the identification of the traffic W using
unsupervised machine learning called auto class taed
following statistical criteria: packet size, int@rival time,
byte count and connection duration. In [16], Moeteal. use
a supervised machine learning called Naive Bayedatssify
the TCP traffic, and they try to find the best eéstatistical
criteria. In [10], Bernaille et al. use three ¢kring algorithms
(K-Means, Gaussian mixture model and the Spectral
clustering) while using the size and the directidrthe first
four packets to assign flows to clusters, but they ultimately
the port number as a factor to differentiate betw#ews
falling in the same cluster.

In [8] Erman et al. make a comparison betweerethr
unsupervised machine learning techniques (K-Means,
DBSCAN and Auto-class), but they classify connediafter
their end. Our method is based on the same appreidichihe
difference that we precede iteratively packet peaicket
starting from the beginning of a new flow, and ve&e the
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decision when a certain confidence level is reached

Il. METHOD DESCRIPTION

Our method is a statistical method allowing itematearly
classification of internet traffic. The metrics wack are the
size and the direction of the first N packets dfcav and a
predefined controlled confidence level in the podamber.
This latter parameter is one of the novelties bhougy our
method compared to the literature. For each newgidmom a
flow, we update our confidence about the differdetisions
we can take. Then value of N at which to stop fgretion of
the level of precision and confidence we target.

Our method consists of three phases the modédibagi
phase where we build several clusters and where easter
is labelled by a specific application, the classifion phase
where each flow is affected in a class among thssels of the
training data set according to the similarity basedthe
Euclidian distance and the phase of computing fritibaand
Labeling flows with applications. We calculate r@bability
that a flow F belongs to an application | knowihg result of
classification as follow:

Pr()+ [Ty Pr(ilk)/1)

app

0TI P8 T

Pr(I/Result) =

Pr (i (k)/1) is the proportion of the applicatiornl the class i
during the test K, Pr (l) is the proportion of #ygplication |
generally across the sample on which we work,thésnumber
of test and app is the number of applications.

We used a known clustering algorithm called KMetrat
classifies connections in clusters according to dimeilarity.
Let us note that for KMeans we specifies at therbegg the
number of clusters which we wants to obtain..

In the classification phase and for each new cadioreeve
calculate the Euclidean distance between this aiiumeand
the center of each cluster and we assign the ctiongo the
nearest one.

We made a learning phase and a classification phase

depending on the size and the direction of eackgupcalone
among the first packets N, and after we calculatied
probability of belonging to each application folliog the
equation, and we assign the flow to the most lilegdplication
if the level of confidence is reached, if not wedaal new
packet iteratively.

[. RESULTS

We compute Precision for our classification by ding the
total number of connections well classified by tival number
of the connections.

We validate our method in a real internet tracéectéd from
INRIA Sophia Antipolis and we found very good résahd
from the 10th we reached 97% without any influebge¢he
port number (which corresponds to 0.33 in the graph

9

5]

TolalFreciscn FotNumeer 0,53 —-

Total Precisien Fert humbes €5

Total recisien Port humber C6 3

Total Precisicn Part huber €7 -3

2 4 G 3 0
Numcerof paccet

[V. CONCLUSION AND FUTURE WORK

In conclusion we developed a new and simple methatl
allows identifying TCP and UDP traffic, with littleneadows
in real times.

First results seem very encouraging, and to furtladidate
our method and prove its efficiency, we now plangst it on
other networks (ADSL network) and on several Datis shat
contain different mix of applications.
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