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    Abstract 
 

One of the most important challenges for network 
administrators is the identification of applications in Internet 
traffic. In practice, there is a need to classify Internet traffic for 
many purposes in network security, traffic engineering and 
monitoring. The classical method based on standard port 
numbers is less and less efficient given the large number of 
applications using non standard ports. Methods based on deep 
packet inspection are known to be slow on high speed networks 
and unable to identify encrypted traffic. In this work, we study 
the feasibility of classifying Internet traffic based on statistical 
properties as the packet size. We come up with an iterative 
probabilistic method able to identify Internet traffic quickly and 
accurately by only using the size of the first N packets. Our main 
observation is that the accuracy of our method increases while 
increasing the number of observed packets. 
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I. INTRODUCTION  

 
Network traffic is composed of many applications, including 

Internet-like applications ((Web, mail, online games, P2P...) 
and other proprietary ones. Faced by this diversity, Internet 
Service Providers (ISPs) are more and more interested in 
identifying the different applications sources of the traffic. 
This will allow a precise application reporting, relevant 
indicators on QoS and SLA (depending on the applications), 
and consequently a good control and dimensioning of the 
network. This will also facilitate the troubleshooting (detect 
and locate a performance problem in the network), and will 
help to filter unknown and possibly harmful applications, to 
prioritise some major applications, and to evaluate if users and 
applications encounter the right and satisfactory quality of 
service and if the service level agreements are respected. The 
recognition of applications should help to strengthen our 
knowledge on applications, in order to take the right decision 
for the control of the quality and costs of the network. 

The recognition of these applications on IP traces becomes 
increasingly complex. Historically the recognition starting 

 
 

from the static, preset and standard port numbers met the need 
well. But some applications now use dynamic port numbers; 
this is typically the case of telephony over IP. Other 
applications hide themselves using standard ports stolen from 
other applications. These ports are usually given by the end 
host and thus they can be easily changed. 

Current techniques of "Deep Packet Inspection" (DPI) [1]-
[6] make it possible to go further in the identification of the 
applications but they require a complete and costly exploration 
of the payload of the packets. This induces an important load 
and requires updates with the appearance of new applications.  
Furthermore, when packets are encrypted, the recognition is 
not possible. 

The Statistical techniques [8]-[18] seem to be today an 
interesting alternative. They allow to recognize and to classify 
the applications according to their statistical signatures. These 
signatures can be volumes (number of bytes) per connection, 
connection durations, rates, inter-packets delays, packet sizes, 
and direction. But the majority of these methods can’t identify 
flows early and they require to reach the end of the flow before 
taking the decision which could be too late for some 
applications related to network administration.  
In [18], McGregor et al. show the utility of using clustering 
algorithms for the identification of the traffic while using 
unsupervised machine learning called auto class and the 
following statistical criteria: packet size, inter-arrival time, 
byte count and connection duration.  In [16], Moore et al. use 
a supervised machine learning called Naïve Bayes to classify 
the TCP traffic, and they try to find the best set of statistical 
criteria.  In [10], Bernaille et al. use three clustering algorithms 
(K-Means, Gaussian mixture model and the Spectral 
clustering) while using the size and the direction of the first 
four packets to assign flows to clusters, but they use ultimately 
the port number as a factor to differentiate between flows 
falling in the same cluster. 

  In [8] Erman et al. make a comparison between three 
unsupervised machine learning techniques (K-Means, 
DBSCAN and Auto-class), but they classify connections after 
their end. Our method is based on the same approach with the 
difference that we precede iteratively packet per packet 
starting from the beginning of a new flow, and we take the 
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decision when a certain confidence level is reached. 

II. METHOD DESCRIPTION 

Our method is a statistical method allowing iterative early 
classification of internet traffic. The metrics we track are the 
size and the direction of the first N packets of a flow and a 
predefined controlled confidence level in the port number. 
This latter parameter is one of the novelties brought by our 
method compared to the literature. For each new packet from a 
flow, we update our confidence about the different decisions 
we can take. Then value of N at which to stop is a function of 
the level of precision and confidence we target. 

  Our method consists of three phases the model building 
phase where we build several clusters and where each cluster 
is labelled by a specific application, the classification phase 
where each flow is affected in a class among the classes of the 
training data set according to the similarity based in the 
Euclidian distance and the phase of computing probability and 
Labeling flows with applications. We calculate the probability 
that a flow F belongs to an application I knowing the result of 
classification as follow: 

 
  

Pr (i (k)/I) is the proportion of the application I in the class i 
during the test K, Pr (I) is the proportion of the application I 
generally across the sample on which we work, n is the number 
of test and app is the number of applications. 

We used a known clustering algorithm called KMeans that 
classifies connections in clusters according to the similarity. 
Let us note that for KMeans we specifies at the beginning the 
number of clusters which we wants to obtain.. 

In the classification phase and for each new connection we 
calculate the Euclidean distance between this connection and 
the center of each cluster and we assign the connection to the 
nearest one.  
We made a learning phase and a classification phase 
depending on the size and the direction of each package alone 
among the first packets N, and after we calculated the 
probability of belonging to each application following the 
equation, and we assign the flow to the most likely application 
if the level of confidence is reached, if not we add a new 
packet iteratively. 
  

III.   RESULTS 

We compute Precision for our classification by dividing the 
total number of connections well classified by the total number 
of the connections. 
We validate our method in a real internet trace collected from 
INRIA Sophia Antipolis and we found very good result, and 
from the 10th we reached 97% without any influence by the 
port number (which corresponds to 0.33 in the graph). 
 

 
. 

 

 
 
 

IV.   CONCLUSION AND FUTURE WORK 

In conclusion we developed a new and simple method that 
allows identifying TCP and UDP traffic, with little meadows 
in real times.  

First results seem very encouraging, and to further validate 
our method and prove its efficiency, we now plan to test it on 
other networks (ADSL network) and on several Data sets that 
contain different mix of applications.  
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