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h.)In this thesis we present the design and the implementation of an opportunisti
 
om-muni
ations library and a testbed for measuring human mobility together with a �rstmobility measurement experiment performed with the testbed. Opportunisti
 
ommuni-
ations or Po
ket Swit
hed Networking (PSN) is an emerging 
ommuni
ation paradigmthat aims to exploit intermittent 
onta
ts between mobile devi
es to ex
hange datawithout a 
ontemporaneous end-to-end path. One of the main 
hara
teristi
s of PSNis the human mobility. Measuring and understanding the mobility patterns and so
ialintera
tions will help in designing e�
ient forwarding algorithms for PSN.While the mobile devi
es already have several wireless networking interfa
es, taking anadvantage of them in an ad ho
 way requires still an a

ess to the low-level programmingAPIs. In this work we initially 
hoose to work with Windows Mobile based devi
es andwe present the relevant development platforms for them: the Java development platformand the native Windows Mobile APIs. We use the latter to implement a networkinglibrary to support opportunisti
 
ommuni
ations and a testbed upon it to measurehuman mobility. The human mobility tra
es 
olle
ted by the testbed 
ontain informationabout the nearby Bluetooth devi
es, 802.11 (Wi�) a

ess points and ad ho
 nodes, andthe available operators and the 
urrent 
ell id. We give a detailed des
ription of thefun
tionality and the design of the software together with our experien
es in workingwith the Windows Mobile native APIs and devi
es.Finally, we present the �rst human mobility experiment performed at Thomson Parisresear
h laboratory during whi
h we 
olle
t over a 1-month long mobility tra
e using 15Smartphones that are 
arried by the lab personnel. We evaluate the testbed performan
ebased on the experiment results and provide statisti
s and an analysis of the initialresults.
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Chapter 1Introdu
tionThis 
hapter gives an introdu
tion and the motivation for this thesis work. We alsopresent the obje
tives and the s
ope of the thesis and an outline of the rest of thereport.1.1 Ba
kground and MotivationMobile phone is one of the fastest spreading and most pervasive 
ommuni
ation te
h-nology of the human history. Today worldwide we already have more mobile phonesthan PCs and the markets are still growing. One re
ent study reports that the numberof mobile phone users has passed the re
ord of 3 billion users whi
h is equivalent tohalf the world's population [39℄. While Europe for example has already attained a100% penetration, the devi
e renewal rate is very high. In addition there are emergingmarkets espe
ially in the developing 
ountries where mobile phones 
an o�er an af-fordable 
ommuni
ations media and servi
es 
ompared to PCs. The se
ond importantaspe
t of the mobile revolution is that the devi
es start to have fairly good 
omputingpower, memory and battery life. The storage spa
e with the advent of removablememory 
ards is no more an issue. In addition, most of the devi
es today in
lude notonly the simple voi
e servi
e (GSM/UMTS/CDMA) but a number of wireless datatransmission interfa
es su
h as the GSM data servi
es (GPRS/EDGE), 3G pa
ketdata servi
es, Bluetooth or infrared for short-range radio 
ommuni
ations, or even802.11 (Wi�) interfa
e on more advan
ed devi
es like Smartphones and PDAs.Po
ket Swit
hed Networking (PSN) [72℄ is an emerging 
ommuni
ation paradigmde�ning the 
ommuni
ations between mobile devi
es 
arried by humans, su
h as 
ellphones, Smartphones, laptops and PDAs. In PSN the nodes take advantage of thelo
al, usually wireless, 
onne
tion opportunities between the devi
es and the inherentuser mobility in addition to the (most likely intermittent) infrastru
ture 
onne
tivity.The ar
hite
ture and the proto
ols of today's Internet operate poorly in su
h envi-ronments. For example routing based on fairly stable end-to-end paths and TCP/IPend-to-end 
onne
tions break as soon as we fa
e frequent disruptions, partial and in-termittent 
onne
tivity, asymmetri
 data rates or long delays that 
hara
terise PSN.To over
ome these 
hallenges, a novel 
ommuni
ation ar
hite
ture and new forward-1



ing me
hanisms are needed. This is 
urrently an a
tive resear
h area and falls underthe more general 
on
ept of Delay Tolerant Networking (DTN) [9℄.Haggle [11℄ is a new autonomi
 networking ar
hite
ture designed to enable 
ommu-ni
ations in the presen
e of intermittent network 
onne
tivity by using opportunisti

ommuni
ations when the end-to-end 
ommuni
ation infrastru
tures are not avail-able, i.e. essentially in PSN. Haggle is also the name of the Future and EmergingTe
hnologies (FET) Integrated Proje
t funded by the European Union's FrameworkProgramme 6 (FP6). Work under Haggle has started in January 2006 and the proje
twill last for 4 years. This thesis work is a part of the Haggle proje
t. Previous workwithin the proje
t in
lude measurements on human mobility with Bluetooth devi
esand analysis of the mobility patterns for the forwarding algorithms in PSN, ar
hite
-ture prototype for desktop PCs and various studies and proposals for PSN forwardingalgorithms.Human mobility is a key 
hara
teristi
 of PSN. In order to design, test and anal-yse e�
ient forwarding algorithms, and systems and ar
hite
tures in general, for op-portunisti
 
ommuni
ations, we need detailed knowledge about the human mobilitypatterns, so
ial networks and 
ommunities. This is also the main motivation for thisthesis work. We want to 
ontinue the work already started on human mobility tra
e
olle
tion, this time using real mobile devi
es and experimentalists.1.2 Obje
tives and S
opeThe main obje
tive of this thesis is to study, design and implement a software libraryfor PSN -like networking for mobile devi
es. The 
ore fun
tionality of the library
onsists of the network neighborhood dete
tion, the network interfa
es managementand data 
ommuni
ations. The network neighborhood in
ludes information su
h asnearby Bluetooth devi
es, available Wi� (802.11) a

ess points and ad ho
 nodes,the available 
ellular operators and the 
urrent 
ell id. The interfa
es managementmeans devi
e power 
ontrol and 
on�guration (asso
iation, link establishment andaddress 
on�guration) to enable autonomous 
ommuni
ations. Finally, possible datatransmission media in
lude RFCOMM over Bluetooth, and TCP/IP over Wi� orGPRS.We use the 
ore library to build a testbed on mobile devi
es to 
olle
t tra
esabout human mobility and opportunisti
 
onta
ts. The testbed will 
ontinue theprevious human mobility measurements performed within the Haggle proje
t. Theprevious experiments were done using Intel Motes (iMotes) in resear
h lab, universityand 
onferen
e environments [49, 58℄. The iMote is a simple devi
e with an ARMpro
essor, Flash memory and a Bluetooth radio. The iMote platform has severallimitations: short battery life (non-re
hargeable), small storage (512kB), it is just asimple radio devi
e without any useful fun
tionality (from the 
arrier point of view),and developing on it is quite hard as reported in [69℄.The new testbed aims to over
ome these limitations by using real mobile devi
esto 
olle
t the data. The mobile devi
es are not limited by the storage (Mi
roSD2



or MiniSD being almost a default option) nor CPU. As the devi
es of today haveseveral networking interfa
es, we 
an 
olle
t more detailed and varying informationabout human mobility and opportunisti
 
onta
ts by re
ording not only Bluetooth
onta
ts, but also Wi� and 
ellular interfa
es information. Using real devi
es willalso provide us with a more realisti
 s
enario sin
e the devi
es will be 
arried by theexperimentalists in a �natural� way. Building a testbed on real (and popular) devi
eplatform makes it also possible to run larger-s
ale experiments as the software 
an beinstalled on any 
ompatible devi
e. Finally, and related to the last point, the mobiledevi
es o�er 
ommon and usually well do
umented development environment(s) whi
hshould provide us the required fun
tionality for implementing the testbed and libraryfun
tions in an easy way.The se
ondary obje
tive (and the preliminary work required to build the libraryand to run the experiments) is to 
hoose a suitable development platform and adevi
e for the �rst large-s
ale experiment we envisage to exe
ute with the testbed.The Haggle proje
t is also moving on a mobile platform with their prototype, andthis work is used as an input for their devi
e and platform sele
tion. The devi
e andplatform 
hoi
e is limited initially on purpose to Windows Mobile based devi
es dueto the Haggle proje
t requirements. At the time of writing it is also the only 
ommonmobile operating system having the native support for Bluetooth, Wi� (802.11) andGSM/GPRS (and/or UMTS/HSDPA). Symbian, for example, 
ontains the nativeWi� support only in its latest versions (9.3 and onwards, some OEM spe
i�
 extensionsavailable for previous versions) and Linux devi
es are not yet widely available. Oneof the advantages of Windows Mobile over the other options is exa
tly its popularity.The Haggle proje
t wants to build its prototype to be available to a largest possible
ommunity, so marginal platforms are ruled out. Of the a
tual available developmentplatforms for Windows Mobile operating system, we evaluate the Java Mi
ro Editionand the native Windows Mobile APIs.In the devi
e evaluation we 
ompare �ve mobile devi
es from di�erent manufa
-tures running Windows Mobile 5.0 or 6.0. We use the testbed software to get thebasi
 ben
hmarks. We are mainly interested in the mobility tra
ing fun
tionality andbattery life. Additional evaluation in
luding e�
ient devi
e and servi
e dis
overy anddata transmission experiments is left for future work even though we mention shortlysome of those aspe
ts already in this work.To validate the testbed fun
tionality and to 
olle
t a �rst human mobility dataset with the new testbed, we a
quire 20 Smartphones based on the devi
e evaluationand perform a larger-s
ale mobility measurement experiment at the Thomson ParisResear
h Lab during August 2007. The initial mobility tra
es 
olle
ted during theexperiment are presented in this report but detailed analysis of the tra
es (mobilitypatterns et
.) is out of the s
ope of this work.
3



1.3 OutlineThis paper is organised as follows. In Chapter 2 we give an overview with the relevantliterature referen
es to the opportunisti
 
ommuni
ations resear
h, the previous workon human mobility measurements and the networking te
hnologies and standards re-lated to this work. In Chapter 3 we des
ribe the Java platform for mobile devi
esand our experien
es with it. Then we give an overview to Windows Mobile OperatingSystem and the supported networking te
hnologies and APIs in Chapter 4. Chap-ter 5 details the 
ore library and testbed fun
tionality, design and implementation.We present the devi
es performan
e evaluation and the testbed deployment resultsand analysis in Chapter 6. Finally, Chapter 7 
on
ludes the work and dis
usses thefuture work. The mobile devi
es referen
ed throughout this paper are presented inAppendix A.

4



Chapter 2Ba
kground and Related WorkIn this 
hapter we give an overview to the opportunisti
 mobile 
ommuni
ations re-sear
h in
luding proposed ar
hite
tures, 
ommuni
ation proto
ols and forwarding al-gorithms. We present the previous work on measuring human mobility, and �nally,we take a look into the networking te
hnologies and standards related to this thesiswork.2.1 Opportunisti
 Communi
ations in Mobile Envi-ronmentsPo
ket Swit
hed Networking (PSN) was already brie�y presented in the introdu
tion.The term 
omes from the Haggle proje
t and was initially introdu
ed in [72℄. It isused to de�ne the opportunisti
 
ommuni
ations between mobile devi
es 
arried byhumans, su
h as 
ell phones, Smartphones, laptops and PDAs. In PSN there arethree methods to transfer data: 1) the devi
e to devi
e lo
al 
onne
tions, 2) theinfrastru
ture 
onne
tivity, and 3) the user mobility. Below we present the relatedwork on PSN -like ar
hite
tures and proto
ols in
luding the Haggle ar
hite
ture. Thenwe overview some forwarding algorithms suitable for PSN.2.1.1 Ar
hite
tures and Proto
olsPSN is a spe
ial 
ase of Delay Tolerant Networking (DTN). The DTN resear
h group ofInternet Resear
h Task For
e [9℄ addresses the ar
hite
tural and proto
ol design prin-
iples arising from the need to provide interoperable 
ommuni
ations with and amongextreme and performan
e-
hallenged environments where 
ontinuous end-to-end 
on-ne
tivity 
annot be assumed. Examples of su
h 
hallenged networks are spa
e
rafts,military, disaster s
enarios and sensor networks. Those environments are 
hara
terisedby long delays and frequent network partitions. Additionally, often the 
ommuni
at-ing nodes have limited battery power, memory or other resour
es. The proposedar
hite
ture [54℄ is based on asyn
hronous message swit
hing. The ar
hite
ture formsan overlay over di�erent te
hnology regions (su
h as TCP/IP or a sensor network).5



The overlay is 
omposed of DTN gateways between the regions and DTN nodes with-ing the region. The messages, or "bundles" as they are 
alled in the DTN literature,are forwarded by the gateways in a store-and-forward manner. The DTN group hasalso published a multi-platform referen
e implementation of the ar
hite
ture availablefor download at [9℄. The referen
e implementation has also been ported for mobiledevi
es in
luding the Nokia 770 and 800 Internet Tablet and Symbian [8℄.The ar
hite
ture proposed by the DTN group shares similar ideas with the Hagglear
hite
ture, but Haggle goes even deeper in several aspe
ts by taking advantage ofmultiple network interfa
es present on the devi
e, by leveraging human mobility asa means of transport, by exposing the user data in to the network and by buildingresour
e management tightly into the ar
hite
ture. [72℄Another related ar
hite
ture for opportunisti
 mobile 
ommuni
ations is the Teth-erless Computing ar
hite
ture: "Tetherless 
omputing is a style of 
omputing wheresmart mobile devi
es, su
h as 
ell phones and PDAs opportunisti
ally 
ommuni-
ate with 
entralised server 
lusters over heterogeneously administered wireless net-works" [24℄. The ar
hite
ture relies on the DTN bundle forwarding proto
ols, andadds support for node mobility and persistent sessions over multiple 
onne
tions. [73℄2.1.2 Forwarding AlgorithmsMany algorithms have been proposed for PSNs and DTNs in general. We 
an 
ate-gorise the existing algorithms loosely to ones that are based on the message repli
ation,and to ones that try to forward a single 
opy of a message towards the destinationbased on some temporal knowledge about the network or the node's 
onta
ts and
onta
t opportunities. The 
lassi�
ation is similar to one proposed in [43℄.The repli
ation based s
hemes are also 
alled �ooding. The simplest example isepidemi
 �ooding [78℄ in whi
h a message is repli
ated to ea
h opportunisti
 
onta
twho yet did not have it. The other extreme is the dire
t forwarding in whi
h the sour
estores the message until it meets the destination. Between these two there is a rangeof algorithms whi
h propose to limit the message repli
ation to provide a reasonable
ost-performan
e trade-o�. The more we have messages in transit, the greater is theprobability that it gets eventually delivered and with less delay. Whereas havingtoo many repli
as 
onsumes resour
es on the (intermediate) nodes and the overallavailable bandwidth whi
h 
an again lower the performan
e. In [55℄, the authorspropose a simple two-hop relay s
heme whi
h �oods the message to �rst n 
onta
tsand then uses dire
t delivery to rea
h the destination. Several proposals exists thatlimit the maximum number of hops the message 
an travel from the sour
e, like theoriginal epidemi
 �ooding proposal 
ited above, or the number of 
opies of the messagein the network in general, for example [74, 65, 63, 48, 51℄.The forwarding s
hemes, in 
ontrast, need some network topology information tosele
t the best next hop for a message. A general des
ription of so 
alled "ora
les"with varying degree of future knowledge and how they are used in message forwarding
an be found in [64℄.There exists also some work on 
ommunity based forwarding for PSN. The prob-6



abilisti
 model in [65℄ already 
onsidered 
ommunities to restri
t �ooding. Anotherrelated work is [59℄ where the authors demonstrate how the 
ommunity information
an improve the forwarding performan
e. In [67℄ a 
ommunity-based mobility modelfor ad ho
 network resear
h is presented.2.2 Measuring Human MobilityHaggle proje
t has done a lot of work on the area of measuring and analysing humanmobility. They have performed measurements in various environments, like resear
hlaboratory, university and 
onferen
es, using the Intel Motes (iMotes) [49, 58℄. TheiMote is a small devi
e 
omprising of an ARM pro
essor, a Bluetooth radio and a �ashRAM. The iMotes 
olle
t data about nearby Bluetooth devi
es by performing a devi
einquiry every 2 minutes and re
ording any devi
es in range. The a
quired data set
ontains a list of devi
es with 
onta
t times (duration) as seen by ea
h of the iMotes.The nearby devi
es 
an of 
ourse be other iMotes or any other Bluetooth devi
eresponding to the inquiry. The basi
 results are presented in terms of 
onta
t andinter-
onta
t times between pairs of nodes. The 
onta
t times follow an approximatepower law. Similarly the inter-
onta
t times 
an be approximated by a power lawbut only on moderate time s
ales (less than a day). A detailed report of the pra
ti
allimits and experien
es from these experiments is given in [69℄In [50℄ the authors present a more theoreti
al analysis of the impa
t of humanmobility on opportunisti
 forwarding algorithms based on several existing data sets.They 
onsider the inter-
onta
t time to have an espe
ially great impa
t on the oppor-tunisti
 forwarding algorithms performan
e sin
e it basi
ally measures how frequentlyan opportunity to transport data between a pair of devi
es o

urs. They also showhow the power law model (whi
h is de�ned by a parameter 
alled heavy-tail index)a�e
ts the performan
e of some well-known forwarding algorithms. A
tually, many ofthe existing algorithms seem to perform very badly with this mobility model.Few other proje
ts have also been 
olle
ting and publishing human mobility tra
es.In [56℄ the authors report a large-s
ale 
ampus 802.11 WLAN network usage studywhere they 
olle
ted tra
es and usage statisti
s from a

ess points and user equipment.The Reality Mining proje
t of MIT [52℄ used Nokia mobile phones to tra
k nearbyBluetooth devi
es and 
ell tower ids during several months in the 
ampus environment(MIT and business s
hool students). CoSpere proje
t at Telemati
a Instituut [6℄ has
olle
ted a 1-month tra
e with multi-homed devi
es storing information su
h as the
ell id, in-range operators, 802.11 a

ess points and Bluetooth devi
es nearby.2.3 Wireless Networking Te
hnologies2.3.1 BluetoothBluetooth is an industrial spe
i�
ation for wireless personal area networks (PANs).Bluetooth provides a short-range wireless 
ommuni
ations system indented to repla
e7
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Start inquiry [bt_addr]Connect to deviceFigure 2.1: Bluetooth devi
e state diagramthe 
able(s) 
onne
ting various ele
troni
 devi
es su
h as mobile phones, laptops,PCs, printers, digital 
ameras, and video game 
onsoles. Bluetooth operates on theli
en
e-free ISM band at 2.4 GHz. The nominal rate is 1 Mbit/s or (Bluetooth v1.1and v1.2) and with Enhan
ed Data Rate (EDR), 2 or 3 Mbit/s (Bluetooth v2.0).The operation ranges of Bluetooth devi
es vary from 1 to 10 to 100 meters (
lass3, 
lass 2 and 
lass 1 respe
tively). The Bluetooth spe
i�
ations are developed andli
ensed by the Bluetooth Spe
ial Interest Group [5℄. The latest de�ned standard isthe Core Spe
i�
ation v2.1 + EDR published in the beginning of August 2007 butin the following we refer to the previous standards, the Core Spe
i�
ation v1.2 andv2.0 [45, 46℄.Bluetooth operates on a radio 
hannel that is shared by a group of devi
es anduniquely de�ned by a 
ommon 
lo
k and a frequen
y hopping pattern. One of thedevi
es is 
alled the master and provides the syn
hronisation referen
e, others areknown as slaves (up to seven). The group of syn
hronised devi
es is said to form api
onet. The ISM band is divided into 79 frequen
ies that are hopped in a pseudo-random fashion to improve 
o-existen
e of Bluetooth with stati
 (non-hopping) ISMsystems.Bluetooth uses separate physi
al 
hannels for devi
e dis
overy (inquiry s
an 
han-nel) and for 
onne
ting devi
es (page s
an 
hannel). A dis
overable devi
e listensfor inquiry requests on its inquiry s
an 
hannel, and then sends responses to theserequests. In order for a devi
e to dis
over other devi
es, it iterates (hops) through8



Figure 2.2: Bluetooth proto
ol layersall possible inquiry s
an 
hannel frequen
ies in a pseudo-random fashion, sending aninquiry request on ea
h frequen
y and listening for any response. The inquiry s
an
hannels have a redu
ed number of hop frequen
ies and a slower rate of hopping. Are
ommended inquiry duration is at least 10.24s. The inquiry responses in
lude a48-bit devi
e MAC address, the devi
e 
ode and 
lo
k syn
hronisation information.The friendly name of the devi
e 
an be fet
hed using a separate 
ontrol request be-fore a physi
al link establishment (paging). Paging is a similar pro
ess to inquiry, a
onne
table devi
e listens on its page s
an 
hannel for 
onne
tion requests and a 
on-ne
ting devi
e sends the requests on all the available page s
an 
hannel frequen
ies. Adevi
e may be 
onne
ted to other devi
es while performing both inquiries or paging.The previous des
ription is summarised in Figure 2.1 whi
h presents the 
ompleteBluetooth devi
e state diagram.The Bluetooth proto
ol layering is shown in Figure 2.2. Physi
al links are formedbetween slaves and the master and are full duplex through the use of a Time-DivisionDuplexing (TDD). The physi
al link is used to 
arry one or more logi
al links whi
hare 
ontrolled by the Link Manager Proto
ol (LMP). Above the Link Manager residesthe Host Controller Interfa
e (HCI). The HCI provides a uniform interfa
e methodof a

essing the low level Bluetooth 
ontroller 
apabilities. The Logi
al Link Controland Adaptation Proto
ol (L2CAP) adds a 
hannel-based data servi
e abstra
tion toappli
ations and servi
es. The Bluetooth spe
i�
ation in
ludes also one servi
e layerproto
ol that is 
ommon to all Bluetooth appli
ations. That is the Servi
e Dis
overyProto
ol (SDP) whi
h is used to advertise and dynami
ally dis
over the available9



servi
es and their 
hara
teristi
s. The RFCOMM proto
ol [44℄ is a 
ommonly usedtransport proto
ol for Bluetooth. It provides emulation of serial ports over the L2CAP.The proto
ol is based on the ETSI standard TS 07.10.2.3.2 IEEE 802.11b/gIEEE 802.11 is the wireless lo
al area network (WLAN) standard developed by theIEEE LAN/MAN Standards Commitee WLAN working group [15℄. 802.11 familyof standards 
onsist of a 
ore standard and several amendments to it. The most
ommon versions implemented on the devi
es today are 802.11b and 802.11g that areboth amendments to the 
ore standard, 802.11-1999 [60℄.The original standard de�nes the basi
 physi
al layer (PHY) and the mediuma

ess 
ontrol (MAC) fun
tionality. The original spe
i�
ation de�nes a PHY thatoperates at 1 and 2 Mbit/s se
ond on the li
en
e-free ISM frequen
y band at 2.4GHz. 802.11b [61℄ adds an additional physi
al layer spe
i�
ation for the same bandwith the maximum rate of 11 Mbit/s, while 802.11g [62℄ de�nes high-speed extensionsfor the same band in
reasing the maximum rate to 54 Mbit/s. The 
ommuni
ationranges vary from 40 to 80 meters (indoors and outdoors respe
tively) for 802.11b andfrom 40 to 90 meters for 802.11g. 802.11b is based on Dire
t-Sequen
e Spread Spe
-trum (DSSS) and 802.11g to Orthogonal Frequen
y-division multiplexing (OFDM) toobtain the higher rates. Both 802.11b and 802.11g use adaptive rate sele
tion usingvarying modulations. The supported rates for 802.11b are 1, 2, 5.5 and 11 Mbit/s. Inaddition to those, 802.11g 
an fun
tion at the rates of 6, 9, 12, 18, 24, 36, 48 and 54Mbit/s. The 802.11g is thus ba
kward 
ompatible to 802.11b.The basi
 building blo
k of 802.11 LAN is a Basi
 Servi
e Set (BSS). A BSS
onsists of a number of stations (STA) that 
an 
ommuni
ate between ea
h other(i.e. are within the radio range). The simplest type of BSS is the IndependentBasi
 Servi
e Set (IBSS) or the ad ho
 network. In IBSS the STAs 
ommuni
atedire
tly between ea
h other and have no a

ess to other BSSs or infrastru
ture. Toprovide infrastru
ture 
onne
tivity (e.g. Internet) or 
ommuni
ations between BSSs,the ar
hite
ture de�nes a 
omponent 
alled Distribution System (DS). An A

essPoint (AP) is a spe
ial kind of STA that provides the DS servi
es for STAs asso
iatedto that BSS. A DS and BSS(s) 
an be 
ombined together to 
reate an Extended Servi
eSet (ESS) network. In ESS the APs are responsible of providing asso
iation, se
urity,MAC servi
e data unit (MSDU) delivery and infrastru
ture integration servi
es forthe STAs within their range.STAs 
an dis
over available BSSs either passively or a
tively. Both happen viasending and re
eiving spe
i�
 management frames. Figure 2.3 shows the generalMAC frame format. The Frame Control �eld within the header is used to distinguishbetween di�erent frame types. To do passive s
anning, STAs listen for so 
alledBea
on frames that are sent periodi
ally by an AP or in a distributed fashion byall the parti
ipating STAs in an IBSS. A
tive s
anning is done by sending a ProbeRequest frame and 
olle
ting the Probe Responses sent by APs, or or in an IBSS,by the last node that send a Bea
on. Ea
h MAC frame 
ontains four address �elds.10



Figure 2.3: 802.11 MAC frame format [60℄Order Information Notes1 Timestamp A timer value for syn
hronisa-tion2 Bea
on interval Number of time units betweenbea
on transmission times3 Capability information In
ludes priva
y, BSS type andasso
iation 
ontrol bits4 SSID Servi
e Set Identity5 Supported rates6 FH parameter set Present if the generating STAuses frequen
y hopping PHYs7 DS parameter set Present if the generating STAuses dire
t sequen
e PHYs8 CF parameter set Present in Bea
ons generatedby APs supporting a PCF9 IBSS parameter set Present in Bea
ons generatedby STAs in IBSS10 TIM Present in Bea
ons generatedby APsTable 2.1: 802.11 Bea
on frame body formatDepending on the frame type they are used to indi
ate the Basi
 Servi
e Set Identi�er(BSSID), sour
e and destination MAC addresses and/or transmitting/re
eiving MACaddresses. The BSSID has the same 48-bit format as an IEEE 802 MAC addressand it is used to uniquely identify ea
h BSS. In an infrastru
ture BSS it is the MACaddress of the AP; in an IBSS it is random. The broad
ast BSSID is all 1s and isused only when sending Probe Requests. Table 2.1 shows the Bea
on frame body andTable 2.2 the Probe Response frame body.Figure 2.4 summarises the possible states of a STA. The states are de�ned by twobasi
 state variables, authenti
ation and asso
iation.802.11 MAC uses Carrier Sense Multiple A

ess with Collision Avoidan
e (CSMA/CA) to share the a

ess to the wireless medium between the STAs of an infrastru
-ture BSS or IBSS (ad ho
 network). Prior to transmit, STAs sense the medium todetermine if another STA is transmitting. If the medium is busy, the STA waits until11
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Order Information Notes1 Timestamp A timer value for syn
hronisa-tion2 Bea
on interval Number of time units betweenbea
on transmission times3 Capability information In
ludes priva
y, BSS type andasso
iation 
ontrol bits4 SSID Servi
e Set Identity5 Supported rates6 FH parameter set Present if the generating STAuses frequen
y hopping PHYs7 DS parameter set Present if the generating STAuses dire
t sequen
e PHYs8 CF parameter set Present in Bea
ons generatedby APs supporting a PCF9 IBSS parameter set Present in Bea
ons generatedby STAs in IBSSTable 2.2: 802.11 Probe Response frame body formatthe medium is free and retries the transmission after a random ba
ko� interval. Thebasi
 me
hanism 
an be enhan
ed by using spe
ial 
ontrol frames, request to send(RTS) and 
lear to send (CTS), to avoid 
ollisions due to hidden nodes. For details,see [60℄.2.3.3 GSM and GPRS/EDGEGSM (Global System for Mobile Communi
ations, originally Groupe Spé
ial Mobile)is the most popular standard for mobile 
ommuni
ations in the world. GSM is anopen standard maintained by the 3rd Generation Partnership Proje
t (3GPP) [1℄.3GPP is a grouping of international standards bodies, operators and vendors originallyformed (1998) to de�ne the 3rd generation (3G) mobile system and related radio a

essstandards, but later amended to take over also the GSM standardisation in
luding itsevolved features su
h as General Pa
ket Radio Servi
e (GPRS) and Enhan
ed Datarates for GSM Evolution (EDGE). [28℄GSM is a 2nd generation (2G) mobile radio te
hnology. The 1st generation (1G)mobile telephone systems (NMT, AMPS, TACS) were analog while the 2G systems aredigital (other 2G standards in
lude iDEN, IS-136 and IS-95 and mainly in use in theUS). GSM is a 
ellular network operating on four di�erent radio frequen
ies: 850 MHz,900 MHz, 1800 MHz and 1900 MHz. Ea
h frequen
y band is divided into uplink anddownlink bands that are further subdivided into individual 
arrier frequen
ies. Thesefrequen
ies are �nally shared using time division multiplexing (TDMA). GSM (and
ellular systems in general) are based on frequen
y reuse i.e. the available 
hannelsare grouped in N non-overlapping sets whi
h are then assigned in a repeating pattern13



Figure 2.5: GSM network stru
ture [28℄to a hexagonal 
ell grid. The 
hoi
e of N and the 
ell size depend on the tra�
distribution and demand, environment and 
ost. The GSM standard de�nes four 
elltypes based on the 
overage area or size. Pi
o 
ells are small, mainly indoor 
ells witha diameter of few dozen meters. Mi
ro 
ells are formed by using antennas below theaverage roof top level and typi
ally used in urban areas for a range of less than 1-3km.Ma
ro 
ells are formed by installing antennas on the roof top level and usually theyrea
h a minimum distan
e of 1km, but typi
ally ex
eed 3km. Finally, umbrella 
ellsare used to 
over large areas to rea
h shadow areas and to �ll in gaps between theother 
ell types. The longest supported radius is about 35km. [71, 28℄Figure 2.5 shows the main ar
hite
tural 
omponents of a GSM network or Publi
Land Mobile Network (PLMN) as referen
ed in the standardisation. The Base StationSubsystem (BSS) is the basi
 network building blo
k 
onsisting of Base Trans
eiverStations (BTSs) and a Base station Controller (BSC) that manages several BTSs.Ea
h 
ell has a BTS that takes 
are of the radio signal transmission and re
eiving.The BSC is responsible of the a
tual radio 
hannel allo
ation and handovers betweenBTSs within its range. It also handles the tra�
 and signalling between the mobilenode and the Network Swit
hing Subsystem (NSS). The main 
omponent within aNSS is the Mobile Swit
hing Center (MSC) whi
h 
arries out swit
hing fun
tionsi.e. manages the 
alls between mobile nodes and to and from the Publi
 Swit
hedTelephone Network (PSTN). MSC also takes 
are of inter-BSS handovers. A GSM14



Figure 2.6: GSM identi�ers for lo
ation areas and base stations [42℄system has several databases to support its fun
tionality. The main ones are theHome Lo
ation Register (HLR) for the persistent subs
riber information within thehome network and the Visitor Lo
ation Register (VLR) for the temporary subs
riberinformation when roaming. In addition to the fun
tionality, the GSM standard de�nes
lear interfa
es between ea
h 
omponent assuring interoperability between variousimplementations. [71, 41℄In order to route 
alls in the network, GSM de�nes a hierar
hi
 numbering s
hemefor PLMNs. Figure 2.6 shows the basi
 s
heme. Ea
h 
ell has a Cell Identity (CI)whi
h 
on
atenated with the Lo
ation Area Identi�
ation (LAI) forms the Cell GlobalIdenti�
ation (CGI). Cell Identity must be unique within a lo
ation area. The LAIis 
omposed of a Mobile Country Code (MCC) whi
h de�nes the 
ountry where thePLMN is lo
ated; a Mobile Network Code (MNC) whi
h identi�es a parti
ular PLMNwithin a 
ountry (i.e. an operator); and a Lo
ation Area Code (LAC) whi
h identi�esa lo
ation area within a single PLMN. A lo
ation area is de�ned as an area in whi
ha mobile station may move freely without updating the VLR. A lo
ation area mayin
lude one or several 
ells. [41, 42℄While the Subs
riber Identity Module (SIM) de�nes the identity of the subs
riberand is used to authenti
ate the user to a network, it does not 
ontain any furtherinformation about the entitled servi
es nor the PLMN servi
e provider i.e. the opera-tor. [53℄ To provide dynami
 way to dis
over and update PLMN identities and otherparameters su
h as the 
urrent time and the time zone, a servi
e 
alled Network Iden-tity and Timezone (NITZ) is de�ned in [40℄. The network identity is 
omposed of a"short" and a "long" name of the operator.General Pa
ket Radio Servi
e (GPRS) is a pa
ket data servi
e for GSM networks.As the name says, GPRS provides a pa
ket swit
hed servi
e in 
ontrast to the 
ir-
uit swit
hed operation of the GSM network. For this reason GPRS introdu
es newentities, GPRS Support Nodes, to the network (GSN). Gateway GSN (GGSN) is theinterfa
e between the GPRS ba
kbone and the external pa
ket data network (likeInternet). Serving GSNs (SGSN) keep tra
k of the individual mobile stations andare responsible for the delivery of pa
ket to and from the mobile stations within itsservi
e area. The GPRS pa
ket servi
e is based on the Internet Proto
ol (IP) andea
h devi
e has an IP address when 
ommuni
ating. Enhan
ed Data rates for GSMEvolution (EDGE) is an improvement to GPRS in
reasing the general 
apa
ity, and15



thus the per
eived per user data rates. In pra
tise, GPRS o�ers data rates up toaround 60 kbit/s, while EDGE 
an a
hieve about 150 kbit/s. [47, 27℄
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Chapter 3Java for Mobile Devi
esIn this 
hapter we give an overview to the Java Platform Mi
ro Edition, dis
uss thegeneral requirements for the platform in terms of the testbed fun
tionality, and �nally,we present the available JVMs for Windows Mobile devi
es and our experien
es withthem. In the last se
tion we 
on
lude the Java platform evaluation and why Java wasnot 
hosen for the testbed development.3.1 Java Platform Mi
ro EditionThe Java Platform Mi
ro Edition (Java ME or J2ME) [16℄ is the Java appli
ationplatform for mobile devi
es. It is designed to work on a wide range of devi
es frommobile phones to set-top boxes. Java ME is a 
olle
tion of te
hnologies and spe
i�-
ations that 
an be 
ombined to 
reate a spe
i�
 Java runtime for ea
h environment.The three basi
 elements of the platform are:
• Con�guration de�nes the basi
 set of libraries and JVM 
apabilities.
• Pro�le provides an additional set of APIs for narrower range of devi
es.
• Optional pa
kages are the te
hnology-spe
i�
 APIs.The �gure 3.1 where Java ME sits in the overall Java platform ar
hite
ture.Currently there are two 
on�gurations de�ned for Java ME: Conne
ted LimitedDevi
e Pro�le (CLDC) [76℄ and Conne
ted Devi
e Pro�le (CDC) [77℄. Theformer is the 
on�guration for small, less powerful mobile devi
es. The latter istargeted towards more 
apable mobile devi
es like PDAs, phones with a tou
h s
reenor set-top boxes. The CDC 
on�guration is also a proper subset of the Java StandardEdition, so the same 
ode 
an be exe
uted both on a desktop J2SE JVM and ona CDC 
ompliant JVM. One notable di�eren
e between the CDC and the CLDC
on�gurations is that only CDC supports Java Native Interfa
e (JNI) [75, 77℄.On top of the 
on�gurations, Java ME spe
i�es a number of pro�les that o�erhigher level APIs and appli
ation frameworks. The generally used pro�le with theCLDC 
on�guration is the Mobile Information Devi
e Pro�le (MIDP). The17



Figure 3.1: Java platform ar
hite
ture [16℄
(a) CLDC (b) CDCFigure 3.2: Java ME 
on�gurations [16℄
ombination CLDC+MIDP is the most 
ommon Java ME environment( 3.2(a)) thatis found on the mobile phones today. The appli
ation framework is based on MIDletsthat provides 
ommon appli
ation life 
y
le handling routines and spe
i�
 UI librariesaimed for resour
es restri
ted mobile phones.The CDC( 3.2(b)) 
on�guration supports three di�erent pro�les: FoundationPro�le, Personal Basis Pro�le and Personal Pro�le. The foundation pro�le isthe most basi
 one and does not in
lude any GUI framework. The personal basispro�le is a super set of the foundation pro�le adding the Xlet appli
ation interfa
ewhi
h is a GUI framework based on lightweight 
omponents. The personal pro�le hasall the features of the previous ones plus the standard AWT and applet GUI libraries.The table 3.1 presents the 
urrent Java ME APIs and the spe
i�
ation versionsand names in use. It also lists the standardised optional pa
kages.18



CLDCConne
ted Limited Devi
e Con�guration 1.0 JSR30Conne
ted Limited Devi
e Con�guration 1.1 JSR139Mobile Information Devi
e Pro�le 1.0 JSR37Mobile Information Devi
e Pro�le 2.0 JSR118CDCConne
ted Devi
e Con�guration 1.1.2 JSR218Foundation Pro�le 1.1.2 JSR219Personal Basis Pro�le 1.1.2 JSR217Personal Pro�le 1.1.2 JSR216Optional Pa
kagesJava APIs for Bluetooth (Bluetooth, OBEX) 1.1 JSR82Content Handler API 1.0 JSR211Mobile Media API 1.2 JSR135Java Binding for the OpenGL 1.0 JSR239J2ME Web Servi
es Spe
i�
ation (JAXP, JAX-RPC) 1.0 JSR172Se
urity and Trust Servi
es APIs 1.0 JSR177Se
urity 1.0 JSR219Advan
ed Graphi
s and User Interfa
e 1.0 JSR209RMI 1.0 JSR66JDBC 1.0 JSR169Java TV API 1.1 JSR927Table 3.1: Java ME APIs, versions and spe
i�
ations3.2 General Issues with Java MEAs explained in the introdu
tion, the testbed should be able to dete
t the wirelessneighbourhood of the devi
e by 
olle
tion information about the nearby Bluetoothdevi
es; Wi� a

ess points and ad ho
 nodes; and the 
ellular environment. We wouldalso like to run the appli
ation on the ba
kground with as little user intervention aspossible.The Bluetooth API for Java ME, JSR-82, has the required fun
tionality: it pro-vides the devi
e and servi
e dis
overy fun
tions as well as data 
ommuni
ations (typeof so
ket abstra
tion). The only missing feature is the possibility to expli
itly turnon and o� the Bluetooth devi
e. The JSR-82 API spe
i�
ation states that if an ap-pli
ation tries to invoke Bluetooth methods and the devi
e is o�, the implementationshould prompt the user for an approval to turn on the devi
e. There is an API methodto 
he
k the 
urrent devi
e power state. [66℄Sin
e the Bluetooth API is an optional pa
kage for Java ME, the support dependson the JVM. There are also few open-sour
e and 
ommer
ial JSR-82 implementationsavailable. We test a 
ommer
ial implementation from Avetana [3℄ and an open-sour
e19



Smartphone (Samsung) Po
ket PC (i-mate)Esmerte
 Jbed Not available OKCLDC1.1/MIDP2.0 (no JNI, no JSR-82)NSI
om CrEme Failed Not triedCDC1.0/PPIBM J9 OK OKCLDC1.1/MIDP2.0 (no JNI, no JSR-82) (no JNI, no JSR-82)IBM J9 OK OKCDC1.1 (
onsole only)PhoneME not tried not triedCDC and CLDCTable 3.2: Java Virtual Ma
hines for Windows Mobile 5.0version, blue
ove [4℄. Both of them work �ne on a Java SE JVM on a Windows PCand with the CDC 
on�guration on Windows Mobile devi
es (blue
ove requires slight
hanges and a re
ompilation for the target platform). The open-sour
e implementa-tion 
an be extended to 
ontain the power on/o� fun
tions but that kind of an 'ha
k'breaks the API 
ompatibility and portability a
ross multiple platforms.Low level Wi� interfa
e a

ess is not supported by the standard Java APIs. Thereis no API for s
anning nearby a

ess points, swit
hing the devi
e mode from infras-tru
ture to ad ho
, turning on/o� the devi
e, and so on. The standard way to providesu
h low level fun
tionality to the JVM, is to program a Java Native Interfa
e (JNI)
ompatible library using the native platform languages and tools, and to a

ess thatlibrary using JNI 
alls. This is how the 
urrent Haggle ptototype a

esses the Wi�
ard or how the blue
ove JSR-82 API implementation is done too. The same restri
-tion holds for the 
ell radio programming i.e. getting the list of available operators,the 
urrent 
ell id and so on.3.3 Java Virtual Ma
hines for Windows MobileWindows Mobile does not 
ontain a Java Virtual Ma
hine (JVM) by default. Somephones 
ome with a pre-installed JVM, on others it is possible to install one of theavailable free or 
ommer
ial JVMs. We try out several available JVMs on a WindowsMobile 5.0 Smartphone (Samsung i600) and a Windows Mobile 5.0 Po
ket PC (i-mateJAQ3). See Appendix A for the devi
e spe
i�
ations. The table 3.2 summarises ourexperien
es.3.3.1 Esmerte
 JbedEsmerte
 Jbed [10℄ is a 
ommer
ial JVM that 
omes both in CLDC/MIDP and CDC
on�gurations. The 
ommer
ial strategy seems to be to sell the produ
t dire
tly tothe phone manufa
tures. No evaluation downloads nor pri
ing information of theJVM is available on the web. 20



However, the i-mate has the Esmerte
 Jbed Advan
ed (CLDC 1.1 / MIDP 2.0)pre-installed, so we try it out. The basi
 MIDlet installation is smooth using the AMSinterfa
e provided by the software and the exe
ution of the example MIDlets is fast.The drawba
ks of the Esmerte
 Jbed are that the i-mate for example should be
apable of running the more advan
ed CDC 
on�guration (sin
e it is a po
ket PC witha tou
h s
reen) but for some reason that version is not installed. The installed versionof the JVM did not seem to have the JSR-82 optional pa
kage (no do
umentation wasavailable). Also native a

ess using JNI is unsupported.3.3.2 NSI
om CrEmeNSI
om CrEme [18℄ is another 
ommer
ial JVM for Windows CE (in
ludes WindowsMobile) devi
es. NSI
om provides a free evaluation version for 30 days after a simpleregistration. No pri
ing information is available.The latest version of CrEme is 
ompliant with CDC 1.0 spe
i�
ation with thePersonal Pro�le, and the AWT and more advan
ed Swing GUI libraries. The JVMis JNI 
ompatible and should also in
lude a set of optional interfa
es (not spe
i�ed).CrEme also implements an applet plugin for the Po
ket Internet Explorer.The demo versions are provided for a number of di�erent ar
hite
tures in
ludingInter ARM, Samsung, TI OMAP and x86. Depending on the CPU 
hosen, thereare versions for several versions of Windows Mobile. Curiously, they o�er a CDCversion of the JVM for WM5.0 Smartphone (by de�nition some UI problems wereanti
ipated). That version (CDC1.0 / Intel PXA / Windows Mobile 5.0 Smartphone)was tried on the Samsung sin
e its would o�er the support for JNI.The installation is easy using the appli
ation installer that handled the installationautomati
ally over A
tiveSyn
. Running the java appli
ation happens by 
reating aspe
ial link �le (a �le ending in .lnk and 
ontaining the full 
ommand to laun
hCrEme). However, both the provided example appli
ation and a simple test AWTappli
ation do not work 
orre
tly. They will laun
h but the GUI is totally unusable.Also, the basi
 JNI 
alls seem not to work.CrEme is not tried on the Po
ket PC (the i-mate) sin
e a working Java environmentfor it was found with the IBM J9 (see next se
tion).3.3.3 IBM WebSphere Everypla
e Mi
ro Environment J9IBM provides a pra
ti
ally free JVM (�6$ for a li
en
e) for mobile devi
es 
alled J9 orWebSphere Everypla
e Mi
ro Environment [26℄. The website provides trial downloadsand the li
en
ed versions 
an be bought from a webstore 
alled Handango.J9 
omes in various 
on�gurations for several platforms. We try the CLDC 1.1 /MIDP 2.0 and CDC 1.1 
on�gurations on x86 Windows XP, the CLDC 1.1 / MIDP 2.0on an ARM Windows Mobile 5.0 Smartphone (the Samsung) and both the CLDC 1.1/ MIDP 2.0 and CDC 1.1 on an ARM Windows Mobile 5.0 Po
ket PC (the i-mate).The JVM 
omes without any optional pa
kages, and the CDC version implementsJNI. 21



On a Windows PC, both versions run well with the example MIDlets and AWTappli
ations. Also the Bluetooth a

ess was tested and worked using the blue
oveJSR-82 implementation.Similarly, on the Po
ket PC, both 
on�gurations and the provided examples runwell. The Bluetooth API (modi�ed blue
ove) 
ould be used with the CDC 
on�gura-tion.On the Smartphone, the CLDC version works �ne but it does not provide theJava Bluetooth API nor JNI as mentioned. The CDC version is tried too (even if itis not really 
ompiled for Smartphones), and a
tually basi
 
onsole appli
ation doesrun well and 
an a

ess the Bluetooth API using JNI. GUI appli
ations on the otherhand, will not even laun
h as expe
ted. It is not 
ompletely 
lear if we 
ould justuse the CDC 
on�guration in 
onsole mode on the Smartphone for our purposes.One possible problem is that there 
ould be some underlying API 
alls in the JVMthat are supported by the Po
ket PC and not by the Smartphone whi
h 
ould 
reateunexpe
ted problems that would be are hard or impossible to �x.Overall J9 seems to have a good performan
e and is quite easy to use after sometry and error with the 
ommand line parameters. It also provides an useful 
onsolemode for running the appli
ations whi
h is a great help for simple system out styledebugging. The CLDC version also provides a MIDlet manager to install and runappli
ations.3.3.4 PhoneMEWhile the other JVMs presented are all more or less 
ommer
ial, there is at least onewell known open-sour
e Java ME JVM proje
t going on, namely the phoneME at thejava.net [19℄. The proje
t is working on both a CLDC 
ompliant JVM, phoneMEFeature, and a CDC 
ompliant JVM, that they 
all phoneME Advan
ed.To use phoneME on Windows Mobile 5.0, a 
ustom build is required (no binarydownloads available). Build instru
tions are on the proje
t wiki and a

ording to thewiki the JVM should run on a WM5.0 Po
ket PC.Anyhow, this option is not investigated further. It is still a work-in-progress andwe do not know mu
h about the stability and performan
e of the JVM. Also it is not so
lear how mu
h of the standard fun
tionality and optional pa
kages are implementedand what is still missing.3.4 Dis
ussionThe need for JNI for the low level networking fun
tionality e�e
tively rules out thepossibility to use a simple CLDC / MIDP JVM. As a work-around, it is proposedthat the native methods 
ould be exposed to the JVM via a lo
alhost TCP servi
e [2℄but we 
hoose not to try that be
ause of the added 
omplexity and possible overhead.The CDC 
on�guration does not have this limitation, so it would be the ideal
hoi
e for the Java platform. More over, CDC appli
ations would be portable a
ross22



mobile devi
es and standard desktop environments. That is one of the reasons weinvestigate Java in the �rst pla
e sin
e the Haggle proje
t early prototype is writtenin Java and is CDC 
ompliant. However, �nding a working CDC JVM for WindowsMobile devi
es turned out to be quite hard. Sun does not provide one for Java ME.The best and almost free option is the IBM J9. The only drawba
k with J9 CDC JVMis that there is no real version targeted for the WM5.0 Smartphone edition. Even ifwe manage to run another JVM version (the Po
ket PC one) on the Smartphone, wewould be restri
ted to the 
onsole mode only. And limiting ourselves to just to Po
ketPCs is also 
onsidered not an ideal solution.The se
ond drawba
k with Java is the performan
e. The memory print of thetested JVMs was around 15MB or more (as reported by the OS memory managerappli
ation) when running a simple test appli
ation. This is quite a lot 
onsideringthat the devi
es have about 20 - 40 MB memory free while only the OS is running.To 
on
lude, based on these experien
es and on the fa
t that we need nativesoftware for the low level networking tasks in any 
ase, we de
ide to implement thetestbed using the native Windows Mobile APIs and development language(s).
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Chapter 4Windows Mobile PlatformIn this 
hapter we present the Windows Mobile Operating System and the devel-opment environment. Spe
i�
ally we take a look into few appli
ation developmentrelated issues like debugging and the platform se
urity model. Then we present thenetworking related native Windows Mobile APIs and the system and devi
e powermanagement on the Windows Mobile.4.1 Platform OverviewWindows Mobile 5.0 is a 
ompa
t operating system targeted to resour
e 
onstrainedhand held devi
es ranging from embedded systems to PDAs and Smartphones. Thevast majority of the devi
es in use today are Windows Mobile 5.0 powered whi
h hasbeen around sin
e May 2005 [29, 17℄.Windows Mobile 5.0 
omes in two �avors: Smartphone and Po
ket PC. The biggestdi�eren
es between the two lie in the display hardware support and the system powermanagement. Basi
ally the Po
ket PCs have a tou
h s
reen while Smartphones donot. Also the system power states are di�erent between the two editions. Apart fromthese two major di�eren
es, the fun
tionality and the SDK APIs for Smartphones andPo
ket PCs are almost identi
al. Both the Smartphone and the Po
ket PC editionsare spe
ialized versions of the Windows CE 5.0 whi
h is the Mi
rosoft's operatingsystem for resour
e restri
ted devi
es and embedded systems.Mi
rosoft has published in the beginning of 2007 the version 6.0 of the WindowsMobile OS, but most of the available devi
es today are still running WM5.0 or slowlyupgrading to 6.0. The WM6.0 is still based on the Windows CE 5.0 internally, soappli
ations written for WM5.0 and that use standard and do
umented APIs shouldrun without 
hanges on WM6.0 a

ording to Mi
rosoft. The edition naming s
heme
hanges with WM6.0. The Smartphone edition is 
alled WM6.0 Standard and thePo
ket PC (Phone Edition), is 
alled WM6.0 Professional.
24



4.2 Development Environment4.2.1 Languages and ToolsWindows Mobile o�ers two main te
hnologies for appli
ation development: Native
ode and Managed 
ode. The native 
ode development means 
oding in 
/
++ usingthe Windows Mobile native APIs. The managed 
ode refers to the .NET Compa
tFramework (or .NET CF for short) whi
h 
an be programmed in C#, J#, C++or VB.NET languages. .NET is sort of Mi
rosoft's version of Java. The runtime,Common Language Runtime (CRL), 
omes pre-installed on Windows Mobiles (5.0has .NET CF 1.0). .NET has, however, a restri
ted API and some native methodsshould be 
alled anyways to a

ess the Bluetooth, Wi� and 
ell radio interfa
es. Forthis .NET o�ers a me
hanism that is similar to Java's JNI whi
h they have namedp/Invoke (Platform Invoke).The main development IDE for Windows platforms is the Mi
rosoft Visual Studio.Only the latest version, Visual Studio 2005 (standard edition or better) fully supportssmart devi
es development with the Windows Mobile 5.0 Po
ket PC and SmartphoneSDKs. While Visual Studio Standard is not free, the SDKs itself are available forfree download. They also in
lude a number of emulators for Visual Studio to test theappli
ations without the a
tual devi
es.Testing and debugging with real devi
es is done over A
tiveSyn
. There are,however, some restri
tions in debugging the networking fun
tions. Windows Mobile5.0 does not support "multihoming", so any a
tive Wi� 
onne
tion is terminated andthe Wi� is disabled (in pra
tise the 
ontrols are removed from the devi
e menus) whenthe devi
e is 
onne
ted to the host using the USB 
able. This is be
ause the devi
e
onne
tion is implemented as a network adapter. Thus debugging the IP networkingfun
tionality over A
tiveSyn
 is not possible.4.2.2 Platform Se
urity ModelWindows Mobile OS has a se
urity model that poses some restri
tions on runningnew appli
ations on devi
es and the operations they are allowed to do. Basi
ally,an appli
ation 
an be either privileged, unprivileged or unsigned. The privileged andunprivileged appli
ations are signed with the privileged or unprivileged 
erti�
ates re-spe
tively whi
h must be stored on the devi
e for veri�
ation. Privileged appli
ationshave essentially no restri
tions in what they 
an do, while unprivileged do. [33℄Ea
h devi
e has a se
urity 
on�guration that de�nes the a

ess levels for appli-
ations. The 
on�gurations are OEM or operator de�ned and vary from 
ompletelylo
ked devi
es to non restri
ted. On a Se
urity-O� 
on�gured devi
e, there's no re-stri
tions and even unsigned appli
ations will run and have full a

ess to the APIsand the registry. One-Tier-Prompt 
on�guration requires that the SDK (or othervalid) 
erti�
ates must be installed on the devi
e and appli
ation are run in a trustedin whi
h they are allowed to make any API 
all and to a

ess all the registry values.With the Two-Tier-Prompt 
on�guration, the SDK (or other) 
erti�
ates are required25



too and appli
ations 
an run either in trusted or normal mode. In normal mode someAPI 
alls are not allowed as well as the a

ess to some registry keys). Third-Party-Signed and Lo
ked devi
es require always that an appli
ation is signed by a 
erti�
ateknown by the devi
es 
erti�
ate store. The 
erti�
ate store is pre-
on�gured by thedevi
e OEM or the operator, and usually they also 
ontrol the installation of new 
er-ti�
ates. Getting a third-party signed 
erti�
ate 
osts money. The SDK 
erti�
atesshould be used for the development phase and a real 
erti�
ate should be a
quired tosign the release version of the appli
ation. [33℄4.3 Native Networking APIs

Figure 4.1: Windows CE 5.0 
ommuni
ations ar
hite
ture [34℄Figure 4.1 shows an overview of the Windows Mobile 
ommuni
ations and net-working ar
hite
ture (ex
luding the Radio Interfa
e Layer for 
ellular radio). WindowsMobile in
ludes wireless features su
h as Bluetooth and 802.11 (802.1x, Extensible26



Library Des
riptionBtd.lib Mi
rosoft 
ore Bluetooth sta
k. This library exposesfun
tions that are used to extend various layers of thesta
k.Bthguid.lib Contains GUIDs that are used to instantiate variousBluetooth COM 
omponents.Bthutil.lib Contains fun
tions that are used to turn o� or turn onBluetooth on the devi
e. These fun
tions are de
laredin the Bthutil.h header �le.Coredll.lib Contains fun
tions that are used to set up an event no-ti�
ation system from the Mi
rosoft Bluetooth sta
k.These fun
tions are de
lared in the Bt_api.h header �le.Ws2.lib Contains 
ommon Winso
k2 fun
tions that are used toperform various Bluetooth operations, su
h as devi
eand servi
e dis
overy.Table 4.1: WM5.0 SDK Bluetooth librariesAuthenti
ation Proto
ol and 802.11 automati
 
on�guration), and servi
es and APIssu
h as Winso
k 2.2 and Obje
t Ex
hange Proto
ol (OBEX). In addition, WindowsCE in
ludes an updated TCP/IP sta
k and 
onforms to the Network Driver Interfa
eSpe
i�
ation (NDIS) 5.1 [34℄. In the following subse
tions we present the relevant
omponents and APIs for our work whi
h are the Bluetooth API; the native Wi� andNDIS APIs; and the Radio Interfa
e Layer API.4.3.1 BluetoothThe Windows Mobile 5.0 SDK in
ludes a set of libraries for programming the Blue-tooth devi
e (only 
ompatible with the Mi
rosoft Bluetooth sta
k). The tables 4.1and 4.2 present the related library and header �les. [36℄The Bluetooth API in
ludes fun
tions to query and 
hange the radio mode (on/o�).When the devi
e is on, it 
an be either 
onne
table (devi
e 
an initiate 
onne
tionsand a

ept 
onne
tions) or dis
overable (other devi
es 
an see it, implies 
onne
table).The lo
al devi
e ma
 address 
an be obtained by 
reating and binding a so
ket andperforming getso
kname fun
tion on it. The lo
al devi
e name is stored in the registryunder the key HKCU\Software\Mi
rosoft\Bluetooth\Settings\Lo
alName.The devi
e and servi
e dis
overy, SDP re
ord registration and data 
ommuni
a-tions using the RFCOMM proto
ol are implemented using spe
i�
 winso
k fun
tions(version 2.2 required).The devi
e dis
overy provides the remote devi
e friendly name, the remote ma
address and the devi
e 
lass (
od). No signal strength information for example isavailable. The devi
e dis
overy time or the maximum number of devi
es to return
an be spe
i�ed when initiating the query by adding an additional data element,27



Header Des
riptionBt_api.h De�nes 
lient-level fun
tions for 
alling into the Blue-tooth sta
k.Bt_sdp.h De�nes stru
tures and 
onstants for SDP queries.Bthapi.h De�nes interfa
es for managing SDP re
ords.Bthutil.h De�nes fun
tions for setting and retrieving the mode ofthe Bluetooth operation.Winso
k2.h De�nes standard Windows so
ket fun
tions that 
an beused to perform Bluetooth operations.Ws2bth.h De�nes Bluetooth spe
i�
 Winso
k 
onstants and stru
-tures that 
an be used in Bluetooth appli
ations overWinso
k.Table 4.2: WM5.0 SDK Bluetooth header �lesBTHNS_INQUIRYBLOB, to the query.The SDP servi
e re
ords must be 
reated by hand (API does not provide anyhelper fun
tions for that). The servi
e re
ord for the RFCOMM proto
ol based ser-vi
es 
ontains the 
hannel on whi
h the RFCOMM server is listening for thein
oming
onne
tions. The servi
e dis
overy to �nd out the existen
e of servi
es, proto
ols and
hannels to a

ess them, 
an be performed either expli
itely in a similar fashion asthe devi
e inquiry, or impli
itely by de�ning the remote servi
e id (GUID) to 
onne
tto in the SOCKADDR_BTH stru
ture. Alternatively to a GUID, a hard-
oded 
hannel
an be used on the server and 
lient side.4.3.2 802.11 and NDISWindows Mobile network drivers are based on the Network Driver Interfa
e Spe
i�
a-tion (NDIS). Windows Mobile 5.0 supports NDIS 5.1. NDIS is meant to fa
ilitate the
ommuni
ation between the operating system, the network adapter and the proto
oldrivers. The NDIS interfa
e (or NDIS Wrapper) is lo
ated between the upper-levelproto
ol drivers (su
h as the TCP/IP proto
ol driver) and the lower-lever 
ommuni-
ations ar
hite
ture (intermediate and miniport drivers and a network adapter at thebottom) as shown in the �gure 4.2. [30℄To perform nearby AP s
anning, swit
hing between ad ho
 and infrastru
turemodes and to asso
iate with BSSs (with or without en
ryption) we 
an use the NDISuser-mode I/O (NDISUIO) proto
ol driver. NDIS proto
ol driver is an upper leveldriver on top of the NDIS wrapper (like the TCP/IP driver for example). The table 4.3lists the related header �les.The basi
 NDISUIO usage 
onsists of 
reating a �le handle to the NDISUIO driverusing the CreateFile fun
tion, fet
hing the list of bound adapters (the 
an be several)and sending 
ontrol messages to the spe
i�ed adapter with the Devi
eIoControlfun
tion. The bound network adapters are retrieved using a IOCTL_NDISUIO_QUERY_28



Figure 4.2: Windows CE 5.0 NDIS ar
hite
ture [30℄
Header Des
riptionntddndis.h De�nes all 
onstants and types for a

essing the networkdriver interfa
e devi
e.nuiouser.h Constants and types to a

ess the NDISUIO proto
oldriver.Table 4.3: WM5.0 SDK NDIS header �les
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BINDING 
ontrol message. The drawba
k is that it lists only 
urrently bound devi
esand thus if the Wi� devi
e is disabled by the user from the Wireless Manager, thedevi
e is not bound and is not a

essible through the NDISUIO. On
e the Wi� networkdevi
e is available and its name is known, it 
an be 
ontrolled by sending IOCTL_NDISUIO_QUERY_OID_VALUE and IOCTL_NDISUIO_SET_OID_VALUE 
ontrol messages toget and set the NDIS Obje
t Identi�ers (OIDs) values that 
ontrol the devi
e.Wireless Zero Con�guration (WZC) is a servi
e taking 
are of the network inter-fa
es 
on�gurations by default on Windows Mobile. Con
eptually WZC resides ontop of the NDISUIO wrapper and it is using the NDIS API to 
ontrol the Wi� devi
e.In order to implement the AP/ad ho
 asso
iation using NDISUIO, the Windows ZeroCon�guration servi
e must be disabled be
ause otherwise it would interfere with the
on�guration. Windows CE 5.0 has an API, wz
sapi.h, that 
an be used to a

essthe WZC fun
tions [35℄. Through the API we 
an disable and enable WZC for asele
ted adapter.The other option to programmati
ally 
on�gure networks is to use the WZC APIdire
tly instead of disabling it. The WZC API o�ers methods to 
on�gure networkinginterfa
es via a fun
tion 
all while when using the NDISUIO, ea
h step (set mode,en
ryption, WEP keys, SSID) needs to be performed manually. The se
ond advantageof using the WZC API is that the a
tive 
on�guration is all the time visible anda

essible also using the operating system tools whi
h is more 
onvenient from theuser point of view. WZC API allows also to reuse any existing preferred network
on�gurations.The IP address handling 
an be done using the IP helper, iphlpapi.h, API. Itsupports both stati
 and dynami
 address 
on�guration with DHCP [37℄.4.3.3 Radio Interfa
e LayerThe Radio Interfa
e Layer (RIL) provides an interfa
e that handles the 
ommuni
ationbetween the CellCore system software and the radio hardware. RIL 
onsists of twomodules: the RIL proxy and the RIL driver. An overview of the radio ar
hite
ture isshown in Figure 4.3. The proxy layer manages 
allba
k noti�
ations and inter-pro
essfun
tion 
alls into the driver layer. [32℄The RIL API, ril.h and the library, are not in
luded in the WM 5.0 SDKsbut are available on a developer site in the Internet [57℄. The API is do
umentedby Mi
rosoft starting from the Windows Mobile 6.0 [38℄. The 
ustom appli
ationsfun
tion by registering with the RIL two 
allba
k fun
tions. One is used for unsoli
itednoti�
ations, and the other is used for responses to fun
tion 
alls. For example,when the phone registers with a new 
ell, the RIL uses the unsoli
ited noti�
ation
allba
k to notify registered appli
ations about the 
ell id 
hange. Similarly, whenan appli
ation requests for example the operator list, the 
all returns immediatelyand the real operator list is returned through the fun
tion response 
allba
k. Thisasyn
hronous ar
hite
ture of the RIL requires spe
ial a
tions from the appli
ationsthat want to fun
tion in a syn
hronous manner i.e. to blo
k waiting for responses. [32℄30



Figure 4.3: Windows CE 5.0 RIL ar
hite
ture [32℄4.4 System and Devi
e Power ManagementA fairly 
omplete dis
ussion about the system power management on Windows Mobileand the di�eren
es between Smartphones and Po
ket PCs 
an be found at [20℄. Tosummarise it, Po
ket PCs sleep while Smartphones do not. Smartphones do saveenergy by turning the ba
klight o� and eventually by turning o� the s
reen but allthe devi
es may stay turned on and the appli
ations keep running all the time. Onthe 
ontrary, the Po
ket PC goes to sleep after a de�ned timeout whi
h means it turnso� all the devi
es (almost, will still re
eive 
alls and sms et
.) and stops the runningappli
ations. The subse
tions below give the details of the system power states onSmartphones and Po
ket PCs.The devi
e power management has two main a
tors on Windows Mobile. Thedevi
e drivers 
an be very a
tive and turn on/o� the devi
e as required. On theother hand, there is the Power Manager servi
e that manages the general systempower states and transitions between them. The Power Manager 
an 
ontrol only
ompatible devi
es and the support is not required. So unfortunately, the devi
epower management and how it 
an be 
ontrolled is very devi
e and OEM spe
i�
issue. [31℄4.4.1 SmartphoneSmartphones take an "Always on" approa
h to the power management. From theappli
ation development point of view this means that the developer has to take 
areof the CPU utilisation (do no useless work while the phone is idle for example) and31



of the devi
e power states when possible. Smartphones have four basi
 power stateslisted below: [21℄
• On The user is intera
ting with the devi
e. Everything is on.
• Ba
klightO� There has been a brief period of user ina
tivity. The ba
klighthas been turned o�, but everything else is on. When setting the ba
klighttimeout values in the 
ontrol panel, we de�ne how long the system should waitbefore going into this state.
• UserIdle There has been a longer period of user ina
tivity. Both the ba
klightand LCD have been turned o�. When setting the s
reen timeout value on aSmartphone 
ontrol panel, we de�ne how long the system should wait beforegoing into this state.
• S
reenO� The devi
e goes into this state when someone spe
i�
ally says toturn the s
reen (and ba
klight) o�. This state is di�erent than UserIdle. InS
reenO�, pressing a button (other than the power button) does not turn thes
reen ba
k on. In UserIdle, pressing a button does turn the s
reen ba
k on.4.4.2 Po
ket PCOn the Po
ket PC the things are di�erent. The Po
ket PC has a suspended (sleep)mode in whi
h the devi
e is 
ompletely idle: all the running programs are stoppedand devi
es are powered o�. The Po
ket PC system power states are listed below: [21℄
• On The user is intera
ting with the devi
e. Everything is on.
• Ba
klightO� There has been a brief period of user ina
tivity. The ba
klighthas been turned o�, but everything else is on. When setting the ba
klighttimeout values in the 
ontrol panel, we de�ne how long the system should waitbefore going into this state.
• UserIdle Generally not used on Po
ket PC, sin
e after the user idle timeoutthe system goes to Suspended state.
• S
reenO� The devi
e goes into this state when someone spe
i�
ally says toturn the s
reen (and ba
klight) o�. This state is di�erent than UserIdle. InS
reenO�, pressing a button (other than the power button) does not turn thes
reen ba
k on. In UserIdle, pressing a button does turn the s
reen ba
k on.
• Unattented This a state in whi
h the s
reen, the ba
klight, and the audio areo�. It is used by appli
ations whi
h need to do things without alerting the user(like A
tiveSyn
ing on the ba
kground). While the Po
ketPC is in this state,the user thinks the devi
e is asleep.32



• Resuming This is the state the Po
ketPC goes into when it wakes up fromsleep. In this state, the s
reen is o�, and there is a very short (15 se
ond) timerbefore it goes ba
k to sleep. The only way to keep the devi
e from going ba
k tosleep is to have something put it into one of the other states. This is for dealingwith spurious wakeups and for giving the system a way to get into Unattendedwithout letting the user know about it.
• Suspended This is the Po
ketPC "Sleep" state. Everything is o�, and thesystem is not going to wake ba
k up until some pie
e of hardware wakes it up.
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Chapter 5TestbedIn this 
hapter we present the 
ore networking library and the human mobility mea-surement testbed. The �rst se
tion details the library and testbed requirements andfun
tionality, then we overview the design and �nally we des
ribe the implementa-tion and issues we run into during the development. We dis
uss our experien
es andoutline some future work in the �nal se
tion.5.1 Requirements and Fun
tionalityThe 
ore fun
tionality of the networking library and the testbed is the neighbourhooddete
tion using various wireless interfa
es in order to enable opportunisti
 
ommu-ni
ations and to produ
e tra
es about human mobility. The library and the testbedappli
ation should not interfere with the normal usage of the devi
e. The testbedshould be as transparent as possible to the user i.e. the user intera
tion with theappli
ation should be redu
ed to very simple a
tions and the impa
t on battery life,data 
onne
tions et
. should be minimal. The library and the testbed are targetedto run on any Windows Mobile 5.0 (and 6.0) Smartphone or Po
ket PC devi
e.By neighbourhood dete
tion we mean the Bluetooth devi
e inquiry, the 802.11a

ess point and ad ho
 node s
anning, and the 
ell id and the available operatorslisting using the radio interfa
e. The dis
overy and tra
e logging are done by aba
kground pro
ess at 
on�gurable intervals without any user intervention. A simpleGUI is provided to sele
t the radio interfa
es to be s
anned, to set the s
an intervallength and repetition intervals for ea
h radio, to start and stop the s
anning and toindi
ate that the s
anning is in progress and running as expe
ted. A s
reen 
aptureof the GUI is shown in Figure 5.1.The mobility tra
es are re
orded in a simple text �le on the devi
e storage 
ard orto the ROM if an external memory is not available. For all the 
onta
ts we re
ord atimestamp (from the system 
lo
k) and a general �ag to distinguish between di�erentradios (se
ond and third �elds in the example below). For Bluetooth 
onta
ts were
ord the seen devi
e MAC address, the devi
e 
ode and the friendly name of thedevi
e if available. For 802.11 APs and ad ho
 nodes, we log the BSSID, if it is aninfrastru
ture or an ad ho
 node, if the node is using WEP/WPA for priva
y, the34



Figure 5.1: Testbed 
ontrol GUIre
eived signal strength indi
ator (RSSI), and the SSID (the`�name� of the network).Of the 
ellular networks we tra
e the operators' id, availability and the long name asprovided by the network and the 
urrent asso
iated 
ell id when known. In addition, inthe beginning of ea
h s
an interval, we log some general information about the devi
estate su
h as the memory 
onsumption, battery level and AC 
onne
tion status. Anexample from tra
e log is shown below (shortened and MACs modi�ed):# 2007/08/03 13:55:20 mem 49 %, avail phy 23494656 b, \avail virt 28966912 b, battery 20 %, AC 1# Wifi s
an start: 118614212000:00:00:00:00:00 1186142120 0 0 1 166 TMS-WLAN100:00:00:00:00:00 1186142120 0 0 1 166 WANADOO-E9F8# Wifi s
an end: 1186142130# Bluetooth s
an start: 118614213000:00:00:00:00:00 1186142130 1 256 0 000:00:00:00:00:00 1186142130 1 512 0 0 T61000:00:00:00:00:00 1186142130 1 256 0 0 BOULL060522001# Bluetooth s
an end: 1186142176# Cell s
an start: 118614217620820 1186142176 2 32318 0 0 BYTEL20810 1186142176 2 0 1 0 SFR20801 1186142176 2 0 1 0 Orange F# Cell s
an end: 1186142206 35



The tra
e log �les are rotated automati
ally so that the appli
ation 
an run forlong periods of time without the tra
e �les growing unmanageably large. Sin
e weassume that ea
h devi
e running the appli
ation has a large enough storage 
ardno further tra
e data 
ompression is done. The tra
es are 
olle
ted manually usingA
tiveSyn
 to 
opy �le from the devi
e to a PC.In addition to neighborhood dis
overy, the 
ore network library in
ludes fun
tionsto 
ontrol network interfa
es power for autonomous operation. Finally, to get someinsight into the feasibility of a Haggle -like PSN appli
ation on real devi
es, andspe
i�
ally on the 
hosen platform, we investigate and implement the data transmis-sions over Bluetooth, Wi� and GPRS. Wi� (and GPRS) data transmission is a basi
so
ket operation but to enable real opportunisti
 
ommuni
ations we also need to take
are of dis
overing and asso
iating with APs or ad ho
 nodes and 
on�guring an IPaddress (stati
 or DHCP) for the Wi� interfa
e. For Bluetooth 
ommuni
ations weexperiment with the RFCOMM proto
ol.To perform simple throughput measurements we port an open sour
e tool 
alledTest TCP (TTCP) [23℄ for Windows Mobile and implement an additional option tosend and re
eive data over Bluetooth RFCOMM 
hannels.5.2 DesignFigure 5.2 shows the general 
omponents of the 
ore library and the testbed software.The networking 
lasses present the biggest part of the 
ode and the a
tual appli
ationsare on purpose quite basi
. The networking 
ode is pa
ked in a stati
 library that isused by the appli
ation proje
ts. Ea
h network interfa
e is presented by an individual
lass within the library as shown in the 
omponent s
hema. In addition, the Wi� 
lassuses two helpers that wrap the IPHelper API and the WZC API respe
tively. Themain appli
ation GUI is a native windows appli
ation (not using MFC or ATL) whilethe a
tual tra
e appli
ation and the initial data transmission test appli
ation (portedTTCP) are basi
 
onsole appli
ations. The tra
e and the data transmission pro
esses
an be 
ontrolled from the testbed GUI but they 
an also be run as stand-aloneappli
ations from the 
ommand line.5.3 ImplementationThe testbed is implemented 
ompletely using native Windows Mobile APIs and obje
t-oriented C++. Below we des
ribe some of the issues we run into while developingthe software and how we solved the problems. The test devi
es we referen
e in thisse
tion are presented in Appendix A.5.3.1 General IssuesThe Windows Mobile Smartphone and Po
ket PC SDKs are almost identi
al butdistributed separately due to the di�eren
es outlined in the previous 
hapter. The36
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Figure 5.2: Testbed 
omponents and ar
hite
turepower management and some GUI features in our 
ode di�er somewhat and thus weneed to have separate builds of the software for Po
ket PCs and Smartphones.Some of the APIs used require privileged a

ess and the software needs to be signedwith appropriate 
erti�
ates. We use the SDK test 
erti�
ates provided by Mi
rosoft.A 
erti�
ate installer for the devi
es 
omes with the Windows Mobile SDK and mustbe run on most of the phones before utilising the testbed.The biggest problem in working with Windows Mobile is the 
losed nature of thesystem. In parti
ular while trying to work with very low level APIs, the do
umentationis often insu�
ient or unavailable. In addition, the OEMs have the possibility to make
ustom builds of the OS and to add some OEM spe
i�
 hooks here and there whi
hmakes the development even harder. In some 
ases we have to rely on informationand �ha
ks� found from the Internet and �gure out by trial and error the workingones.Finally, we en
ountered one very strange problem with the Mi
roSD memory 
ardsof some manufa
tures (Kingston and Dane-Ele
 at least) and with a 
ertain devi
e,namely the HTC s620. The devi
e freezes 
ompletely when we try to run the testbedon that hardware 
ombination. With a SanDisk memory 
ard on the HTC s620, oron any other devi
e � memory 
ard 
ombination, we do not have this problem. Thereason for the freezing seems to be that the testbed has two �le handles open to thememory 
ard 1 at the same time. This was veri�ed by disabling the debugging afterwhi
h the problem disappeared with a Kingston 
ard. But sin
e the problem was1One for the tra
e �le and another for a debug log37



observed only with this unique 
ombination, we did not spend mu
h time in tryingto debug it further or to 
hange the 
ode to over
ome the problem. Instead we useSanDisk memory 
ards with the test devi
es.5.3.2 BluetoothThe Bluetooth API works �ne on ea
h test devi
e. One "feature" of the Samsungi600 is that it swit
hes on the s
reen when returning from the WSALookupServi
eNextfun
tion i.e when it dis
overs a Bluetooth devi
e. This is not good for the battery lifebut so far no work-around nor an explanation for this has been found. We did notobserve this behaviour with other devi
es.General problem with the Bluetooth devi
e dis
overy is that the duration in
reasesa lot when there are many devi
es around and we want to fet
h the friendly names.This is be
ause the friendly name dis
overy is an independent link layer request thatmust be sent to ea
h dis
overed devi
e separately and it seems to take about 2-3se
onds per devi
e to 
omplete.The data transmission over RFCOMM was implemented both in 
lient and servermode using either a hard 
oded 
hannel number or a servi
e re
ord with a knownservi
e GUID (globally unique indenti�er). The Bluetooth APIs do not provide anysupport for the servi
e re
ord generation so the SDP re
ord (a byte array in pra
tise)has to be 
onstru
ted by hand as des
ribed in the Bluetooth spe
i�
ations. Theservi
e dis
overy on the other hand, is done impli
itly when the servi
e GUID is setto the so
ket des
riptor (instead of a 
hannel number).5.3.3 802.11We had few problems to solve with Wi� too. First, the NDISUIO driver 
an list anda

ess only the 
urrently bound network adapters. If the Wi� devi
e is disabled by theuser from the phone's Wireless Manager, the devi
e is not bound and is not a

essiblethrough the NDISUIO. We 
hoose to save the Wi� devi
e name to the registry uponthe �rst laun
h of the software so that it is available to us after that and we 
an turnon the Wi� devi
e from our 
ode automati
ally when required.The se
ond big problem with NDIS is that sin
e there is no 
ommon set of 
om-pulsory IOCTL OIDs that the devi
e drivers should re
ognise, the OIDs have to bemanually tested on ea
h devi
e. We run into some problems with the Wi� asso
iationusing NDIS. The 
ode seems to work on some devi
es while on others it does not. Thismight be due to the OEM spe
i�
 
ustomisations. Also any of the power managementrelated OIDs for NDIS do not seem to work (see details below).As a work around to the asso
iation problem we implement the asso
iation usingthe WZC dire
tly. This seems to work ni
ely both in infrastru
ture and ad ho
 modes.Additionally we 
an reuse the user network 
on�gurations and thus we do not needto store for example the WEP keys separately for our appli
ation. WZC also takes
are of the IP assignment automati
ally based on the network mode. In ad ho
 mode,38



it assigns a Windows default IP within a subnetwork 169.254.0.0, so we need to take
are of assigning our own IP (if required) only after the auto
on�guration is ready.To enable ad ho
 
ommuni
ations we need a way to dis
over neighbour nodes'IP addresses. Sin
e IPv4 [70℄ does not o�er any me
hanisms to automati
ally dete
tneighbouring nodes in the subnet (vrt. Neighbor Dis
overy in IPv6 [68℄), we imple-ment a simple UDP-based node dis
overy servi
e, that sends a query message to thebroad
ast address and a known port. Any listening node in the same subnet willanswer to the request and the nodes will dis
over ea
h others IP addresses and 
anstart 
ommuni
ating dire
tly.5.3.4 Radio Interfa
e LayerThe asyn
hronous nature of the RIL API requires some syn
hronisation 
ode sin
e wewant our API to behave in a syn
hronised (blo
king) manner. We use system eventsand 
riti
al se
tion me
hanisms to implement the blo
king behaviour.To enable the 
ell id noti�
ations on the devi
es, we have to rely on somethingthat seems to be a de-fa
to ha
k, namely 
alling the RIL_Devi
eSpe
ifi
 fun
tionwith an undo
umented but working value that is available in the Internet [57℄.Some of the devi
es allow fet
hing the operator information from the network evenwithout a SIM 
ard (Samsung for example), others require always a valid SIM 
ardfor that. No 
ell id is available unless the SIM is valid and able to 
onne
t to anoperator.The 3G devi
es we have (Samsung and Toshiba) report twi
e ea
h operator pro-viding both GSM and 3G servi
e. There seems to be an OEM spe
i�
 bit mask for aparameter in the operator list provided by the RIL API that obviously 
arries this in-formation, but there is no do
umentation, and we do not manage to �nd any examplehow to read it.5.3.5 Power ManagementThe Smartphones we test have some devi
e/OEM spe
i�
 power 
ontrols. The Blue-tooth devi
e is still 
ompletely 
ontrollable and does not have any automated powermanagement due to its low power 
onsumption. The Wi� devi
e on the other hand,has an OEM spe
i�
 timeout after whi
h it turns itself o�. This 
an be disabledby the user and the 
on�guration is stored in the registry. The registry values areusually found easily but they are devi
e spe
i�
. So automati
 
on�guration is notreally feasible by 
hanging these values.As a work-around, we �nd that the Smartphones are responding to some of thePower Manager API fun
tions. We use the fun
tion SetDevi
ePower to turn onand o� the Wi� devi
e in order to override the automati
 power savings when needed.This is a bit brute for
e approa
h but the fun
tion SetPowerRequirement for exampledoes not work, neither does the NDIS power management OIDs even if no error isusually reported. Calling the fun
tion requires the knowledge of the a
tual adaptername. The name 
an be fet
hed by listing the bound adapters through the NDISUIO39



but that will only see the Wi� adapter after the user has enabled it in the WirelessManager like explained above i.e. after it is powered on. So this is a se
ond reasonwhy we need to store the devi
e name to the registry so that we 
an automati
allyturn on and o� the Wi� devi
e.However, there is still a problem when using the SetDevi
ePower to turn o� theWi� devi
e. It looks like after that 
all, Windows is unable to a
tivate the Wi� again(from the Wireless Manager or automati
ally if 
on�gured so). A reboot is requiredto reset the devi
e state ba
k to normal. We 
an still turn on the Wi� but somehowthe method 
onfuses the normal operation. Currently we 
hose to only turn on theWi� as needed, and let the system take 
are of the power management and turningo� the Wi� devi
e. This is quite a performan
e hit sin
e we 
annot turn o� the Wi�on
e we're done with the ba
kground s
anning for example when the user was nota
tively using the Wi� interfa
e.On the Po
ket PCs the devi
e power 
ontrol seems to work almost as with theSmartphones. An additional problem is to turn on the Wi� devi
e when it is disabledusing the phone Wireless Manager. The 
all SetDevi
ePower does not work on this aswas explained above for the Smartphones and a workaround is not yet found. Basedon the experien
es of others (for example the CoSphere proje
t [6℄), the Wi� devi
epower management might indeed be quite tri
ky and very devi
e spe
i�
 on WM5.0Po
ket PCs. On
e the devi
e is bound to the NDISUIO initially, 
hanging the devi
epower states seem to work using SetDevi
ePower.The se
ond di�eren
e in the power management on the Po
ket PCs is due to thesystem sleep state that does not exists on the Smartphones. To keep a ba
kgrounds
anning or other appli
ation running all the time on a Po
ket PC, we need to setthe software to go to the unattented mode and to 
all SystemIdleTimerReset fun
-tion every 30s from keeping it to fall a sleep. These two a
tions in
rease the energy
onsumption sin
e we e�e
tively hinder the system from doing its normal power man-agement.5.4 Dis
ussionThe software development took some time due to a quite steep learning 
urve onWindows Mobile development and espe
ially the e�ort needed to get to know thelow level APIs. Currently the 
ore library and the testbed have the initially envis-aged neighbourhood dete
tion and mobility tra
e 
olle
tion fun
tionality, interfa
esmanagement fun
tions, some basi
 data transmission fun
tions and the test softwarefor Bluetooth and Wi� 
on�guration and data transmissions. The testbed 
an usedfor performan
e evaluation on su
h ben
hmarks as the battery life; Bluetooth, Wi�and 
ellular neighbourhood dete
tion e�
ien
y (number of nodes seen, time it takes,sampling e�e
ts, and so on) and the basi
 throughput while sending/re
eiving overWi� and Bluetooth.Future work in
lude among others improving the Wi� power management, tryingout the GPRS data transmissions and looking into how the GPRS 
on�guration 
an40



be a

essed and modi�ed from a 
ustom appli
ation 
ode. Also, an automati
 logupload would be ni
e-to-have if running larger experiments.We also think that it is better to repa
k the networking library as a dynami
library (dll) so that the internal state handling be
omes easier. This would also easethe re�nement of the appli
ation interfa
e on top of the networking library. Currentlyea
h networking 
lass has its own a

ess fun
tions and the 
alls are blo
king. Abetter way to do this would be to provide a 
ommon way to 
ommuni
ate with thewhole networking library using for example an event-based IPC me
hanism. Event-based 
ommuni
ation would be a good 
hoi
e be
ause of the dynami
 nature of thenetworking events and 
hanging 
onditions.A �nal note on the development environment 
hosen. While the native APIs andC++ are almost inevitable to program the low level fun
tionality required for trulyautonomous ad ho
 
ommuni
ations, they are very slow (in terms of developmenttime) and 
umbersome for building a graphi
al user interfa
e. We suggest that anyfurther UI development should be done either using at least the Mi
rosoft FoundationClasses (MFC) or probably better, the .NET framework.
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Chapter 6Devi
e and Testbed EvaluationIn this 
hapter we present the experimental results and analysis. We perform twokinds of experiments. The �rst se
tion des
ribes the experiments that are performedin order to evaluate the test devi
es performan
e and to 
hoose one of them for thelarge-s
ale testbed deployment and the �rst human mobility experiment. The se
ondse
tion des
ribes the �rst large-s
ale experiment, a performan
e evaluation of thetestbed and the initial statisti
s and analysis of the human mobility tra
es we 
olle
tduring the experiment.6.1 Devi
es Performan
e EvaluationThe devi
es we 
ompare in this se
tion are presented in the Appendix A. We usethe testbed appli
ation presented in the previous 
hapter to evaluate the devi
es per-forman
e in a 
ontrolled environment and real life. The experiments were performedusing a varying number of devi
es be
ause they were a
quired at di�erent times andwe did not repeat ea
h experiment on
e we had them all.6.1.1 Simple Battery Life ExperimentWe perform a simple battery life 
omparison test with three devi
es: Samsung, i-mate and HTC s620. The setup is the following: ea
h devi
e s
ans 802.11 APs andad ho
 nodes, Bluetooth devi
es and 
ell towers every 2 min in an un
ontrolled buta stati
 environment (all are kept in the same room during the experiment). Resultsare presented in Table 6.1.The �rst observation is that the battery life of the Samsung is very bad 
omparedto the HTC and i-mate that last more than twi
e as long. One reason 
an be the fa
tthat Samsung turns the s
reen on at every Bluetooth s
an, whi
h 
onsumes power.The se
ond reason 
an be that it is the only 3G phone and listens also on the 3Gfrequen
ies. The Samsung does not have a SIM 
ard during the experiment but thisshould not a�e
t the power 
onsumption. Sin
e the Samsung 
an s
an both the GSMand the 3G frequen
ies, it sees twi
e the number of operators 
ompared to the othertwo. 42
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Samsung i600 HTC s620 i-mate JAQ3Total duration 29401s (8.2h) 58327s (16.2h) 69034 s (19.2 h)S
ans (su

eeded/failed)Bt 166/0 321/0 312/0Wi� 166/0 321/0 312/0Cell 162/4 320/1 312/0Average s
ans/hour 61 59 49Table 6.1: Simple battery life experiment statisti
sFigure 6.1 shows the s
an durations and dis
overed devi
es per radio interfa
e.The Bluetooth and 
ell s
an durations are quite variable while Wi� s
an duration isalmost 
onstant. The Bluetooth s
an duration 
an be 
ontrolled through the API.One 
an set a maximum duration or a maximum number of devi
es to be dis
overed(here we have around 20 se
onds or 30 devi
es) but sin
e we perform also the friendlyname query, the durations vary depending on the number of dis
overed devi
es. TheWi� s
an duration is not 
on�gurable, and it is more or less a 
onstant 5 se
onds forea
h devi
e due to a manually programmed sleep before reading the s
an results. The
ell tower s
anning (i.e. the operator information request) length is not 
on�gurableeither. The i-mate is espe
ially slow in this. The reason for the i-mate performing
onsiderably less s
ans than the other two is due to this delay too: the initial versionof the testbed used in this experiment made a 2-minute sleep after ea
h s
an roundno matter how long the previous round took. This is �xed in the later versions ofthe testbed that starts a new round exa
tly at every 
on�gured interval (ex
ept if theinterval is passed in whi
h 
ase we start a new round immediately).The number of dis
overed devi
es vary also from devi
e to devi
e, espe
ially forBluetooth and Wi�. This is partly due to the environment whi
h is not 
ontrolled:external Bluetooth devi
es for example 
an pass by at anytime, and due to interferen
eand possible simultaneous s
anning (a devi
e 
annot answer to a Bluetooth inquirywhile s
anning itself) the devi
es do not dis
over the same number of devi
es at thesame time. For Wi�, the reason for the variation is partly in the API whi
h doesnot de�ne when or how exa
tly the devi
e should 
olle
t bea
ons (or send a probe)and what nodes to return when asked to do a �s
an�. The Samsung does not seemto pi
k up as many APs as the others, while the i-mate does not re
ord as manyBluetooth devi
es when there are more of them around. The reason why the numberof dis
overed Bluetooth devi
es de
reases towards the end of the experiment is thatthe experiment starts in the afternoon and runs during the night. At the night timethere are not so many external Bluetooth devi
es (i.e. people with mobile phones)around. The devi
es see also ea
h other, so the number of potential devi
es withinthe range de
reases always by one as a devi
e disappears when the battery runs out.
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Samsung i600 HTC s620Duration 83h 88hResets 10 9Max 
ont. per s
an 27 21Devi
es seen 835 692Conta
ts (a
tive/total) All 650/1355 All 1037/1614Bt 176/640 Bt 111/392Wi� 474/715 Wi� 926/1222Wi� open 92/152 Wi� open 615/761Median 
ont. time 338s 358sTable 6.2: 4-day real life usage experiment statisti
s6.1.2 First Real Life Usage ExperimentIn this experiment two users use the Samsung i600 and HTC s620 as their normalmobile phone while the test software is running and 
olle
ting tra
es from Wi� APsand Bluetooth devi
es (
ell s
anning is not yet implemented). The experiment isperformed in a very early phase of the testbed development and the main purpose isto test the software and the battery life in real life usage.Both test users report that the battery lasts at least one day in a normal usagewhile s
anning every 2 minutes. The 
olle
ted tra
e �les are about 30kb per day, so the2GB Mi
roSD is more than enough to 
olle
t several days data. Both users report thesoftware 
rashing even after some iterations that �x few memory handling problems.Even with a quite 
omplete debug log, we were unable to �nd a single reason for the
rashes. For this reason a wat
her thread is implemented to the testbed that restartsthe s
anning pro
ess in 
ase it 
rashes or stops running.Table 6.2 presents some basi
 statisti
s from a four day 
ontinuous tra
e set fromboth devi
es. The tra
es were 
olle
ted from Wed 16/5/2007 to Sat 19/5/2007. Theperiod in
ludes two normal o�
e days and two days o� (17/5/2007 was a bank hol-iday). The Samsung is out of the o�
e almost the whole period and travelling onthe 
ountry side. These environmental di�eren
es 
an be noted in the statisti
s. TheSamsung re
ords a larger number of unique devi
es due to its own mobility. Whenwe look at the 
onta
t times, we 
an see that the Samsung has a lot of Bluetooth
onta
ts and less Wi� 
onta
ts sin
e it was out of town. The HTC sees a lot of Wi�
onta
ts whi
h is normal sin
e the 
ity (and o�
e of 
ourse) has a lot of APs around.In the table by an a
tive 
onta
t we mean that the devi
e was seen more than on
e.The software version used in this experiment had still some bugs and su�ered fromseveral resets during the period. It had to be manually restarted after a 
rash whi
hmeans there a varying missing periods of 
onta
ts in these data set.
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Figure 6.2: Controlled battery life experiment setupSamsung i600 HTC s620Total duration 19705 s (5.5 h) 77336 s (21.5 h)S
ans (su

eeded/failed)Bt 98/0 404/0Wi� 1/97 404/0Average s
ans/hour 36 38HTC Tou
h ToshibaTotal duration 66595 s (18.5 h) 14143 s (3.9 h)S
ans (su

eeded/failed)Bt 373/0 66/0Wi� 373/0 66/0Average s
ans/hour 40 34Table 6.3: Controlled battery life and sampling experiment statisti
s6.1.3 Controlled Battery Life and Bluetooth Sampling E�e
tExperimentWe do another performan
e experiment for the devi
es in a stati
 environment whereea
h devi
e is s
anning 802.11 APs and ad ho
 nodes and Bluetooth devi
es every 2min starting with a full battery until it drains out. The 
ell tower s
anning is left outand the phone radio is disabled on ea
h devi
e for the duration of the experiment.The experiment is performed in a separate room with very little people going in andout. We pla
e 30 iMotes (devi
es used in the previous experiments at Cambridge andat Thomson) in the room in groups of 4-5 iMotes distributed every one meter (seeFigure 6.2). The 
losest group of iMotes is one meter away from the s
anning devi
esand the furthest away is about 7 meters away. The �rst two groups 
ontains 5 iMotesand the rest 4 iMotes ea
h. Ea
h iMote is simply answering to the Bluetooth inquiries(not inquiring themselves). During the experiment three of the iMotes fail be
ause ofthe battery (1 from ea
h group of �ve iMotes and one from the last group).Table 6.3 does not in
lude the i-mate, be
ause it fails to initialise the software
orre
tly and this is noti
ed too late. The Samsung has a problem too with 
ontrolling46
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(d) Wi� nodesFigure 6.3: Controlled battery life experiment s
an resultsthe Wi� devi
e power, and it fails to perform any Wi� s
ans after the �rst one. Despitethis, the total durations show again that the Samsung has a poor battery life and theHTC s620 is performing very well. Of the new devi
es introdu
ed in this experiment,the Toshiba seems to be even worse than the Samsung in terms of the battery life andthe HTC Tou
h is almost as good as the other HTC.Figure 6.3 shows the overall Bluetooth and Wi� s
an results. The Bluetooth s
andurations are very variable, and very long, around 3 min in average. The duration
an be explained by the fa
t there are now at least 30 Bluetooth devi
es a
tive andthe s
an duration (20 se
onds in this experiment) is enough to pi
k up most of them.The a
tual s
an duration in
reases above that be
ause we query ea
h devi
e for theirfriendly name (whi
h would not have been stri
tly ne
essary in this experiment). Allthe test devi
es seem to �nd most of the iMotes around, the Toshiba being quite 
learlythe most e�
ient. The Wi� s
an duration is 
onstant (set in the software), and thenumber of APs seen varies between the devi
es. The Toshiba seems to perform lesswell, dis
overing o

asionally no APs at all (not show in the pi
ture). The Samsungwas ex
luded from the Wi� plots be
ause of the failure.Table 6.4 shows the average dis
overy rates of the iMotes by distan
e from thes
anning devi
es. In the table, 1m means that the motes in that group were roughly47



Samsung i600 HTC s620 HTC Tou
h Toshiba1m 99.0 % 67.8 % 79.8 % 92.4 %2m 100.0 % 97.5 % 99.1 % 95.8 %3m 74.2 % 73.3 % 69.3 % 73.9 %4m 99.5 % 99.3 % 99.2 % 98.1 %5m 96.9 % 97.5 % 95.6 % 98.5 %6m 78.1 % 60.6 % 35.8 % 92.8 %7m 74.1 % 90.0 % 68.9 % 96.5 %Table 6.4: Imote dis
overy rate by distan
e1m away from the devi
es and so on. The values do not in
lude the motes that failedduring the experiment. As we 
an see from the table, the distan
e does not seem toplay any role in whi
h devi
es get dis
overed and whi
h not. This is expe
ted sin
ethe s
an duration is long enough to dis
over all the devi
es and all of them are withinthe Bluetooth radio range (10m for Class 2 devi
es).6.1.4 Dis
ussionBased on the experien
es we had during the testbed implementation and the per-forman
e evaluation presented above, we 
hoose the HTC s620 as the devi
e for thelarge-s
ale human mobility experiment. A Smartphone was 
onsidered more usablefrom the user point of view sin
e it resembles more an ordinary 
ell phone 
ompared toa Po
ket PC. Also from the developer point of view, the Smartphone API is somewhatmore 
onvenient, at least what 
omes to the power management. Finally, among theSmartphones we tried, the HTC s620 had a good performan
e in terms of battery lifeand radio fun
tionality. It o�ers also a ni
e 
ost (pri
e) vs. fun
tionality 
ompromiseby being the the 
heapest (as of June 2007) of the devi
es we test.6.2 Testbed DeploymentThis se
tion presents the �rst large-s
ale human mobility measurement experiment
ondu
ted with the testbed at the Thomson Paris Resear
h Lab. The experimentstarts in the end of July 2007 and ends in the end of August 2007.6.2.1 Experiment SetupWe a
quire 18 new HTC s620 Smartphones (+ the HTC s620 and Tou
h we havealready) for the Thomson Paris Resear
h Lab personnel (resear
hers, post-do
s, PhDstudents and interns). Ea
h devi
e is equipped with a 2GB Mi
roSD memory 
ard.The parti
ipants are asked to use the devi
e as their personal mobile phone and torun the testbed appli
ation that 
olle
ts tra
es using all the three wireless interfa
esavailable on the devi
e: Bluetooth, Wi� and 
ellular radio. The s
anning period for48



ea
h interfa
e is set to 2 minutes whi
h means that the devi
e battery lasts about 8hours in normal usage and must be 
harged daily.We en
ounter some problems before the experiment starts to run smoothly. Ini-tially the testbed UI 
ontained still some development and testing s
reens that 
ausedsome 
onfusion for the users. Also some of the devi
e's hot buttons' (like the ba
kbutton) default fun
tionality was 
ausing problems (jamming the testbed UI). In ad-dition to these UI �xes, we also set the software to start up automati
ally upon areboot (requires still a user 
on�rmation to start) so that the user remembers to runit. In the beginning the testbed also seems to su�er from o

asional 
rashes. We �x asmall syn
hronisation bug in the 
ellular 
ode whi
h helps to most of the 
rashes andin the �nal results we observe them less often. For these reasons the �rst few weeksof the 
olle
ted data are not so 
omplete. Also, sin
e August is the summer holidaymonth in Fran
e, all the devi
es are not updated as soon as the �xes are publishedbe
ause the users were out of o�
e.6.2.2 Initial ResultsColle
ted Logs Duration and Testbed StabilityOf the 20 devi
es we have, �nally 19 are distributed to the lab personnel. During theexperiment, 1 devi
e gets stolen, 2 are returned for other reasons and 1 has 
onstantlywrong date and time settings, so the global statisti
s presented here in
lude a totalof 15 devi
es. However, the ex
luded devi
es are 
ounted as internal devi
es in allthe statisti
s. The experiment runs from 23/7/2007 until 4/9/2007 and during thatperiod we 
olle
t 13859 hours (577 days) of tra
es. The average tra
e duration (fromthe �rst re
orded log line to the last one) per devi
e is 923.9 hours (38.5 days). Withinthat duration ea
h devi
e is 'o�ine' i.e. not 
olle
ting data for a variable amount oftime as shown in Figure 6.4. The average o�ine time is 278.5 hours.The o�ine duration of a devi
e relates to the testbed stability but is also an userand usability issue. Some users put a se
ondary SIM 
ard (or no SIM) to the devi
ewhi
h means it is not really in use and the user does not pay so mu
h attention to thebattery life et
. A more detailed view to the testbed stability and the user behaviour
an be obtained from the number of tra
e log �les and the reasons why the tra
elog �les �end�. A new tra
e log �le begins every time the tra
e appli
ation pro
ess isstarted. We 
olle
t a total of 493 tra
e log �les of whi
h 23.9% end be
ause the userstops the testbed and 11.4% be
ause the �le is automati
ally rotated. 17.4% of the�les seem to end be
ause the devi
e battery dies out (using a threshold of <=3%).These are the 
lear 
ases. Rest of the time we 
annot really tell if the user just killsthe pro
ess (using the devi
e's task manager) or turns o� the devi
e; or if the softwarea
tually 
rashes or gets blo
ked. We observe that in 6.3% of the 
ases, a new tra
e log�le (and thus a pro
ess) is started quite fast after the previous whi
h is most likelybe
ause the wat
her thread restarts the appli
ation after determining that it is nomore running. These 
ases are most likely 
rashes. For the remaining 41.0% of the
ases, we 
annot give a 
lear reason why the tra
e �le, and thus the whole pro
ess,49
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Figure 6.4: Lab experiment tra
e and o�ine durations per devi
eTotal Internal ExternalConta
ts 90787 24801 (27.3%) 65986 (72.7%)Unique devi
es 34422 20 34402Table 6.5: Lab experiment Bluetooth 
onta
ts and unique devi
esends.Overall, the number of un
lassi�ed 
ases is large and requires more investigationeven though the a
tual most likely 
rash 
ases seem to be reasonably rare. The debuglogs hint that the pla
e where the appli
ation usually blo
ks is still within the 
ellulars
anning. Resolving this problem should help to de
rease the o�ine times. Also,based on user experien
e and re
eived improvement ideas, an even more simpler UI(requiring no user intera
tion for starting and with a simple i
on indi
ating that theappli
ation is running) would de
rease the o�ine times.Bluetooth Conta
tsThe total number of Bluetooth 
onta
ts and unique devi
es seen by all the 15 devi
esare shown in Table 6.5. A 
onta
t is de�ned as a period of time during whi
h adevi
e is seen by the s
anning devi
e and they 
ould have 
hanged data if they hadwished to. To mitigate the sampling e�e
t (i.e. we miss some devi
es around dueto interferen
e and simultaneous s
anning), a 
onta
t is 
onsidered �nished only ifthe devi
e is not seen during two 
onse
utive s
ans. The internal 
onta
ts present50
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es per devi
ea 
onsiderable portion of the total number of 
onta
ts 
onsidering the number ofinternal devi
es 
ompared to the external ones. This is quite obvious result sin
e theinternal devi
es meet at the o�
e more or less every working day while most of theexternal devi
es are probably en
ountered only on
e sin
e the experiment runs in alarge 
ity. Figure 6.5 shows how the the number of unique devi
es seen is distributedamong the parti
ipating devi
es. The di�eren
es between parti
ipating devi
es givean idea about the relative node mobility, but are also of 
ourse a�e
ted by the tra
edurations and o�ine time.Figure 6.6 shows the 
onta
t and inter-
onta
t time distributions. Like alreadyexplained below, a 
onta
t, and thus the 
onta
t time measures the possibility toex
hange data between devi
es i.e. the 
apa
ity of the network. The median 
onta
ttime with any node is 2.2 minutes, being 
onsiderably larger, 8.0 minutes, betweenthe internal nodes. This is a very promising result 
onsidering the 
ommunity-basedad ho
 
ommuni
ations using Bluetooth (we 
an see our the devi
es parti
ipating inthe experiment as a sort of 
ommunity that meets regularly). An 8-minute 
onta
t isalready a reasonably long transport opportunity for an ad ho
 Bluetooth 
onne
tion.Inter-
onta
t time is the interval between two 
onse
utive 
onta
ts. It measuresthe delay to rea
h a 
ertain devi
e in the network and a�e
ts the frequen
y withwhi
h pa
kets 
an be transferred between two devi
es. As 
an be seen from FigureFigure 6.6, the median inter-
onta
t times between the internal devi
es are around 6.0minutes whi
h is less than with external nodes. This means that within a 
ommunityor a 
lose group of nodes the 
onta
t opportunities arise more often. We 
an also see51
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Total A

ess Point Open A

ess Point Ad ho
Conta
ts 278422 270046 (97.0%) 105941 (38.1%) 8376 (3.0%)Unique nodes 65191 61679 (94.6%) 26106 (40.0%) 3512 (5.4%)Table 6.6: Lab experiment Wi� 
onta
ts and unique nodesthat the 
onta
t and inter-
onta
t time 
urves have a similar shape as obtained in theprevious iMote experiments [49℄.As an example of a single devi
e tra
e, we show how the number of dis
overedBluetooth devi
es varies over the whole tra
e period as re
orded by the devi
e 12 inFigure 6.7. The graph is drawn by 
al
ulating an average number of devi
es during10 
onse
utive s
ans sampled every hour from the tra
e logs. On average, the devi
esees 4.3 devi
es per inquiry, minimum being 0 and maximum 30 devi
es. The holesin the 
onta
t 
urves mean that the devi
e was o�ine. From the timeseries we 
anobserve the normal workday pattern where the number of Bluetooth devi
es seenpeaks usually on the way to the work and ba
k (the person uses the metro in Paristo go to the work) and stays quite high during the day. Also the number of internaldevi
es seen in
reases on
e the person is in the o�
e as expe
ted.Wi� Conta
tsTable 6.6 shows the total number of Wi� 
onta
ts and unique nodes. We 
an seethat in general the number of Wi� 
onta
ts is larger 
ompared to the Bluetooth
onta
ts. The number of ad ho
 
onta
ts is not very important, and most of thead ho
 
onta
ts are a
tually re
orded at the Thomson laboratory where we havefew ad ho
 test networks and devi
es running. Figure 6.8 shows how the number ofunique Wi� nodes (a

ess points and ad ho
 nodes) seen is distributed between theparti
ipating devi
es.In Figure 6.9 we show the 
onta
t and inter-
onta
t time distributions for Wi�nodes. Here we measure the 
onta
t times to a Wi� AP or ad ho
 node not betweenthe parti
ipating devi
es. We use a skip limit of 2 for 
al
ulating the Wi� 
onta
ts(i.e. a 
onta
t ends when a devi
e was absent during 3 
onse
utive s
ans) due to theNDIS API that does not allow us to 
ontrol the s
anning time exa
tly. This in
reasesthe median 
onta
t times and de
reases the number of 
onta
ts but we believe that itis more representative of the a
tual 
onta
t times sin
e the Wi� ranges are typi
allylarger than that of the Bluetooth and the 
onta
ts should in general last longer. Wemight of 
ourse loose some �ne-grained mobility information by in
reasing the skip-limit.Figure 6.10 shows an example Wi� tra
e from the devi
e 12. The average numberof Wi� nodes found per s
an is 7.4, varying from 0 to a maximum of 32 nodes per s
an.As with Bluetooth, the timeseries shows a quite 
lear weekly pattern of being at workor at home. The timeseries reveals also that in an urban setting Wi� 
onne
tivitystarts to be fairly ubiquitous in terms of visible a

ess points. From the opportunisti

ommuni
ations point of view, it is also en
ouraging that around 40% of the 
onta
ts53
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o

ur with open a

ess points i.e. they 
ould be used for transmitting data. We
annot of 
ourse tell from these results if the open a

ess points seen are a
tuallyavailable (they 
ould be using ma
 �ltering for example) or if they are 
onne
ted tothe Internet.Cellular Conta
tsFigure 6.11 shows the number of unique operators and 
ells en
ountered per devi
e(devi
e number 11 was not re
ording 
ellular data). In Fran
e the number of availableoperators is three and we 
an see that three of the devi
es do not go 
lose to any other
ountry, while the rest eleven, and the number 2 in parti
ular, do pass o

asionallyabroad or at least 
lose to the border where they are able to 
apture foreign operators'networks.Figure 6.12 shows the 
onta
t and inter-
onta
t times with re
orded GSM 
ells.The 
onta
t-time median is mu
h over 10 minutes whi
h is due to the large 
ell size(
ompared to Bluetooth and Wi� radio ranges). We 
an remark the same about theinter-
onta
t times.6.2.3 Dis
ussionDuring the �rst large-s
ale experiment we 
olle
t an unique, over one month longhuman mobility tra
e using 15 Smartphones. The data set in
ludes 
onta
ts with otherBluetooth devi
es; Wi� a

ess points and ad ho
 nodes; and GSM 
ells and operators.Below some mis
ellaneous remarks of the 
olle
ted tra
e and future improvements andwork suggestions.The o�ine times present still a quite 
onsiderable proportion of time for some ofthe parti
ipating devi
es and those tra
es should most likely be removed from the dataset before analysing the data further or using the tra
es in any simulations. Somereasons for the o�ine times and improvement ideas to de
rease the o�ine time weredis
ussed already above, but to summarise, looks like the UI should still be simpli�edand the tra
ing should happen 
ompletely automati
ally. The one-day battery lifeseems to be quite su�
ient for all the users even though we still observe a fair amountof �dead batteries� during the experiment. The battery life 
ould be further enhan
edby tuning the s
anning intervals. For example s
anning Wi� nodes for every 2 minutesmight be a bit too often knowing the Wi� radio range and the human walking speed.Of 
ourse in
reasing the interval will result in missing some 
onta
ts but that is thebasi
 trade-o� to make.The 
losest available publi
 tra
e from a similar setup is the CoSphere trial [6℄. Thepublished statisti
s from their data set are not very 
omprehensive and use di�erentrepresentations that we do, but in terms of unique nodes/devi
es/operators seen ourdata set seems to 
ontain mu
h more information. This 
an be partly explained by thelonger s
anning intervals used in the Cosphere trial 
ompared to the 2-minute intervalin our setup. One notable di�eren
e is in the number of unique 
ells en
ountered.Basi
ally we re
ord them less. This requires 
loser look but may indi
ate that either58
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the RIL API does not work as expe
ted or there is something wrong still in the waywe 
olle
t the data.From the 
olle
ted tra
es we note that the Bluetooth s
an durations are quitevariable from about 20 se
onds to almost 3 minutes or more (average being around 30se
onds). This is due to the friendly name dis
overy. The friendly name dis
overy is abit redundant information, and for the next experiments it 
ould be turned o�. Alsobased on our experiments with the Bluetooth s
an durations and number of dis
overeddevi
es, the default dis
overy length (around 20 se
onds) seems to be unne
essary longand 
ould be de
reased. This would help in saving some battery too. Finally, themaximum number of Bluetooth devi
es dis
overed per s
an is 
urrently 30 due to aprogrammed limit. This should be in
reased in order to not to miss devi
es in 
rowdedenvironments.To further improve the 
olle
ted data set, it would be interesting to add informa-tion about the 
urrently 
onne
ted Wi� network and a

ess point. This informationis now ex
luded but 
ould provide more insight into the mobility and 
onne
tivityand would help to better analyse the Wi� s
anning results we get now.This se
tion highlighted only some initial statisti
s from the data set 
olle
tedduring the �rst experiment. Future work in
ludes a more detailed analysis of thetra
es in
luding for example mobility pattern and 
ommunity dete
tion and anal-ysis. Another interesting resear
h question would be the 
orrelation between thedevi
es/nodes/
ells seen and how that information 
ould be used for predi
ting fu-ture 
onta
t opportunities for example. It would also be interesting to look into thea
tual 
onta
ts between the devi
es over Wi� (i.e. when two devi
es share a 
ommona

ess point that 
ould be 
onsidered as a 
onta
t opportunity). The 
olle
ted dataset 
an also be used for tra
e driven simulations for example to analyse forwardingalgorithms.
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Chapter 7Con
lusionIn this 
hapter we provide a brief summary of this report by emphasising our 
on-tributions and 
on
lusions drawn during the work. Finally we dis
uss some possiblefuture work dire
tions.7.1 SummaryThe report started by presenting the motivation and ba
kground to this thesis workand by setting the s
ope for our work. The main goals were the design and implemen-tation of a networking library for PSN and a testbed using that library for measuringhuman mobility. We also aimed in performing a �rst human mobility measurementexperiment with the testbed to evaluate its performan
e and to 
olle
t a new mobilitydata set.In the related work 
hapter we dis
ussed the existing work on opportunisti
 mobile
ommuni
ations in
luding the DTN and Haggle ar
hite
tures and gave an overviewto the forwarding algorithms for PSN. We also reviewed previous work on humanmobility measurements. The ba
kground was 
on
luded by a brief te
hnology reviewon 802.11, Bluetooth and GSM standards.A part of the time during this thesis work was devoted on experimenting withdevelopment platforms and di�erent devi
es based on Windows Mobile operating sys-tem. This was done in order to sele
t a suitable platform and a devi
e for the a
tualnetworking library and the testbed implementations and for performing experimentswith them. Thus, we overviewed the Java te
hnologies for mobile devi
es and thenative Windows Mobile development tools and APIs. After having tried several avail-able JVMs on Windows Mobile Smartphone and Po
ketPC devi
es we found out thatnone of them really provides the required fun
tionality for our purposes i.e. an a
-
ess to the low-level networking fun
tions to enable autonomous 
ommuni
ations. We
hoose to use the native 
ode and Windows Mobile APIs to implement the libraryand the testbed.We presented the networking library and the testbed requirements and imple-mented fun
tionality in detail together with our design. We also provided a 
ompre-hensive dis
ussion on our experien
es with the Windows Mobile APIs while developing62



our 
ode. In pra
tise many of the low-level networking features we use are not verywell do
umented, or simply, there is no do
umentation nor working examples avail-able at all due to the 
losed nature of the Windows Mobile OS and the pioneeringnature of our work. Also sin
e ea
h OEM has some freedom in implementing some ofthe interfa
es and fun
tionality on WM, we en
ountered several problems in makingour 
ode work seamlessly on all the devi
es (at least on the ones we had a

ess to).In the end we believe that our implementation works on any Windows Mobile 5.0 or6.0 devi
e making it thus possible to preform very large-s
ale experiments with anyexisting (Windows Mobile) devi
es.Finally, we explained how we evaluated and sele
ted one devi
e for the larger-s
ale human mobility experiment. Then we presented our initial human mobilitymeasurement experiment setup, and analysed the testbed performan
e and the initialmobility statisti
s 
olle
ted during the experiment. We 
olle
ted a 
onsiderable dataset from 15 Smartphones used by the Thomson Paris resear
h laboratory personnelduring August 2007. The data set 
ontains around 577 days of logs in
luding thedis
overed Bluetooth devi
es, surrounding Wi� a

ess points and ad ho
 nodes, andthe available operators and the 
urrent 
ell id re
orded every 2 minutes. This dataset is quite unique by 
overing a su
h a long period and data from several networkinginterfa
es. Also the use of real devi
es in a real-life environment distinguishes usfrom many of the previous human mobility experiments, like the iMote experimentsin 
onferen
e environments.7.2 Future WorkThe PSN networking library and the testbed development is still a work in progressand some pra
ti
al improvements ideas and related future work was already outlinedin the end of Chapter 5.Similarly, the �rst human mobility experiment presented in this report will be
ontinued, and in addition new experiments are planned to be 
ondu
ted in up-
oming
onferen
es before the end of the year. Complete long-lasting tra
es from variableenvironments are valuable for the whole resear
h 
ommunity so we plan also to publishour tra
es in an online 
ommunity data repository su
h as CRAWDAD [7℄.The devi
e evaluation presented in this report and the initial data transmissionexperiments we have been doing give already some hints about the feasibility of op-portunisti
 
ommuni
ations with mobile devi
es, and with Windows Mobile baseddevi
es in parti
ular. We are still 
ontinuing the work and hope to publish a detailedarti
le on the topi
 in the near future. Also the PSN ar
hite
ture development formobile devi
es is an on going work. The library 
ode we developed and the experi-en
es learned while doing it are used by the Haggle ar
hite
ture developers 
urrentlyworking on their mobile prototype.
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Appendix ATest Devi
esThroughout the proje
t we used and evaluated the following Windows Mobile baseddevi
es: i-mate JAQ3 [14℄, Samsung i600 [22℄, HTC s620 [12℄, Toshiba PortégéG500 [25℄ and HTC Tou
h [13℄. Table A.1 presents a summary of the key te
hni-
al 
hara
teristi
s of ea
h devi
e, and all the devi
es are pi
tured in Figure A.1. Interms of features they are very similar. The biggest di�eren
es 
ome from the Po
ketPC and Smartphone editions of the Windows Mobile OS. The i-mate JAQ3 and theHTC Tou
h are, with a tou
h s
reen, more like a PDAs and they are running theWM Po
ket PC edition. The Samsung i600, the HTC s620 and the Toshiba G500,are WM Smartphones. The Samsung and the Toshiba are the only 3G phones amongthe devi
es we test. The pri
es listed in the table are the pri
es advertised in theInternet for Fran
e in June 2007.
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i-mate JAQ3 Samsung i600 HTC s620Pro
essor TI OMAP 850200Mhz Intel PXA272416Mhz TI OMAP 850200MhzRAM 64MB 64MB 64MBROM 128MB 128MB 128MBExtension Mi
roSD Mi
roSD Mi
roSDBattery 1200mAh 1200mAh 960mAhPlatform WM5.0 Po
ket PC WM5.0 Smart-phone WM5.0 Smart-phoneRadio GSM/GPRS/EDGE850/900/1800/1900 GSM/GPRS/EDGEUMTS/HSDPA900/1800/1900 GSM/GPRS/EDGE850/900/1800/1900Wi� 802.11b/g 802.11b/g 802.11b/gBluetooth V1.2 V2.0 V1.2Pri
e 490e 420e 370eToshiba G500 HTC Tou
hPro
essor Intel Xs
alePXA270 312Mhz TI OMAP 850200MhzRAM 64MB 64MBROM 64MB 128MBExtension MiniSD Mi
roSDBattery 1100mAh 1100mAhPlatform WM5.0 Smart-phone WM6.0 Profes-sionalRadio GSM/GPRS/EDGEUMTS/HSDPA900/1800/1900 GSM/GPRS/EDGE900/1800/1900Wi� 802.11b/g 802.11b/gBluetooth V2.0 V2.0Pri
e 400e 450eTable A.1: Te
hni
al details of the test devi
es
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(a) i-mate JAQ3 (b) Samsung i600 (
) HTC s620

(d) Toshiba G500 (e) HTC Tou
hFigure A.1: Test devi
es
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