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Abstract: This paper presents the first large-scale study of home mk$wo
We desigrHomeNet Profilera tool that runs on an end-host in the home to
collect data from home networks. HomeNet Profiler colleatsce range of
measurements including: the set of devices, the set ofcgargith UPnP
and Zeroconf), the home gateway configuration, and the cteistics of
the WiFi environment. Since the release of HomeNet Profilépril 2011,
we have collected data on 1191 distinct homes. Our analgads|to a
number of insights on current home networks. Home netwarkslverse;
some home networks connect just one end device, whereas bte more
than a dozen. In most home networks, however, only a smaitidra of
devices are powered on during our measurements. The supp&PnP
and Zeroconf is still limited. We observe significant difaces among the
WiFi neighborhoods (i.e., the WiFi networks around a honmellifferent
countries. The signal strength of in-home WiFi, howeveisusprisingly
good independently of geography.
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1. INTRODUCTION as an incentive.

The availability of cheap broadband Internet is popular- ~ Between April and June 2011, users from 37 different
izing Internet access from home. Typical home communi- countries ran HomeNet Profiler in 1191 distinct homes. We
cation and entertainment services such as phone, teleyisio recruited these users via email and announcements on some
and gaming are migrating to operate over IP and users 0f_web sites. Section 3 describes our dataset. We summarize

ten access Internet services and applications from home. Athe main findings of our analysis as follows.

household today can have a variety of networked devices
ranging from personal devices like laptops and smart phones
to printers, game consoles, and media centers. These de-
vices connect among themselves and to the Internet via a
local-area network—aome network With the increase in
broadband penetration, home networks are becoming an im-

e Home networks are diverse (Section 4). The total num-
ber of end devices connected to home networks varies
from 1 to over 20, with low correlation to the number
of people in a household. In addition, only a few of
these devices are active at any given time.

e The deployment of auto-configuration protocols such

portant part of the “Internet experience”. A better under-
standing of home network performance and configurations
should enable research in a number of areas, for example:
home network troubleshooting and management techniques,
the design of Internet applications that perform well from
home networks, and home content management and distri-
bution.

Unfortunately, there is little data on home networks. Most
previous measurement efforts have focused on residential
access links [10, 14, 15]. The lack of data on home networks
is partially due to the challenges of collecting home nekwor ~ Although these findings shed new light on home net-
data on a large scale. The vast majority of home networks Works, they are just a first step. Ultimately, our goal is
are behind network-address translators, so a measuremer{® help home users diagnose problems in their home net-
point outside the home cannot measure the characteristicgvorks as well as distinguish when performance problems
of the home network itself. Although it is feasible to deploy are caused by the home network versus the Internet access
measurement points inside the homes of a few volunteers (ag’rovider or beyond.

HomeMaestro did in the UK [13]), itis hard to argue that any
small set of homes is representative. The effort necessary t 2. DESIGN
recruit a large number of volunteers is a hurdle in itself. This section discusses the requirements of HomeNet Pro-

This paper addresses this challenge wibhmeNet Pro- filer, our design decisions, and implementation.
filer, a tool to collect home network configuration and per- .
formance data Users run HomeNet Profiler from an end- 2.1 Requirements
host directly connected to their home network. Because it The primary requirement for a home network data collec-
runs from inside the home, HomeNet Profiler can perform a tion tool is that itruns from inside the home Measure-
number of measurements to learn about the home networkments from outside the home cannot have visibility into the
for instance: scan the local network for the active set of net home network configuration and its devices, which we want
work devices; query available services and devices via pro-to measure. The goal of measuring a large diversity of home
tocols such as Universal Plug and Play (UPnP); and mea-networks and the fact that it is not possible to collect data i
sure the quality of the wireless network (if any). Home- side a user’'s home without explicit user agreement and par-

as UPnP and Zeroconf is limited (Section 5). Some
end-hosts and home devices have no support for these
protocols. Even when devices support the protocol,
some queries are not implemented correctly.

e Although we only obtain WiFi measurements in less
than half of the homes, the quality of home WiFi net-
works is often good (Section 6). The median signal
strength is -50dBm, which indicates that users are of-
ten close to their access points.

Net Profiler incorporates a number of features to help re- ticipation imposes additional requirements:

cruit a large number of volunteers (we discuss our design
decisions in more detail in Section 2). First, we implement
it as a Java executable so that it works for most operat-
ing systems and network configurations. Second, HomeNet
Profiler performs one-time measurements. Although con-
tinuous measurements from a single home can help under-
stand variations in home network performance and config-
urations, many users feel uncomfortable downloading soft-
ware in their machines and our main goal is to measure a
large number of homes. Third, HomeNet Profiler generates
a report to help users learn more about their home network

e Ease of useThe tool should be simple to run, even for
users who are not tech-savvy.

e Portability. The tool should work for most home net-
work and end-host configurations.

e Respect users’ privacy. Users are unlikely to run a
measurement tool inside their homes if the tool col-
lects information that they consider private or any per-
sonally identifiable information. In fact, our data col-
lection effort to complies with the rules of the French
National Commission of Informatics and Freedém.

'HomeNet Profiler is available in English and French from:
http://cmon.lip6.fr/hnp.

2Commission nationale de I'informatique et des liberteslQ:
http://www.cnil.fr/english/.



e Lightuser commitment. We are asking home usersto users who are uncomfortable with some of the measure-
do us a favor by allowing us to collect data inside their ments we execute can still run HomeNet Profiler with a sub-
homes. We cannot ask users to commit too much time set of the measurements. Users can also skip the survey.

or resources, otherwise only few users will participate. System overview. We design HomeNet Profiler as a

e Incentive for participation. Some users will run re-  client/server application. The server hosts the HomeN®t Pr
search tools altruistically. However, if users can get filer website, which users visit to run the HomeNet Profiler

something out of the experiment, then we are more client. Once the client finishes loading in the user’s ma-

likely to get a larger number of participants. chine, HomeNet Profiler starts in a separate window. Users
] o then complete the survey while the measurement modules
2.2 Design decisions run on the background. Upon completion, the client sends

The design requirements outlined in the previous section all collected data to the server and redirects the browser to
lead to some high-level design and implementation deci- the report page, which is also generated and stored at the
sions. server. At the end of the measurements, HomeNet Profiler

First, HomeNet Profiler i®nd-host basedWe consid- only leaves a local, randomly chosen, identifier on the gser’
ered two possible measurement points inside the home: themachine to track multiple runs from the same end-host. A
home router or gateway; or one of the end-hosts connected’un refers to one execution of HomeNet Profiler. We refer to
to the home network. Although some home users are nowa computer running HomeNet Profiler asagent
deploying routers that are dedicated to measurements [19], Next, we describe the individual measurement modules,
a hardware deployment requires a higher commitment from the design of the survey and the report, and some key imple-
users than a simple software download on an end-host. mentation choices.

Second, HomeNet Profiler rurm demand While con-
tinuous measurements would give us a more complete pic-2'3 Measurement modules
ture of home network performance and configuration, many We select a broad range of measurements to learn as much
users feel uncomfortable installing a data collection tbat as possible about the home network. At the same time, mea-
runs continuously on their machines because of the possi-surements should not take too long to execute, otherwise
ble impact on machine performance and of privacy concerns.users might give up in the middle of the experiment. Our
Inspired by the success of Netalyzr [14], HomeNet Profiler main goal is to discover the devices connected to the home
performs a series of measurements upon explicit user re-network, the protocols they support (for instance, home de-
quest. Users may run HomeNet Profiler as many times asvices are often expected to support UPnP [20] and Zero-
they want. conf [4]), and the services they provide as well as the net-

Third, HomeNet Profiler is dava executable JARava work technologies connecting the home to the Internet and
facilitates the deployment of HomeNet Profiler on machines inside the home. When the home network has WiFi, neigh-
with different operating systems. Ideally, we wanted te fol boring networks may also affect the home network perfor-
low the Netalyzr approach and run HomeNet Profiler from a mance. Thus, we measure the quality of all visible WiFi
browser as a signed Java applet. Unfortunately, some of thenetworks. In addition to these direct measurements of the
measurements we want to collect are not possible from anhome network configuration and performance, we collect
applet. Itis hard to load system libraries such as the Win- the configuration of the machine running HomeNet Profiler
dows Native WiFi interface from an applet and we need root as well as the list of applications installed and running on
access on Linux, which is not possible from an applet. In- the machine. The configuration of the machine and the
stead, a Java executable JAR can collect the datasets we watist of running applications help us interpret the resuiits (
and yet it is simple for users to run because there is no in- case some configuration prevents some of our measurements
stallation or configuration required. or some running application interferes with our measure-

Finally, HomeNet Profiler takesser perspectivanto ac- ments), whereas the list of installed applications sheyit li
count with a user survey. The user survey complements ouron the applications commonly available on end-hosts (which
measurements. It allows us to obtain information that would should help the future development of an end-host tool to di-
be hard to infer automatically from the measurements (suchagnose problems in home networks).
as finding devices which are turned off, or telling if a user ~ The HomeNet Profiler client has the following measure-
has an Internet service plan that includes VolP and IPTV). ment modules. To address privacy concerns and comply with
Survey results also serve to validate the measurements. French laws, we anonymize all personally identifiable infor

As an incentive for users to run HomeNet Profiler, users mation using SHAL.
can see a detailed report of the measurements we execute Device scan:searches the home network for active net-
once they are finished. These reports help users learn morevork devices. This module first sends UDP packets on Port 9
about their home network configuration and performance. (i.e., the discard port) to all IP addresses in the sub-nd&two

Before the measurements start, HomeNet Profiler lets theof the agent to generate ARP requests to populate the ARP
user select which measurements it will perform. Therefore, cache. We use UDP packets because sending ARP packets



directly requires root access on most operating systems. Weis associated to.

impose a limit of 10 seconds to perform the scan to avoid Netalyzr [14]: performs a number of tests related to the
long delays when sub-networks are too large. (Our mea- access network configuration, security, and performante. A
surement campaign confirms that the vast majority of scanseach execution, HomeNet Profiler downloads the latest ver-
finishes in less than 10 seconds.) After the cache is updatedsion of Netalyzr's command-line client. Once Netalyzr fin-
this module reads the ARP cache to collect the vendor ID ishes, HomeNet Profiler saves the report identifier. As soon
and the SHA1 hash of the MAC address as well as the IP as the report is available on Netalyzr’s site, we parse it to
address (when the IP is private) of each network interface extract the upload and download Internet capacity to ptesen
on the LAN. If the IP address is public, we just record the on the report given to the user. We also point users to the full
presence of a public IP. Netalyzr report.

Service scan: queries two commonly-used protocols to Computer configuration: collects the name and version
advertise services in home electronics: Zeroconf and UPnP.of the operating system; the end-host's network configura-
We opt for querying these protocols instead of a port scan tion, including the list of DNS servers and TCP parameters;
per device, because a port scan is intrusive and may take sevand the list of network interfaces with the corresponding IP
eral minutes to complete. For UPnP, we package the SBBI address (if it is private, otherwise we just flag the IP as pub-
third-party library with our JAR. We could not do the same lic) as well as the SHA1 hash of the MAC address and the
for Zeroconf, so we use the jmdns library on MacOS and vendor-id part of the MAC address. On MacOS and Linux
Windows and the avahi-browse script on Linux. If the end- we collect network configuration with the sysconfig tool; on
host does not have the corresponding library, we cannot getWindows, we use Win32 API, which gives less detailed in-
Zeroconf results. In our tests, we also had cases where ondormation.
machine in the home detected a UPnP device, whereas an- Running applications: captures the list of processes run-
other machine in the same home did not. We suspect thatning on the end-host as well as the list of TCP ports listening
these cases happen because the latter machine has a firewdthr incoming connections and open UDP ports. We also col-
that blocks the UPnP multicast queries. Thus, the absencdect system services in MacOS and Windows.
of UPnP or Zeroconf services is either because no device Installed applications: lists the applications we find on
speaks these protocols or because the end-host cannot conthe PATH environment variable. It may not reflect the full
plete the queries. list of installed applications.

Configuration of the UPnP gateway:collects (in cases Aside from these measurements taken from the client,
where the home gateway has UPnP) the home gatewaywhen HomeNet Profiler's server receives the collected mea-
model, the upstream connectivity type and synchronization surements, it maps the client’s public IP address to its ge-
speeds (e.g. Cable 4Mbps upload, 1Mbps download), asographical location and AS number using the Maxmind
well as the traffic counters, which reports the number of database. We discard the public IP address after this map-
bytes and packets transferred. Our prior work [9] showed ping. HomeNet Profiler also sends meta-data such as the
with few examples that UPnP traffic counters are often in- duration of each module and whether the HomeNet Profiler
correct (either there is no response or the gateway always re process was running with sudo privileges.
sponds with the same value). We also perform a simple test
to verify whether the UPnP traffic counter is accurate: we 2 4 Survey module
compare the UPnP traffic counter with HomeNet Profiler’s

host traffic counters (e.g. ifconfig on Linux) before and afte Home!\lhet Profiler compler:nints ar!d vaho:?tles T}easwe'
issuing 20 pings within a 200 ms interval. ments with a user survey, which runs in parallel to the other

WiFi networks: collects the list of access points found Measurement modules. We design the survey to be fast for
with a WiFi scan. For each access point we collect the ES- USETS 0 complete (approximately five minutes) and easy for

SID (or the network name), the BSSID (the MAC address YS to intgrpret the results. . Hence,_ al questions bUt. the las
of the access point), the channel number, and the Received'® multiple choice. The nine multlple-chou:e questions fo

Signal Strength Indicator (RSSI). For privacy reasons, we cus on the user (whether she is answering the survey from
only collect the SHA1L hash of ESSIDs and BSSIDs. We homg, where shelllves, and her level _of expertise on qet-
distinguish between thia-home WiFj which is the one the working), the services the user subscribes to at home (i.e.,

end-host is connected to, andighbor WiFis On MacOS, Internet plan _details, the type of TV, phone, and vi(_:ieo—on—
the airport command-line tool provides all this informatio demand service), and the types and number of devices usu-
On Linux, we use iwconfig, which unfortunately requires ally connected to the home network. The free-form question

sudo rights. On Windows, we use the Win32 Native WiFi allows users to give us more details about particular home
API. This library is not available on old windows XP (prior n€fWwork configurations or optimizations that we do not ask
to SP3), so we can only collect WiFi information for newer " the multiple-choice questions. The survey is available i
Windows machines. We also observed that some Linux WiFi ~"énch and English. Similar to the measurement modules,

drivers only report information for the network the end-hos users can skip th_e SUTVey. In par_'ucular, users who run Home-
Net Profiler multiple times can fill out the survey only once.



2.5 Report design Duration
Y g Module Runs | Agents | Homes 504 Median | 95%

As incentive for users to participate, HomeNet Profiler Survey 1078 | 1040 | 969 | 1min. | 3min. | 10 min.
presents a report at the end of the measurements with the <|30Trilut§f conf. iigg iggg iégg < }S- <21 s. 1215-
- . nstalled apps. <1ls. S. S.
results (also in English and French). We focus the repo.rt Running apps. | 1531 | 1242 | 1089 | <1s. | < 1. 3s
on a sub-set of the measurements that should be interesting service scan | 1630 | 1333 | 1172 | 10s. | 10s. 20s.

to users: the wireless quality environment, access link per UPnP Gateway| 1631 | 1339 | 1176 | 10s. | 14s. | 39s.

formance, home gateway information obtained from UPnp, ~ Device scan | 1633 1338 | 1173 | <1s.| 1s. | 1ls.

; : i : WiFi 1631| 1335 | 1172 | <1s.| 10s. | 11s.
and the I!st of active ne_twork (_:iewces and services. There-  netalyzr 1628 | 1335 | 1173 | 11s. | 4min. | 6min.
port provides some advices to improve home network perfor- Total 1673 | 1354 | 1191 | 45s. | 3min. | 6min.

mance (for instance, if the user’s access point operates on a ) )

channel that is crowded, we suggest changing the channel). ~ Table 1: Popularity and duration of measurements.
We also add references to websites that give more details )

about each of the measurements in the report. Non-expertiS Paperignores all data collected on these runs.
users can learn more about home networks from these links.

HomeNet Profiler's website has an example report. 3. MEASUREMENT CAMPAIGN
. Starting on April 4 2011, we sent emails advertising
2.6 Implementation HomeNet Profiler to family, friends, and colleagues as well

HomeNet Profiler has two main components: the client as mailing lists of networking researchers. On April 18th,
and the server. We implement the server as a web appli-we posted an announcement on the grenouille.com website.
cation written in Ruby. To ensure that users can down- Grenouille is a community website that tracks the perfor-
load the client, upload measurements, and see the reportgnance of access ISPs in France. Until June 10 2011, 1354
without blocking on the server side, we replicate the server unique agents ran HomeNet Profiler 1673 times. In this sec-
with eight processes: four processes handle the data €ollection, we first evaluate HomeNet Profiler—which measure-
tion and the other four handle the rendering of report pagesment modules users chose to run and the duration of each
(which takes longer). The data HomeNet Profiler gener- module. Then, we describe our method to pre-process the
ates is complex and may vary among clients (for example, collected data to get a single representative run per home.
Windows and MacOS have the concept of service, whereasFinally, we summarize the data we collected from the 1191
Linux only has processes). As a result, we store the data indistinct homes.

MongoDB, a more flexible schema-free database instead of . .
a SQL database. 3.1 Measurement popularity and duration

The HomeNet Profiler client is a Java executable JAR  We evaluate how HomeNet Profiler performs in the large-
implemented mainly in JRuby with some Ruby and Java scale deployment and which measurement modules are most
libraries. We package JRuby with our JAR because it popular among users. Table 1 shows the total number of
is usually not installed on end user's computers. When runs and agents that ran HomeNet Profiler and how many
no Ruby or Java library exists (for instance, for doing a ran each measurement module (this table also presents the
WiFi scan on MacOS), we parse shell scripts or wrap C number of homes for later reference). We see that 23% of
libraries. Ruby’s flexibility allows us to implement mea- the 1354 agents skipped the user survey. The survey is the
surements quickly, whereas Java brings portability and the only module that requires active user participation, s it i
Swing cross-platform graphical user interface. The main natural that some people prefer to skip it. Besides the sur-
drawback of embedding JRuby is that the runtime library vey, some users are also uncomfortable with collectingef th
takes approximately 9 out of the 13 Mbytes in HomeNet list of running and installed applications. Interestinglif-
Profiler's JAR file. Despite the portability of Java, we had ferent users chose to skip different types of measurements
to solve a number of platform-specific issues when interfac- (only in 56% of the 1673 total runs, users chose to run all
ing with low-level libraries. To help users report theselpro  measurement modules). This suggests that to attract a large
lems, we added a bug-report mechanism, which uploads de-number of users, it is important to give users the flexibility
bug traces from the client to the server. This mechanism wasto customize data collection.
particularly helpful after the larger release of HomeNet-Pr Table 1 also shows the median, the 5th percentile, and
filer, because we do not personally know all the participants the 95th percentile duration of each module. All modules

We ran a pilot study with a small group of students, col- run within a few seconds, except for Netalyzr and the user
leagues, and friends from France, Brazil, Canada, and thesurvey. It is natural that these two modules take longer. Ne-
United States. The purpose of this study was to test mea-talyzr performs 92 different tests, most of them connecting
surement modules in different homes and operating systemgo hosts that are outside the home network. The survey time
and to adjust the survey questions and report content beforedepends on user participation. The median time to complete
the larger release. During the pilot, testers ran HomeN®gt Pr  the survey is 3 minutes, which is relatively short and reflect
filer 152 times from 47 different agents. The remainder of our desire to make the survey easy and quick to answer. In



27% of the runs when users answer the survey, the back- Beginner _Intermediate  Expert No AnswerTotal
4% 29% 65 % 2% | 969

ground measurements complete before the survey. Thus, Table 2: U i

users get the report as soon after they finish the survey. For able 2: User expertise.

the majority of runs when measurements end after the sur-

vey, users only wait for a few minutes and the report comes

up automatically after the results are uploaded. The median

waiting time after completing the survey is 2 minutes. Over-

all, the duration of a run varies considerably across users, _ _ _
but for the vast majority of users it takes less than 6 minutes faces with the same hashed MAC address in runs from dif-

ferent agents, we say that they are from the same home. We
3.2 Data pre-processing find 112 such network interfaces, measured by 196 different

We f ; o ; lect a sinal ati agents. Our inspection of these interfaces showed that some
€ face wo main ISsues 10 Select a singie representativeyg ey correspond to virtual machines (e.g., the vendor-id
run per home. First, although we ask people to run Home-

Net Profiler f h le mi . thi is VMware or Parallels). In some cases, we also measure
et Frohier from home, Some people MISS or IgNOre IS re- o 3 me MAC address from agents in different cities but in
quest. Thus, we need to eliminate all runs from machines

h q h K S q | the same AS. Some ISPs seem to configure multiple home
that are not connecte _to ahome r!etwo_r - Second, peop egateways with the same MAC address, maybe to facilitate
may run HomeNet Profiler multiple times in the same home.

o . management. To address these cases, we add an extra con-
To avoid biasing the results towards any single home, we

d to identify th ¢ dife ¢ h h straint to our filter and only consider that two runs are in the
need to identify the set of different runs from the same home g, e ome jf they are in the same city. After applying this

netwgrk and select a single representative run per home. Wefilter, we have 52 homes with more than one agent. For runs
dothis in 3 steps. that skip the network scan, we consider that they come from

Step 1: Identifying runs from homes. different homes.
One of the survey questions explicitly asks users whetherstep 3: Selecting one run per home.

they zére “;]nm?]g HomeNetkPrL(J)ﬂ:cer from ? machine con- analysis only considers one run per home. When
necte toht eir home networ N rllorltunateky, #Serﬁ' may Not are are multiple agents in a home, we select the first agent
answer the survey or may mistakenly mark that they are aty, \,, yjomeNet Profiler. When there are multiple runs from

home ngehn thely are got.bUserrs] answergg?t’hef shurvey on 13\7 n agent, we select the last valid run for any given analysis.
runs and they claimed to be athome on ofthese runs. Weg,, example, if an analysis only requires the results from

develop a heuristic to identify runs from homes based on the
assumption that we can label ASes as residential versus not
Our heuristic works as follows. Every run has a corre-

Win.XP Win.7 MacOS Linux Other| Total
28 % 46 % 17 % 7% 2%| 1022

Table 3: Operating system of HomeNet Profiler agents.

one measurement module, we only consider the latest re-
port for this module. When we consider reports from differ-

. _ ent modules, we take the reports from the latest run with all
sponding AS number, .Wh'Ch we collect at the server. For these modules. The selection of a single valid run per home
each AS number, we increment a count_er when a user '€ also ensures that in case a user runs HomeNet Profiler on the
ports to be at home and we decrement this counter when theSame laptop in different homes, we will only study one of
user reports otherwise. We then label every AS that has ay . home networks. After appl;}ing Step 1 and 2, we infer
strictly positivg counter as resigiential._ We say that a Eun i that our data comes from a total of 1191 distinct hc;mes. The
f_rom a home if thg corresponding AS is Iabeled.as res!dgn- rest of this paper only study valid runs from these home net-
tial. When there is only one run from an AS, this heuristic works. The number of homes varies for the different analysis

will just label the run according the user’s response (if)any depending on the measurement modules we study (Table 1
Our manual verification of the list of residential ASes found Presents the number of homes per module)
al

rare cases of mislabeled ASes (a user that claims to be
home, when connected to a research network). We manually3 3 Data description
removed these runs. Although this heuristic may misclgssif . -
some runs from small business as residential (some residen- _We present some high IeveI_ characteristics of users run-
tial ISPs also offer services to small businesses), it Wi#rfi hing HomeNet Profiler and their home networks.

out ASes that only connect academic/governmental institu- Table %_ﬁescnpegtthefexpertse of tr}]?;selrs agswenntg t_he
tions and large enterprises. survey. e majority of users are self-declared experts in

computer networking. This high-number of expert and in-
Step 2: Identifying multiple runs from the same home. termediate users is due to our recruiting method (even the
The random identifier that HomeNet Profiler leaves in the grenouille.com site is mostly read by people who are in gen-
user’s computer identifies multiple runs from the same ma- eral curious about ISP performance). Expert users are more
chine, but users may also run HomeNet Profiler from dif- likely to have more sophisticated home networks with the
ferent machines in the same home. We detect that two runslatest gadgets. This bias may be an advantage, because ex-
from different machines are in the same home with the re- pert users might be some years ahead of market and the
sults of the network scan module. If we find network inter- home networks we measure may be a better representation



of how most home networks will look like in the near future. could have more than one active network interface, so our

Table 3 presents the split of our agents according to theresults are an upper bound in the number of devices. Given
operating system of the end-host. The vast majority of end- that usually a device has exactly one active network inter-
hosts run some version of Windows, which is expected from face at any given time, in most cases the number of network
market shares. interfaces and devices match.

Users ran HomeNet Profiler from home networks in 37  When we compute this metric for our dataset, we en-
countries and 167 different ASes. Table 4a shows the num-counter two cases where results are inaccurate. Firatavirt
ber of home networks and ASes we measure overall and formachines may advertise a MAC address, even though they
the top-five countries in our data. France dominates our data do not correspond to a physical device. We filter out such
mainly because of the announcement on the Grenouille web-virtual interfaces based on the Organization Unique ldenti
site. This table shows that we obtain measurements from afier (OUI). We remove all interfaces with OUI of virtual ma-
fair number of different ASes in the top five countries. chine vendors (in our dataset, these are VMWare and Paral-

When we study trends across ASes, we only consider lels). A total of 58 home networks has at least one virtual in-
ASes for which we have measurements from at least tenterface. Second, in few homes the end-host connects girectl
homes. Table 4b lists these ASes and the access technolovia a modem to the provider network. Thus, the sub-network
gies they provide as reported on their website. HomeNet we scan is not confined to the home network, but it includes
Profiler’s survey includes three questions about which-tech part of the provider network and the neighborhood of the
nologies home users have to receive phone, TV, and videohome. We can identify these cases, because often the IP ad-
on demand (MoD) at home. Table 4b includes the number dresses of the devices are public. When the provider uses
of users who answered that their Internet plan includes,\VolP carrier-grade network address translation (NAT), however
IPTV, or VoD service (which are commonly referred to as this technique will fail because all IP addresses are pivat
triple-play services). The majority of homes in French ISPs Fortunately, in this case, operators deploy ARP proxies to
have triple-play services, but these services are not as com prevent flooding the network with ARP requests. The proxy
mon in other countries. will answer all ARP requests for a given home. We filter

The survey also asks users to pick the type of Internet ac-out homes where the ratio of the number of unique IP ad-
cess technology they have at home from a multiple choice dresses per MAC address is larger than 10 (to handle cases
list. In a number of answers to this question, users claim to with NATs) or lower than 0.1 (to handle the other cases). We
have cable or Ethernet, when the ISP only offers ADSL or discarded 28 runs where the end-host was directly connected
fiber connections. Clearly, some of the questions in our sur- to the provider network.
vey are too technical for some users. The questions about Total number of devices. Some devices may not be ac-
the technology of Internet, TV, phone, and VoD access are tive at the time HomeNet Profiler runs, for instance people
particularly challenging. In fact, some users contactebyus  often leave their printers off when they are not using it. We
email expressing concern about the answers to these quesestimate the total number of devices that belong to the home
tions. In the rest of this paper, we focus on the survey an- network from the answers to the user survey. We explicitly
swers that are easier for users such as the number and typeask users to report the number of devices of each type that
of devices they have at home. usually connect to their home network. This question only

We next analyze three aspects of our dataset: the diversityasks about end devices such as printers, laptops, or dssktop
of home networks, the UPnP and Zeroconf support, and theWe do not explicitly ask about networking equipment such

WiFi environment. as routers or WiFi access points. Hence, we add one to the
total number of devices users report to account for the home
4. DIVERSITY OF HOME NETWORKS gateway to be able to compare this value with the number

of active devices. Note that even if the home has a modem
plus an access point, the device scan module will only mea-
sure one of these devices. Although users may forget some
4.1 Number of devices devices or mistype the number of a given device, we expect

) i , most users to answer this question correctly.
We study the diversity of home networks in terms of de- _ . o
vices with two metrics: the number of active devices and the RESUlts. Figure 1 shows the cumulative distribution of the
number of active devices and the total number of devices

total number of devices. I h h I b f devi h
Number of active devicesWe infer the number of active ~ 2€'0SS all homes. The total number of devices per home

devices from the results of the device scan module. The scanramggS beftévegn 2 a;]nd 28. This W'dﬁ range shov;:sl that the
discovers all network interfaces that are active and ctigren number o ev_lcest at_connect toa ome network in a reg-
connected to the home network, except the interface of theUlar basis varies considerably among different home net-
host running HomeNet Profiler. Hence, we add one to the works. The range of the number of active devices, however,

number of interfaces found during the scan to get the num- is smaller than that of the total number of devices. Approx-
ber of devices connected to the home network. A device

This section studies the diversity of home networks in
terms of number and types of devices.

imately 80% of homes have at most four active devices dur-



Triple play
AS Name Country Access Technology TV VOD \olP Homes
Free France ADSL / Fiber 218 143 298| 386
France Telecom France ADSL / Fiber 45 41 78 139
Numericable France Cable / Fiber 14 19 53 95
Neuf Cegetel France ADSL / Fiber 34 27 39 76
Bouygues Telecom France ADSL / Fiber 17 15 32 46
Telecom ltalia Italy ADSL 2 1 2 23
Country Homes | AS Oi Velox Brazil ADSL 0 0 1 17
France 795 28 Cegetel France ADSL 8 3 11 17
United States| 113 37 Verizon United States| ~ ADSL / Fiber 5 6 4 16
Italy 49 5 Rogers Canada Cable 0 0 1 13
Brazil 45 9 AT&T United States|  ADSL / Fiber 2 1 0 12
Canada 42 10 Comcast United States| Cable 1 1 2 11
Overall 1191 | 167 GVT Brazil ADSL / Fiber 1 0 1 11
(a) Homes and ASes per country. (b) Top ASes.
Table 4: Characteristics of the data collected with HomdMefiler between April and June 2011.
1 : this question. We use the Pearson correlation coefficient to
09 L prnend ] study the correlation between the number of devices present
0s it and the size of the household. This coefficient is only 0.31.
%] 8 F : - . .
2 : Some devices such as home gateways and printers serve all
2 07y 1 members of a household, irrespective of the number of peo-
g 06 1 ple. Thus, we also compute the correlation between the num-
S o5} ] ber of reported laptops and desktops and the size of a house-
= 04 hold. Even though the correlation coefficient is 0.38 in this
> B [ 7 P . . .
£ case, it is still low. The correlation is even lower (only 2)1
§ 031 1 when considering the number of active devices. Thus, the
O o2f 1 number of people in a household has only a small impact on
01k Total G determining the number of devices connected to home net-
0 ek ‘ ‘ _ Active —%— works.
0 2 4 6 8 10 12 14

Takeaway. The total number of devices that connect to
home networks varies considerably across homes, but the
number of devices that is active at any given time is small.

Number of devices
Figure 1: Number of active devices versus the total number
of devices per home.

ing our tests and 30% have exactly two devices. The mini- 4.2 Typ(T)S of QeV|ces o
mum number of active devices is two, which correspondsto e now investigate the diversity of home networks ac-
the machine running HomeNet Profiler and the home gate- cording to the types of devices. HomeNet Profiler has two
way. In general, the number of active devices in home net- mechanisms to identify the types of devices. First, the sur-
works is small. Only 22 homes have more than ten active VY asks users the number of devices of each type. Second,
devices during our measurements. These results are similathe device scan stores the OUI of each device, which can
across countries (not shown). We only find some minor dif- 9ive some indications on the type of device (for example,
ferences. In particular, home networks in Italy and Brazil Linksys makes WiFiaccess points).
usually have fewer devices (both active and total) than home Results. Table 5 presents the percentage of homes with each
networks in North America and France. type of device considering the answers to the user survey;
The difference between the total number of devices and the last column presents the total number of homes with an-
the number of active devices is large for all countries. The swers to this question. We only show devices that appear in
number of total devices only matches the number of active at least 30% of homes overall. As expected, desktops and
devices for 10% of the homes. This difference happens be-laptops are the most popular devices. Interestingly, [@pto
cause home networks often have inactive devices. Usersare consistently more popular than desktops. Smartphones
turn some devices off when they are not in use (for exam- are also popular across all countries (more than half of the
ple, printers, media servers, or televisions). Moreovane homes have at least one smartphone). These numbers re-
devices are mobile and may not be inside the home at allflect market trends. Tablets, however, are not yet popular.
times (for example, smartphones or laptops). Only 14% of homes have a tablet. The percentages of users
One explanation for the wide range in the number of total with IP phones and TVs are much higher in France than in
devices in home networks may be the number of people liv- other countries. Given that most French ISPs offer triple-
ing in each household. One of the survey questions asks theplay services, we conjecture that these users got confused
number of people in the household. We have 469 answers towhen answering the question. They declare to have an IP



Country Desktop Laptop Smartphone Printer Console Phone [TYlomes
France 85% 87% 57% 49% 38% 61% 41% 594
United States| 72% 90% 71% 45% 43% 20% 18% 87
Brazil T7% 97% 52% 20% 27% 7% 2% 40
Italy 79% 97% 64% 38% 35% 10%  10% 39
Canada 82% 94% 51% 60% 22% 17% 59 35
Overall 81% 90% 60% 46% 36% 46%  31% 903

Table 5: Types of devices based on the survey.

phone when in fact their provider delivers VoIP to a regular __Rank Zeroconf UPnP
Lo . . 1 Apple File Sharing (47%) | InternetGateway (80%)

phone (similarly, for TV). We also observe more printers in > SMB (38%) MediaServer (45%)
Canada and more gaming consoles in the United States. 3 HTTP (32%) WiFi Device (10%)

We also study the vendor for all devices that are active 4 SSH (31"?) MediaRenderoer (5%)
during the device scan measurements using the OUI. Table 6 2 Sleigﬁ(ff;(/%%) S;?Q;eééf (/g)%)
shows the three most frequent device vendors for every AS 7 Remote Frame Buffer (28%) Basic (1%)
with more than ten homes (the last column shows the total 8 IPP (26%) WINAS (1%)

; 9 Airport (23%) RemoteUl £ 1%)

_number of h(_Jmes with these measurements)._ The numbers 0 DAAP (20%) MessageReceiver(1%)
in parenthesis are the percentage of homes with at least one—ggmes 534 581

active device from a given vendor. _ ]
Given that the scan only measures active devices, itis nat-  1able 7: Most frequent Zeroconf and UPnP services.

ural that the.rryost common device vendors are home gate-peg its. We have 1172 reports from distinct homes for the
ways and WiFi access points vendors. We see a clear Corggrjce scan module. We find devices that advertise UPnP

relation between some equipments and the AS. For exam-garyices in 581 homes and Zeroconf services in 234 homes.

ple, the Freebox is the home gateway of Free, and hence Werpe nymber of homes with at least one Zeroconf device is
only see it in home networks that subscribe to Free (simi- |, hecause we could not find the Zeroconf library in 841
larly, for Pirelli in Telecom Italia’s network and Actionte homes (mainly on Windows machines). In the remaining
in Verizon's). In these cases, the home gateway comes withg7 homes, HomeNet Profiler found no Zeroconf services in

the subscription to the Internet access service. Otherpopu {ha home network. Although we ship the UPnP library with
lar vendors are standard WiFi access point vendors such asyomeNet Profiler. there are some cases where we cannot

D-Link, Linksys, and Netgear. These vendors are presentnq ypnp_enable devices, because the configuration of the
in almost all countries. Apple is popu!ar both in AT&T and g4 host blocks the queries (as discussed in Section 2.3).
in Comcast. Apple makes access points, COMpUters, Smarty;qreqver, in the service scan module we use the UPNP wild-

phones, and tablets. We cannot distinguish these different., g query to find any UPnP service available. Some devices
types of devices from the vendor OUI alone. Overall, N0 1, implement UPNP, but not answer the wildcard queries
vendor d_omlnates the market. The d_eV|ce vendors that We ¢ \va see in the next section.

observe in home networks are fairly diverse. Irrespective of the cause, the fact that we can only dis-
Takeaway. The types of devices that people connect to their cover the available services automatically with UPnP in ap-
home networks are similar, with some pointed differences proximately 50% of the homes and in less than 25% of
among countries. When we study the small set of deviceshomes for Zeroconf shows that the adoption of these ser-
that are active during our measurements, however, we findvices is moving slowly. For the automatic discovery and
that device vendors are diverse. In particular, home gatewa configuration of services to work both the device offering

are often determined by the ISP. the service and the end-host have to support the protocol. In
all the cases where we have no UPnP nor Zeroconf, we can
5. UPNP AND ZEROCONE SUPPORT safely infer that the particular end-host we measured from

) ] ) ) ) ~would not be able to access these services.

This section studies the typical services thathome devices  Next, we characterize the types of UPNP and Zeroconf ser-
provide via UPnP and Zeroconf protocol. Then, we focus on yjices we find for the homes where our measurements were
how widely home gateways support UPnP. successful. We find 159 different services via Zeroconf and
. only 25 via UPnP. Table 7 presents the top-ten UPnP and
5.1 Types of services Zeroconf services. Many popular Zeroconf services are spe-

This section characterizes the types of services availablecific to Apple (for example, Apple File Sharing, Sleep Proxy,
in home networks. Although users may access some devicesand Airport). This result is not surprising because Apple
directly (for instance, access a printer via its USB porg, w started Zeroconf. Other popular Zeroconf services are re-
only focus on services that are available via the home net-mote access services (SSH and Remote Frame Buffer) and
work. HomeNet Profiler collects the list of services adver- services to share printers (IPP) or files (SMB, SFTP, and
tised via both UPnP and Zeroconf. DAAP). HTTP is also used for sharing personal web pages in



AS Most popular vendors Homes

Free Freebox (83%) Apple (10%) Asustek (9%) 366
France Telecom Sagem (71%) HP (11%) Apple (10%)| 138
Numericable Netgear (51%)  Broadcom (24%) Hon Hai (13%) 90
Neuf Cegetel SFR (82%) Netgem (29%) Netgear (12%) 74

Bouygues Telecom  Sagem (60%) Thomson (34%)  Unknown (26%6) 46
Telecom lItalia Pirelli (36%) Asustek (13%) Linksys (9%) 22

Cegetel SFR (66%) Netgem (22%) Tecom (11% 18
Oi Velox D-Link (41%) Linksys (35%) TP-Link (11%) 17
Verizon Actiontec (66%)  Motorola (33%) Apple (33%) 15
Rogers Linksys (53%) D-Link (23%) HP (15%) 13
AT&T Apple (50%) 2Wire (41%) Netgear (33% 12
Comcast Apple (63%) Linksys (36%) VMWare (27% 11
GVT D-Link (36%) TP-Link (27%) Apple (18%) 11

Table 6: Most frequent device vendors found in device scan.

MacOS? UPnP is mainly used for advertising devices such can also retrieve the gateway model name and firmware ver-
as Internet gateways, media servers, and WiFi access pointssion. We find 117 distinct gateway models.

Takeaway. End-hosts today cannot rely on UPnP or Zero-  UPNP provides one query that returns the traffic counters
conf for automatic service discovery. Only a small fraction (i-€., the number of bytes and packets transferred). This
of end-hosts running HomeNet Profiler were able to query counter, if available and implemented correctly, could be

UPNP and Zeroconf services. When available, these proto-used by end-host based diagnosis tools to infer crossetraffi
cols are mainly used for file sharing, configuring network from the home network. In all homes for which we find an

equipment, and printing. UPNP gateway, we perform a test to verify whether the traffic
counter is consistent (as discussed in Section 2). More than
5.2 UPNP at home gateways half of the UPNnP gateways in our measurements (exactly 327

Home gateways are the connection point between thegateways) always return a fixed value for this query, which
home network and the Internet. They are also central to indicates that traffic counters are often hardcoded. As a re-
the connectivity of devices inside the home. UPnP-enabled SUIl: "ome devices cannot completely trust this query terinf
gateways allow home devices to auto-configure their net- traffic in the home. _ _
work settings. We study the fraction of home gateways that Takeaway. Home devices cannot fully rely on UPnP to dis-
respond to UPnP queries and how accurately they answer tgcover the home gateway and infer properties of home traffic.
these queries. The completeness and correctness of the UPnP implementa-

Results. Out of the 1176 homes where users run the mea- 1" depends on the home gateway models.
surement module to extract the configuration of the UPnP
gateway, we find 632 homes where the gateway answers tog. WIFI ENVIRONMENT
UPNP queries. This number is higher than the number of
homes with UPnP services (in the previous section), becausa:-{/i
here we query directly for gateway services, whereas in the
previous section wildcard queries are used. Some home
gateways (51 in our measur.ements) implement the U.PnPG_l Number of WiFEi networks
protocol but do not answer wildcard queries. Home devices ) -
can only communicate with these gateways via UPnP if they H{OmeNet Profiler collects WiFi measurements from 463
explicitly query for an Internet gateway. individual homes. This number. is surprisingly small com-
We can infer which vendors implement UPnP with the re- pared to the 1172 runs of the WiFi measurement module for
sults from the device scan module. We infer that a device ré€ main reasons. First, we only find 642 homes where the
is the home gateway from its IP address and OUI. In total, €Nd-host has a WiFi interface. Second, among these homes,
we find 103 distinct gateway vendors (note that some com- the€ WiFi was only active in 515 end-hosts. Finally, in 40
panies make home gateways under different brands). For 530f_the homes with an active WiFi mterfa_ce the end?hosts., ran
of these vendors we find at least one gateway that answers tg/Vindows XP or Windows 2003, for which the native WiFi
UPNP queries. Not all gateways of the same vendor supportiPrary may not be available. o
UPNP. These cases can correspond to runs for which the end- Fortunately, each HomeNet Profiler client may detect sev-
host blocks our queries, devices on which the user or the ISPeral WiFi networks, i.e., the network the end-host is associ
have disabled UPnP (or simply have not enabled it if upnp &t€d to as well as neighbor networks. Hence, we can study a
is not on by default), or instances when vendors only imple- Much larger number of WiFi networks. We identify a WiFi

ment UPnP in some of their gateway models. UPnP queries"€Work by a pair BSSID (the access point) and ESSID (the
WiFi network). HomeNet Profiler measures 3951 BSSID-
3http://docs.info.apple.com/article.html?path=Mach1én/8236.html ESSID pairs (an average of 8 per home), 3944 of them had

WiFi is becoming the preferred way to connect home de-
ces. This section studies the number of WiFi networks we
measure, their channel usage, and signal strength.




Channel
Country 1 2-5 6 7-10 11 12-14 0@
France | 18% 6% 17% 9% 40% 6% | 2547
United States| 26% 11% 27% 7%  28% 0% | 360
Canada | 14% 14% 26% 15% 28% 0% | 209
Brazil 20% 6% 37% 13% 20% 1% | 145
Italy 37% 3% 26% 4%  27% 2% | 96

Overall 20% 7% 20% 9%  35% 5% | 3864
Table 8: Percentage of neighbor access points on each chan-
nel for the 2.4 GHz band.

WiFi access is not yet widespread. The rest of this section
1 focuses on the 2.4 GHz band. There are only three non-
Overall —%— overlapping channels on the 2.4 GHz band. Hence, when

Cumulative fraction of homes

France —B— . .
o o United States —6— there are more than three access points operating on the
5 10 15 20 25 30 35 40 45 50 2.4 GHz band in a neighborhood, the WiFi may experience
Number of access points some interference. In our measurements, more than 70% of
Figure 2: Density of WiFi neighborhood. the homes have more than three neighbor WiFis.

We omit results for other countries from Figure 2 for read-
channel information. We discard the rare cases when weability, but we do find some differences. The median num-
have no channel data. ber of neighboring WiFi access points in French homes is

Overall, we found 3611 unique access points (or BSSIDs). 7, whereas it is 6 in Canada, 5 in the United States, 5 in
This number is lower than the total number of BSSID- Brazil, and 4 in Italy. Many reasons could explain these ge-
ESSID pairs, because some WiFi access points advertiseographical trends: in France, residential ISPs often pi®ui
more than one WiFi network. Some home users configure WiFi-enabled gateway to their users. Also, French cities ar
two separate WiFi networks in the same access point to sep-often densely populated. Nevertheless, population dessit
arate guest users from home users or to share their accesdo not explain why Italy ranks lower. Maybe residential ISPs
point with a WiFi community (such as Fon). We find only in Italy do not often provide WiFi-enabled gateways.

2480 unique ESSIDs, which implies that many WiFi net-  Table 8 presents the percentage of access points on each
works have the same name. Although we do not collect plain channel in the 2.4 GHz band. Channels 1, 6, and 11 are the
ESSIDs, we test the SHAL for “FreeWifi”, which is the WiFi  non-overlapping channels in the 2.4 GHz band and hence
community of Free, and find that 216 different access points are recommended for use. We merge other (overlapping)
broadcast this ESSID. In addition, out of the 964 users who channels for the 2.4 GHz band (i.e., up to channel 14) into
answered our question on whether they open their WiFi to a ranges. Interestingly, a large fraction of the neighbor WiF
community, 273 said yes. WiFi communities are becoming access points (with the exception of Italy) operate on over-
popular (at least in France). lapping channels, which is usually not recommended. Fi-

Takeaway. Although we obtain WiFi measurements from nally, we notice a predominance of access points on channel
less than half of the homes (which seems surprisingly low), 11 in France. Our analysis of the vendors of these access
we can measure a large number of neighbor WiFi networks Points shows that most Free and SFR’s WiFi access points

per home. are connected to channel 11.
When we compare the channel selected by the in-home
6.2 WiFineighborhood access point to other channels in the neighborhood, we find

. . . that 26% of the homes would benefit from switching to an-
We studyneighbor access pointsy selecting one ESSID other channel—either because the access pointis on an over-

per BSSID for each home (i.e., the same BSSID can appear

multiple times if we measure two homes in the same neigh- lapping Chamel oritis ona non-overlapping channel with
borhood). too many WiFi neighbors.

Takeaway. WiFi neighbourhoods can be crowded and chan-

Results. Figure 2 plots the cumulative distribution of the . ; . . .
nel selection can be biased in certain locations.

number of neighbor WiFi access points per home. Overall,
homes may be surrounded by several WiFi access points, R ; :
. . o . v ignal Strength

The 95th percentile of WiFi access points is 26 overall, 34 6.3 e‘?e ed Signa S €ng ) ]

in France, and 21 in the United States. Along with the channel information, HomeNet Profiler
Almost all WiFi access points we detect operate in the Stores the RSSI of each BSSID-ESSID pair.

2.4 GHz band. In the United States, 5% of the access pointsResults. Figure 3 plots the RSSI of all the neighbor WiFi

are in the 5 GHz band, whereas this percentage is less tharaccess points and of the home WiFi network. Although

2% in all other countries. Either only few access points oper these values are measured by the WiFi adapter and hence

ate on this band, or the WiFi adapters of the end-hosts cannotan be uncalibrated, the RSSI is an indication of the recep-

scan this band. In any case, these results indicate that 5 GHzion power at the computer running HomeNet Profiler. The



study of NAT behavior inferred that 50% of the homes have

1
£ ool more than one host [16]. Our study confirms this result and
a sheds new light on the diversity of devices in home networks.
% 08T HomeNet Profiler is inspired by the recent success of re-
2 07 r search tools to reach a large number of users, many of them
@ 06 at homes [7,11, 14, 19]. So far, all these studies have fo-
@ 45l cused on access link performance or security issues, not
é o4l on home network configuration. HomeNet Profiler comple-
S ments these studies. In fact, we include Netalyzr [14] as
“§ 031 a measurement module to later correlate end-to-end perfor-
F 02f mance with home network configuration.
§ 01k In-Home —— - Home networks. Both the networking and HCI research
© Neighbors —B— communities acknowledge that home networks are becom-

0 : : .
-100 -90 80 -70 -60 50  -40  -30  -20 ing complex and that we need to develop better tools to

. P RSSI . assist users in managing and troubleshooting home net-
Figure 3: WiFi S|gnal strength of in-home versus neighbor works [1,3,5,6,9,13,21]. Most studies are developing man-
ESSID-BSSID pairs. agement and troubleshooting techniques based on detailed
higher the RSSI, the better the WiFi reception. WiFi re- data from a few homes and having a close relationship with
ception at home is good: half of the users get an RSSI of home users [5, 6, 13]. These studies track the performance
at least -51dBm. The median RSSI for neighbor WiFi ac- and utilization of home networks much closer than we do,
cess points is -77dBm, which is much lower than the home but it is hard to know whether the particular homes they mea-
WiFi signal. We expected that places like North America sure are representative. The data we collect with HomeNet
with larger homes would get lower WiFi quality. However, Profiler and the results presented in this paper shouldrimfor
our results indicate that the RSSI distribution of the défet the selection of home networks for future studies and the de-
countries are similar (not shown). These results indidatet  sign of management and diagnosis tools for home networks.
the interference with neighbor networks is probably man-  WiFi networks. The performance of WiFi networks has
ageable. Nevertheless, 20% of the neighbor BSSID-ESSIDreceived considerable attention in the literature. Closes
pairs have an RSSI above -60dBm. Moreover, in 44% of our goal of characterizing WiFi in the home is the work by
the homes, we find that the end-host running HomeNet Pro- Papagiannaki et al [17]. Their measurements from a testbed
filer detects a neighbor WiFi access point with a better RSSI of six nodes inside three homes showed that even though
than the home access point. A WiFi network with a stronger home WiFi networks are small, the connectivity is not guar-
RSSI only interferes with the home WiFi if the two channels anteed to be good everywhere. In contrast, we study the
overlap. The percentage of homes with a stronger neighborquality of in-home WiFi with a single measurement from the
signal with overlapping channels is 35% and for the same user's machine for hundreds of homes. Our results show that
channel is 33%. most often end-hosts connect with good signal strength. Our
result on the number of WiFi neighbors per home is consis-
tent with results from a study of data collected wardriving i
some cities in the United States in 2007 [2]. Interestingly,
at the time of their study many access points in the United
7. RELATED WORK States operated on channel 6, which is no longer the case in

our measurements.

Takeaway. WiFi reception is overall good in home net-
works, but a significant fraction of end-hosts receive agtlea
one neighbor WiFi with a better signal than the home WiFi.

The interest in home networks has increased in the last
few years with the spread of broadband Internet access. We
divide the prior work into studies of residential Internet a 8. IMPLICATIONS
cess, which are often large-scale; studies of the home net- HomeNet Profiler gave us a first look inside over a thou-
work and its utilization, which often focus on a few homes; sand home networks. We now briefly discuss the implica-
and studies of WiFi performance. HomeNet Profiler is the tions of our findings. First, the diversity of home networks
first tool to measure and characterize a broad set of proper-implies that any tool designed for the home has to adapt to
ties from inside a large number of homes. a multiplicity of environments. Our results also suggeat th

Access networks.Most prior work has focused on mea- building models of the number of devices in a home network
suring and characterizing residential Internet access fro is not a simple extrapolation of the number of people in a
different vantage points: servers connected to the Inter- household. The fact that devices are often powered off also
net [8, 10], traffic traces collected passively at resiggnti has implications for management and troubleshooting tools
ISPs [15, 18], or inside the home [7,11,12,14,19]. Van- because the home network configuration is often changing.
tage points outside the home cannot directly measure device Second, we showed that protocols that were built to help
connected to the home network as we do in this paper. Oneconfigure and monitor home networks have limited support



from current devices. Hence, although UPnP and Zeroconf IMC, Oct 2010.
can help managing home networks, tools that plan to use[15] G. Maier, A. Feldmann, V. Paxson, and M. Allman.
these protocols should test for their presence and accuracy On Dominant Characteristics of Residential

beforehand. Finally, our study of WiFi indicates that thisre Broadband Internet Traffic. IRroc. IMC, Oct 2009.

still room for improving channel selection mechanisms. [16] G. Maier, F. Schneider, and A. Feldmann. NAT Usage
in Residential Broadband Networks. fRroc. IMC,
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