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1. INTRODUCTION

Packet loss models play an essential role in computer networks
analysis. Performance evaluation studies often abstract the loss and
delay characteristics of a path or network with a single end-to-end
analytical model. This model should be able to represent the char-
acteristics of the path and accurately reproduce the impact of delay
and losses on the studied protocol while keeping complexity low.

Likewise, there has been a growing interest in adaptive network
protocols for tasks such as multimedia traffic rate control, path-
switching and packet loss recovery mechanisms, to name a few.
Such mechanisms must be capable of inferring future packet losses
and self-adjust their behavior, in order to cope with the variability
in the network conditions, aiming at achieving some given perfor-
mance goals, e.g., [1], [3], [4], [10], [11]. These control mecha-
nisms often rely on packet loss models that need to be accurate and
yet simple enough for real-time analysis.

It is not uncommon to find measurements that exhibit some sort
of non-stationary phenomena like long-term periodicity or trends in
the average loss rate, which are difficult to model and even worse to
track in real-time, [13], [3]. However, what is perhaps most note-
worthy is the fact that even on channels whose statistics remain
stationary over time, one can find indications of significant correla-
tion between packets that are seconds apart, [12]. The more recent
emergence of wireless technologies add to this scenario the inher-
ent unreliability of its transmission medium, where bit error rates
are ordinarily many times higher than those seen on wires, [6].

Probably the most largely applied model for packet loss pro-
cesses is the 2-state Markov chain, usually referred to as the Gilbert
model. Recently, the more general hidden Markov models (HMMs)
have also emerged in the context of loss modeling, [7]. In the HMM
proposed in [7], each hidden state is characterized by a parameter
representing the individual packet loss probability. Since, in this
model, hidden state transitions occur after every packet observa-
tion, the expected fraction of losses in a near future interval may
converge too rapidly to the steady-state loss probability, ignoring
short-term fluctuations in this measure. Nevertheless, the perfor-
mance of real-time streaming applications is severely affected by
these short-term fluctuations.

In this paper, we propose a variation of the basic HMM approach
by constraining the model structure. Our resulting model can be
seen as a hierarchical HMM, with a separate 2-state Markov chain
operating inside each of the hidden chain’s states. The model struc-
ture has two nice properties. First, by restricting the model we
aim at reducing the overall complexity of the parameter estimation
phase. Second, by assuming a specific pattern in the set of param-
eters, we attempt to capture the short-term dependencies in packet
loss events with a 2-state Markov chain, while the longer-term dy-
namics is governed by a hidden Markov chain.

2. PROPOSED MODEL

A comprehensive reference on HMMs can be found in [5]. Be-
low, we briefly present the material and notation needed for this pa-
per. A hidden Markov model is composed of two coupled stochastic
processes. The first is a Markov chain and the other is an obser-
vation process whose distribution at any given time is fully deter-
mined by the current state of the chain. In order to model packet
loss events, we consider 1 as the observation symbol that indicates
aloss, and 0 as a successful transmission. The work in [7] proposed
a HMM with binary observations to model packet losses in a com-
munication channel. In that model, hidden state transitions occur
after every observation. We refer to this model throughout the rest
of the paper as an ordinary HMM.

2.1 Model Definition

Suppose that transitions between hidden states occur only ev-
ery S observations. Another way to think of this process is to as-
sume that, once it enters a hidden state, it emits a batch of S packet
transmission outcomes. For this reason, we refer to this as a batch-
observations model. Clearly, the case of S = 1 is equivalent to an
ordinary HMM.

This process can be modeled by a HMM in which a state can emit
one of the 2° possible observation symbols, i.e., one for each sam-
ple path for .S transmission outcomes. However, this model would
be unmanageable even for moderate values of S. In our approach,
we restrict the distribution of observations within a batch by assum-
ing that it is generated by a simplified Gilbert model. The reasoning
behind our model is that short-term correlations could be captured
by a simple process, while the dynamics at larger time scales would
be governed by the hidden Markov chain. Computational savings
are achieved by considering a batch of S measurements as a single
observation, and computing the joint probability of the entire batch
from the distribution of the generating process in each state.

Let {Y:} denote the underlying N-state Markov chain. The ini-
tial state distribution is given by the /N-dimensional vector 7, with
m; = P(Y1 = i). The state transition probabilities are controlled
by the N x N matrix A = {a;;}, where a;; = P(Y; = j|Yi—1 =
i). Clearly, the constraints > | m; = 1 and Z;V:1 a;; = 1 must
hold. The observation process is denoted by { X+ }, where each vari-
able, X, represents a vector, [X¢,1,. .., X¢ 5], with the individual
outcomes for each of the S packet transmissions in the ¢-th batch.
Also, for each hidden state we have the parameters for the 2-state
Markov chain. Namely, we let:

ri = P(XtJ = 1|§/t = Z), (13)
pi=P(X1.=1X1e1=0,Y,=1), 1<s<58; (Ib)
G =PX,s=0[X,s 1=1Y,=i), 1<s<8. (o)

We refer to the set of parameters as the tuple A = (7, A, r, p, q),



where r, p, and q are vectors containing the respective r;, p; and
qi, for each state 7.

2.2 Parameter Estimation

We derive a set of formulae for iterative estimation of model pa-
rameters from a trace of packet loss measurements, based on the
Expectation-Maximization (EM) technique, [2], [5]. In what fol-
lows, we consider that the packet measurements are segmented in
T sets of size S. More specifically, let z; denote the vector of mea-
sures, [Z¢,1, . . ., Tt,5], with the outcomes of each packet in the ¢-th
batch.

Whenever there is no ambiguity, we will be using the abbreviated
form, X;.; (and accordingly Y;.;), to denote the compound event
that X;, Xiy1,..., X, (Ys,Yiq1,...,Y;) assume the respective
values z;, Tit+1,...,2; (Yi, Yit1,...,y;). In the particular case
where ¢ = j, we will simply be writing X; (or equivalently Y;). On
the other hand, we will use X (and Y) when the subindices span
the full range from 1 to 7', i.e., X1.7 (Y1.7).

It is important to notice that, in order to evaluate the likelihood
of a sample, one does not need to record the individual packet mea-
surements. It is enough to keep track of the sufficient statistics'
denoted, in each batch of measures, x¢, as:

x¢,1 = outcome of the first packet in z¢, (2a)

S = # of transitions i — jinx, i,j € {0,1}.  (2b)

Given an instance of x;, we are interested in computing the prob-
ability that X; = x, given the hidden state, ¥; = y:. Using the
statistics defined above, we denote as by, ., the probability of ob-
serving a full batch of observations x; using the parameters in the
hidden state given by y:. Clearly, we have:

1 00 10 11
(1_pyt)St (Qyt)st (1_Qyt)st , (3

whenever x; 1 = 1, or equivalently:

01 00 10 11
& (1_pyt)st (qyt)st (I_Qyt)st , 4
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We also define the following probability measures, using the no-
tation from [5]:

ai(i) = P(X1.4, Y = |0, (5a)

Be(i) = P(Xir1.7|Yy = i, A), (5b)

ve(i) = P(Y: = 4| X, \), (5¢)

&4, ) = P(Ye = 1, Y1 = jIX, A), d)

where o+ (4) and 3¢ (%) are calculated through the forward-backward

recursions (see [5] for details), and the following identities can be
established:

LRSS vt (0
€u(i ) = () aijbja,  Ber1(d) (6b)

sy o (k)Be (k)
The joint likelihood of hidden states and observations given some

parameter estimates, A, is defined as:

T
P(X,Y|A) = my, by, 2, Ha’yt—lvytbyt@t' @)

t=2

'A statistic I'(X) is a sufficient statistic for  if the distribution of
the sample X given the value of I'(X) does not depends on 6.

The EM approach consists of alternating between two steps. The
Expectation step (or E-step) evaluates the auxiliary function, Q(A|)),
with respect to A, making use of the current parameter estimates, \.
This function has the form:

QAR = D log P(X,Y|NP(Y[X,X). ®)
Vy

The Maximization step (or M-step) of EM obtains A in order to
maximize Q(A|X). It is easily shown that this procedure generates
a sequence of estimates with non-decreasing likelihood, [2]. Using
(7), Equation (8) can be broken in independent terms as:

QUM = XL logmm(i) +
S Y logas S0 &6, 5) +
S logrs >opy ey = 1}y(i) +
Sy log (1 =) 3oy e = 03ye(i) +
iy logpi o0, ST (d) +
Zi\; log (1 — p;) ZtT:1 Stoo%(i) +
SN loggi Sory Si0 (i) +
YL, log (1—a:) Xiy S (i) ©)

Maximizing each term of (9) and bearing in consideration the
stochastic constraints on the parameters, leads to estimation formu-
lae for m and A, which are identical to those of a traditional HMM,

[5]:
™ = (i), (102)
i &lig)

aij = L=, (10b)
D DA ()

and the specific formulae for the observation parameters of the
batch-observations model:

= ZtT:l H{it’l - l}fyt(i), (11a)
2= e (0)

Zz 1 St 'Yt( )
Sy (ST + S90) (i)
Zz 1 St ’Yt( )
o1 (SE0 + 81 )e(i)

pi = (11b)

g = (11c)

2.3 Computational Costs

For a training sample of size 7', an ordinary HMM with NV states
performs a number of operations proportional to N7, in order to
evaluate the forward and backward variables, [5]. These calcula-
tions are the dominant factor of complexity in the parameter esti-
mation procedure.

The computational advantage of our model is evident from equa-
tions (11), since each training iteration depends only on the statis-
tics defined in (2). Since the whole training sample can be com-
pactly described by these sufficient statistics, each iteration is faster
by a factor of S. Also, since the measurements used in training are
usually done at the receiving side and need to be sent back to the
transmitter, there is also a smaller overhead in application payload
due to the out-of-band data required for model estimation.

3. NUMERICAL EXAMPLE

We performed an experiment to assess the ability of our model to
predict future packet loss performance in an on-line task, compared
to the same kind of predictions provided by an ordinary HMM. This



experiment used a set of traces generated between academic sites in
Brazil and in the United States. The traffic pattern of these traces
emulates a simplified VoIP tool, sending 50 packets per second with
324 bytes per packet.

Every 5 seconds, for both models, we evaluate the expected loss
fraction in the next 5 seconds, given the outcomes of the packet
losses in the last 10 seconds. An algorithm that evaluates this mea-
sure is the subject of an extended version of this paper, [8]. In addi-
tion, model parameters are re-estimated every 3 minutes, using the
sample of measurements from the latest 3 minutes. For the batch-
observations HMM, we used S = 50 packets, so that hidden state
transitions occur every second. Moreover, both models considered
have 10 hidden states.

Figure 1 shows the predictions of both models compared to the
original measurements, for a sample trace of 30 minutes. It can
be noticed that the ordinary HMM was not capable of reproducing
the variations in the loss rate as well as our proposed model. We
attribute this difference to the fact that, in the former model, the
hidden state, along with channel statistics, may change after each
packet transmitted. As a consequence, steady state is reached much
faster than for the latter model, in which hidden state transitions
occur at a longer time scale, i.e., 50 packets in this case.

Prediction trace for an ordinary HMM

1 Trace measurements ——
Model predictions ——
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Figure 1: Prediction results for an ordinary HMM and for the
batch-observations model.

4. CONCLUSIONS AND FUTURE WORK

We developed a hierarchical loss model, aimed at capturing short-
term variations in channel statistics. The parameters of this model
can be estimated from a trace of measurements, using equations
that are presented in this paper. Through experiments that used real
Internet loss traces, we have found that our model has advantages
over a traditional hidden Markov model, in terms of both prediction

accuracy and computational complexity. In subsequent work, [9],
we have applied our model’s predictions to the problem of dynam-
ically selecting forward error correction in an interactive streaming
application with encouraging results.
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