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Abstract— Existing methods for local area service discovery
either don’t scale or rely on a trustworthy directory server; in
some environments these restrictions are unacceptable omi
practical. This paper describes “Repeat-BAND” a generic méhod
for service discovery that scales automatically without deending
on any central component. The automatic scaling makes it fas
on small networks and automatically load controlled on larg
networks, irrespective of the number of simultaneous disogeries
taking place. It is generic in the sense that the automatic sding
technique can be applied to improve any particular service
discovery system, and it is applicable across a large varigtof
types of network because we show how all the tuning parameter
are derived. We present results showing controlled load dovery
with scalability up to very large networks. We also show that
the algorithms are simple and easy to implement; an importah
practical requirement since the method is used in Windows \4ta
and licensed by many hardware vendors. In addition, we conder
the industrial requirement as to the certification of independent
implementations, an aspect normally ignored in the academi
literature.

Index Terms— service discovery, scalability

I. INTRODUCTION

network, and wher@odesalso known asesponderor hosts
send responses to the enumeration requests.

Existing and previous service discovery techniques have in
the main focused on reducing the cost of the discovery on the
nodespresent in the network. For example, a typical technique
has the nodes hash their property/name of interest and join a
multicast group derived from the hash. An enumerator then
sends a request to the group address and the responders send a
response to its unicast address. The other nodes, not member
of the group, are oblivious.

There are two fundamental problems with such an approach.
First, there may be a very large number of nodes matching
a particular enumeration causing an implosion of responses
Secondly, and much more insidious, it completely ignores th
load on thenetwork attributable to many such enumerations
proceeding in parallel.

LANs have a bounded amount of bandwidth between nodes.
Networks are comprised of fixed-sized switches which are
interconnected with fixed-bandwidth links in the form of a
spanning tree. Larger networks tend to be built out of larger
switches, and smaller networks out of smaller switches, but

Service Discovery is an important part of a Local Areg, g networks still tend to have a larger number of switches
Network (LAN) such as Ethernet. On actively administeregl o, experience a good rule of thumb is that a network with
and provisioned n_etworks large scale services s.uch asACfdes is comprised af/n switches each with/n nodes. The
Directory [4] provide this role. On networks without suchegjing spanning tree therefore has a depth of okeen.
infrastructure a distributed peer-to-peer approach isiired \yjith this in mind we can consider the scalability of existing

Wh'clh rguit be robulft to the possibility of being misused Qujice discovery systems by considering the load on ths lin
overload the network. o . near the root of the tree. Any service discovery system in
All the existing protocols have limitations (we describg,icp, responders send unicast responses to requests usk ca

several in section V); they operate on long time-scales (8o 3he /7 nodes below this link to respond to each of order

not responsive on small networks), or they do not scale gEIarrequests per unit time causing the load on the fixed sized link

networks, or they require a trustworthy directory SErver, @, oo atp./n. This clearly doesn't scale beyond small
they implicitly rely on the Ethernet MAC’s exponential baitk In some systems responders multicast their response in

for load control (appropriate historically, but not for se¥ied gy, 5 way that a single packet is sufficient response for all

networks). The exception is the Block Adjust Node DiSCOVeré(urrently active enumerations. Such systems cause theolvad

or .BAND [2] method W.hiCh is fast, scalable and robust ,buthe fixed size link to grow a{/n, a significantly better but still
which supports only a single request on the network at a ti owing function

In this paper we present a new technique for applyin

size of the network, giving scalability. Instead we piérm

: N ) enumerations to take a length of time which grows linearly
The main contribution of our system is that we regula\ﬁith the size of the network

:Ee Ic;ad 0(;] the Setv;/ork;trt]he _compflt:;:on tu;ne flc()r a request 'Swe describe our design in section 11, the results in secfion |
erefore dependent on the size of the network. and related work in section V.

A. The service discovery problem

A service discovery system is one in which anumerator

sendsrequestsseeking to discovery particular services in the OUr “Repeat-BAND” technique has several interacting as-
pects which together provide efficiency, scalability and- pe

formance. First we explain the messages that are sent in

Il. SCALABLE SERVICE DISCOVERY

1Such large LANs are reported to exist at several locations.



our system and the state machines and informtaion whichtlige system operates with a target packet inter-arrival time
kept on each node. Then we explain the mechanism whiahsystem constant derived from the expected packet size and
responders use to determine when to send their respongles.assumed smallest bandwidth link available on any nétwor
Finally we explain the additional behaviour of the enumarat where the system may be used.

If there areR responders (hosts) in the system the desire
A. Messages and State Machine is to discover them all in a time equal 8 - I. BecauseRR

As mentioned above, a scalable discovery system re(wi|Es§Sunknown a control loop estimates its value by observing

. € behaviour of the network; all requests and responses are
that response messages be sent as a multicast (or broagicast) ... )
. N ulticast by the system, so the arrivals at each responder ca
that although it travels acrogverylink in the network, only .
bEGused as input to the control loop.

one packet from the responder needs to travel across the lin iven an estimateV for the true number of host&, a

in order to satisfy the enumeration requestafthe current - .
fy q responder calculates an evenly distributed random point in

enumerators. o ’ L
. . time in the rangg0, N - I] at which to transmit its response.
An enumerator may have to send multiple requests singe’.

. . . in BAND, the control loop divides time into blocks; at the
packet loss might cause a single request to be missed at :
. . .~ _end of each it evaluates the load on the network over the block
some points in the network. Responders therefore maintain .
! nd updates the estimaké.
a session table of known enumerators, and add an entry to the lenath of the block over which packet arrivals are
table, and initiate the sending of a response sequence when engtt : N Pa
; . counted isa times the packet inter-arrival timé, then the
new enumerator’s request is observed. Repeat requeststdo No ) . .
oo number of responses received(in the lossless case) will
initiate another response sequence.

Session table entries are removed when the enumera]\c Alrow the binomial distribution.

sends a completion indication, or after a suitable timebut.
addition, a sequence identifier is placed by the enumerator i
its requests and stored by the responder in the session tabl
so that if an enumerator aborts one enumeration session an
starts another without a completion indication being seen a
a responder then the responder can reactivate the state of th Efr,] = 2 n @)
associated session. ! v

N;
To achieve resilience to packet loss it is necessary toWhereRi is the number of active responders at the start of

retransmit response packets. Some systems transmit IBUItirQ)undz' and N; is the estimate at the start of roundUsing

times (e.g. SSDP), and some acknowledge packets and orrgl)és the estimat&[r;], yields a new estimatev,, for the
retransmit when not acknowledged (e.g. BAND). We choo§,,3|ue of interestR.

to do both, which increases both reliability and flexibility
an interesting way which we explain in section Il-J. N — 7 IN; 3)
Whan a responder creates a new session table entry it sets =

the retransmit count for this session (to e.g. 4). Once this e discuss the selection of below. Initially N, is set to

et et oot o g he maimm numberof ossonaloal e ot
mplete. P 1tsp Y [t is straightforward to see that the recurrance estimate is
mined by the load control mechanism and are not back to b f.stabilising. Suppose that initially, — R. Let r, be the

(back to back packets do not have an independent probabijly, 1y, variable in the first block. The new estimate will

of loss). be roR/a and so the random variable in the second interval

A re_sponder alsp m_onitors requests from the enumerafof pe chosen from BinomidlR, «/N1), the mean of which
to see if they contain piggybacked acknowledgements. If a re a2/ro. This will lead to a new expectedVs of a2/ -
sponder is acknowledged by the enumerator then the responrd

. > o oﬁ/a -1/a = R. Hence any excursion from the mean is

can set the session directly to cqmplete s.tate. Transmisdio automatically corrected in the subsequent block.
responses ceases once all sessions are in complete state.

Using this scheme the usual behaviour is that the retrans-
mission of the request from the enumerator, which alsoesrriC. Overload
the acknowledgements for all the interveening responsesiThe above binomial distribution could lead to periods where
occurs before the load control mechanism permits retraisnthe random variable is larger than the mean. For a binomial
sions from the responders. Hence a single response is,likejitribution onn and p, the probability that the random

however as loss rates increases the responders autofiyaticalriable X exceeds some constants given by the Chernoff
retransmit more responses up to the specified limit. bound [1]:

r = Binomial(R, %) (1)

uppose the number seen in blocks r;. The expected
e ofr; is given by:

B. Adaptive Load Control P(X > ¢) < ¢~ (cloge/p(n=c)log =5 —nlogn) (4)
To achieve scalability we let each responder in the system , _
It is straightforward to convert to a system where packetsnat of fixed

regulate the Ioad., rather than limit the rate at WhiCI‘! I’eqi"e%ize, but we elide the details here to focus on the importapees of our
may be sent. As in the BAND [2] method for node discovergystem.



In our systenp = «/n, and an interesting question is withlatency by what we calleaf time(in practice, a value in the
what probability the load on the network will be more thamange 50-100ms is appropriate). This is time during which
double the target for the intervall (i.e.,c = 2«). In this case responses, though expected, are not in fact received. Hae lo
the probability is below one in a million for any > 36 for control loop therefore limits the possible reduction in the
N up as large as one million hosts. estimateN; to that based on a deaf time’s worth of responses

There is a much more likely practical cause of overload. At the block. Note that obviously a block time should be large
any time a network with a discovery active could be joinethan the deaf time. We choose a parametgtp represent the
to another one similarly active, leading to double the idegh deaf time divided by the packet interval time (to make unit-
load. Such an overload should be detectable and the sysiess).
should stabilise rapidly. As it is extremely unlikely that this limit will lead to an

To deal with these two possible causes of overload wmderestimate oV and (since this bound dominates the time
deliberately run the control loop to attempt to utilise hadf to completion on small networks) it is possible to permit a
the bandwidth allocated to the protocol. temporary overload of the network by a factdin such cases.

A little additional care is needed in the choicenofsince the Hence we require the following inequality:

Chernoff bound above does not consider the dynamic behav-
iour over multiple blocks. The fact that a low random sample
leads to a correspondingly higher mean in the subsequent
block causes larger tails of the distribution. We exterigive
simulated this for different values af, some of which are
shown in Figure 1. The probability that the load exceeds
(our safety margin) is less than001 for « > 40.

N~y
Ba

This conforms to intuition: if the possible deaf time is smal
compared to the block time then it has minimal effegtig

all compared ta), but as the possible deaf time becomes
a more significant fraction of the block time s not small
compared tax) then we have less confidence in making large
) reductions in the estimator of the number of active hoste i
mﬂ»ﬁ”* = Sl the design handles a temporary overloa@ afue to networks
//f / being joined (see section 1I-C above), it is convenient tmal
0.99 7 ¥4 setg = 2.

7 / For an upper bound otV;, we apply the samé&00 Nmax

bound of BAND.
/ 3 / The load control equation is therefore:

0 Ny = maX< {Nﬂ ,min (100Nmax, ”Ni)) (6)
| af o

Nitq >
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1 15 2 25 3 A fresh request from a new enumerator could enter the
Relative Load network at any time. The load control mechanism must react
to this, since a large number of responders will create new
sessions and may initiate the sending of responses.
The naive response would be for all responders to reset their
estimator toNmayx however that would introduce excessive
D. Damping factors latency on a small network if several such new enumerations
There are several practical issues associated with eq@rted in successive blocks: the estimates would not gafft sm
tion (3) which must be addressed. enough for a reasonable probabilty of responses being sent.
There is a non-zero probability that even in a large network To deal with this we use the following approach. If a
a particular block may contain no transmissions; it is djearresponder has seen at least one new enumeration request
inappropriate to sed,,; to zero simply because was zero; during a block time then it adjusts t1¢;; ; estimate at the end
some damping is required. of the block after the standard load control calculation@f (
There are also some real life problems. First, there may BeN;;, is less than halfVmax then it is doubled, otherwise
clock jitter on the nodes and other scheduling delays whidhit is less thanNmax it is set to Nmax.
may lead to a reduced value of, not because the network This solution has the advantage that the expected load in
is small but because the nodes intending to transmit in thiee next block will be at leagi.5 so progress is being made.
block were delayed in doing so. Second, device driver bugs some circumstances it can lead to an expected load above
and other serious networking errors can cause periods ichwhtarget, but never beyontl5. It also has the advantage that
no packets are received, seriously skewing the estimator. responders still to respond to the earlier request have Hessma
These two issues are quantified by an absolute time whiestimate and so are likely to respond sooner than the others.
is dependent on hardware and systems issues rather thanTihie helps earlier requests to complete earlier even when
protocol. We model both the device driver bugs and the clochultiple enumerators are active on a network concurrently.

Fi

g. 1. Effect ofa on load.



F. Choice of parameters if no new hosts are seen at the enumerator then it can stop.

The packet interval turns out to be the fundamental tunirftf? @dditional optimistic stop criterion we use is to stop if
parameter for deploying the algorithm in any setting. ThH&® nétwork load is low and no new hosts are seen over a
packet interval comes from the expected packet gizahe €numerator sampling interval (defined below). _
capacity of the networkC' and the maximum fractiom Our simulations show that these criteria do not miss re-
(between 0 and 1) of the network capacity to be used by tfeonders and if new requestors are not entering the system
protocol. Then the packet intervélcan be calculated as: the optimistic criterion is faster than the timeout criberi

I=P/(\-O) (7) 1. Enumerator sampling interval

Enumerators have several objectives to achieve. They wish
in the middle of a discovery it is clear thatshould be less send request packet§ so that all t.he responders on the net-
work see them. They wish to send timely acknowledgements

than0.5. : : .
The block length isy times 7, and the damping parameterto reduce network load by reducing retransmimssions fram th

+ is then deaf time divided by. The values can be chosen responders, they must decide when the enumeration is com-

at will, subject to the constraint that times A must be less plete (i.e. that they s_houlo_l stop Ilster_ung_for new r_espe)qse
: : and they should avoid using up a significant fraction of the
than one, in order to never overload the network:

network capacity with their own packets which would reduce
Ba<1 (®) the fraction being used for carrying responses. _
In our system we operate an estimation interval in the
Clearly the block length must be greater than the deaf tifg@umerator slightly differently that in the responder. The
(o > 7). Additionally & must be sufficiently large to gain ainterval in the enumerator is scaled by the number of active
good statistical sample, however since the load contrdesys enumerators on the network. Request and acknowledgment

can adapt only once per block it is advantageouseot to  packes are sent once per interval which keeps the expected
be too large. number of request packets per block time equal to one (we

We recommendi0 < « < 100 subject toa > 2+. In assume that acknowledgments are sufficiently small that a

practice on a network which might include 802.1, is large number can be piggy-backed in a request; we return
limited to 1 Mbps; in addition per-packet wireless overteafi to this in section II-J below).

approximately 80(s must be taken into consideration when The minimum time that an enumeration should take even
choosing the packet size. if no packets are seen is easily calculated from the damping

behaviour of equation (5), since it controls the worst case t
before a responder might send its response.

Due to the possibility of a partitioned network being joine(EIO

G. Windows Vista LLTD

In the implementation of this work, which is found in

. : . . J. Stealth
Windows Vista, the choices for the various parameters were . .,
I = 62 ms, together withy = 45, 3 = 2,y = 10. This makes In our “Repeat-BAND” system, agknowled.ge_mentsf fromh
for a block time of 300ms. Four retransmissions are maotQ.e enumerators. SUppress rgpeate transmissions rom the
Since wireless networks are envisaged, these choicestrnffSPONders (provided all sessions are acknowledged)outith

packet size of about 366 Bytes. We will also use these valu@&knowledgement the responders repeated transmissio ser
for presenting our results below for reliability. A system using acknowledgements must have

each enumerator acknowledge each responder. It is obvious
o that in a system with a very large number of enumerators
H. Stop criteria compapred to responders, that the bandwidth consumed by

In an un-scalable system, in which responses follow reguetite acknowledgements could dominate.
within a short fixed time period, it is obvious when the Fortunately we can make a quantifiable choice as to whether
enumerator has seen all the responses. In our system ehe@merators should bother to acknowledge responders (as
responses are spread over a time which is dependent ondhecribed above, many acknowledge can be sent in a single
unknown size of the network. packet). Suppose there afe enumerators / requestors, and

In the BAND system [2] there was a single enumerator soft responders in the system. Also suppose that an acknowl-
could track the network load easily and use (5) to know wheatigement is some small fractighof the size of a repsonse
every possible responder must have responded. With naltipacket, and the count of retransmimssions if a responder is
enumerators the network load may never decrease since n#acknowledged is. The transition point is therefore:
enumerators could reguIarI_y join the system. . HAE-H-f=FE-c+H-c ©)

We have several stop criteria. One comes from the simple
requirement for each responder to reduce its estimate suffiin our experience, an acknowledgements consumes a band-
ciently to guarantee transmission. This can be calculated f width equal to approximately one tenth the size of the respon
the number of applicationg of the recurrence (5) required(e.g., the a minimum sized Ethernet frame and a MAC address,
to reduce the estimat®&’ from its worst case value to belowor a Web Services description and a XML encoded UUID),
«. This value can also be used as the elapsed time in whitlaking f = 0.1. A system using repeats must use ahott 4



repeats to have high confidence in seeing every responder. Fdn line 13 a request is transmitted. This means that a

large H it is thus better not to acknowledge when the numbegequestor will transmit once per sampling interval.

of enumerators” > 30. The requestor terminates in line 31 when the stop criterion

Indeed, since each response satisfies every request, wheteeomes true.

seen at the responder or not, it follows from the above Algorithm 2 describes the responder functionality.

discussion that it is possible for an enumerator to operate

entirely in Stealthmode in W_hlch it sends ne|th.e.r requebbAlgorithm 2: Responder

nor acknowledgements, provided there are sufficiently many
. . . 17 Set I to target load;

other active enumerations active on the network! 2 SetT) = axl;

3 Set Nmax = 10, 000;

X 4 Set Npgyng= 100 * Nmax ;
K. Algorithms 5 SetN = Nmax :

Both algorithms begin by setting the various system cof-repeat
7 Clear newRequestor flag ;

stants that we have _d'scussed- ) . 8 Generate a random timE in [0... N * I] ;
Algorithm 1 describes the requestor functionality. 9 Set counter to zero ;
10 while waiting for T}, to elapsedo
- 11 if T'< Ty, then

Algorithm 1: Requestor 12 at T during T, begin

1 Set] to target load; 13 Send response ; L
2 SetTy = axl : 14 Decrement counter for‘ each session ;
3 Set Nmax = 10 000 - 15 Set session complete if counter zero ;
4 Set Npoyng= 100 * Nmax ; w° 4

5 SetRequestors =1 ; en

6 SetminLoad =0.5*%« ) 18 If| Se.e a resp(:nsme?

19 increment counter

7 Sety = log(Npgund/@)/log(a * B/7) ; .

8 Set HostList as empty list; 20 else_lf see a rtequesiéhen.

9 SetminEnd = now + [¢] x a1 ; 21 merement couer ,

10 repeat 22 if new requestothen

11 Set counter to zero 23 if acknowledgeshen

12 Set Start to NOW - ' 24 | create complete session

13 Transmit a request acknowledgirgost List ; ;2 else t R tor flag -

14 while now < Start + Requestors x T do Selnew frequestor 1ag ; .
15 if see a responsthen 27 create new session with count 4 ;
16 increment counter r ; 28 end

17 if new responsehen 29 else |facknoyvledge$hen

18 | add sender tdHostList 80 | set session complete

19 end 81 end
20 else if see a requesthen gg d end
21 increment counter r ; en . e
22 if new requestothen 34 Let T,, be the actual time waiting;
23 | incrementRequestors 35 _SetN to max of N x T I/Tq and N xv/(B * ) ;
24 end 36 if newRequestor flag is setthen
25 end 37 if N < 1Nmaxthen SetN to2x N ;
26 end 38 else if N < Nmaxthen Set N to Nmax
27 SetT, to now — Start ; 39 end ) .
28 Setload to r * Requestors x Tg /Ty ; 40 . SetN to_m'n of N and Nyoynd:
29 if (HostList has not grownand load < minLoad and now > 41 until all sessions complete

minEnd) then
30 Transmit a request acknowledgidgost List ;
31 return Host List As we described earlier the algorithm initialises the eatim
2 unt"ef’;?ever, tor to Nmax the pessimistic number of hosts in the system
: (line 3).

In line 8 we pick a random point in time]", evenly
Line 7 calculates) as described in section II-H which isdistributed over the time we now estimate it will take for all
used for the timeouts. hosts in the system to transmit with a spacing/off 7" lies
The requestor starts by transmitting a request (line 13 Thyithin the 7}, we will transmit (in line 13). Otherwise we just
is safe because the load regulation is done by the respondgpserve requests and responses in the system.
When a new responder (host) is heard, it's response is store¢yy |ine 35 we compute our estimat&/ based on the

on the HostList (line 18). Duplicate answers need not b@esponses heard during the interval. This is the main load
stored, and the size alfostList is monitored for the stop regulating part of our algorithm.

criterion in line 29.

Requests seen from other requestors are used in line 23
to update the number of requestors active in the system.
All requests and responses heard during the wait intereal ar We have done extensive simulations of the network load
counted (in lines 16 and 21) and used to calculate the curreatised by our method. The simulator which we use is re-
load on the system (in line 28). The current load is comparstticted to integer values for certain variables, therefoe use
to theminLoad and used as one stop criterion (in line 29).the following slightly different values from those des@tbin

IIl. RESULTS
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Fig. 2. Load for 100, 300 and 1000 hosts (truncated to 4 sex)ond Fig. 3. Comparison with BAND at 20% loss, 300 hosts.

09 i One —
section II-G above. We set = 7, = 43 making a block 08 A Thwo |
time 301 ms rather than 300 ms. / \

In figure 2 we show a basic enumeration for 100, 300 and  °’ / e
= \
1000 hosts. The graph presents load data every 300 ms wigh o6 \
an average of 50 simulations in order to smooth out the effecg 05 | N
. . . [ . 1
of the underlying random transmissiohs. bt \
The graphs show a characteristic start as the load cont@ 04 f/ \
reduces its estimate froftWmax towards the true number £ o3 \
of nodes on the network. This takes several block times, }
. . 0.2
depending on the actualy number of hosts. Finally the load
has a characteristic tail as the estimator tends towards zer 01— =
Note that during the “flat” portion of the graph, the load oL~ B

0 300 600 900 1200 1500 1800 2100 2400 2700 3000 3300 3600 3900
milliseconds

may not quite reach 1.0; this is because in these simultaions
the enumerator is not hostile and is correctly acknowleugei
the responses in each block. The number of active respondegs4. Multiple enumerators starting together.
is therefore decreasing by approximatelyin each block in

a way which cannot be safely assumed by the load control

functtl)on, ?aus.mg It to cgn&stently slightly overestimahe ators substantially togethérdt can be seen that the network
humber of active responders. load is controlled and that the completion time is only dligh

In Figure 3 we show a comparison of our Repeat-BANB(tected, due to the increased enumerator inteFyal
method with the original BAND method on a network with g completion time of enumerators clearly depends on how

high (20%) loss and 300 hosts. Note that the load shown gp,ny enumerators are active and when they enter the system
the vertical axis is the total number of packétnsmitied o mnared to each other. As shown above, when enumerators
20% of which are simulated lost randomly at each receivefiart together there is very little effect. To illustrateeth
meaning that the control loop will be targetting a value W'hicopposite effect, Figure 5 shows a network with 300 hosts
would appear graphically a/0.8 = 1.25. (whose normal behaviour for a single enumerator was shown

In this figure the benefit of the automatic retransmission | Figure 2). In this case additional enumerators begin at
the Repeat-BAND case can be seen in the shorter and faﬂﬁﬂtiples of 3000ms (when the load caused by the previous
tail of the load. In the BAND original the responders do nodnymerator is just beginning to tail off). The probability
retransmit until they see an implicit negative acknowledg@f each enumerator completing its enumeration is shown as
ment; if packet(s) from the enumerator are also droppedeat  histogram overlayed on the load. Each new enumerator
responder then it can be some time before the responders k'%f&%\ys the previous enumerator by one enumeration span, but
to retransmit. By comparison in the Repeat-BAND system thgevious enumerators are mostly able to complete after this
repsonders will retransmit up to four times automatically. gdditonal delay.

In Figure 4 we show the effect of starting multiple enumer- Qur results clearly show that service discovery time with

Repeat-BAND is approximately linear in the number of nodes

3The reader interested in confidence intervals or atypicdladeur is
referred to the properties of the binomial distribution a@hd discussion in 4They are slighly offset to avoid their correlated requestrlaying a small
section II-C. amplitude spiky pattern on the graph.
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Fig. 5. Load and completion, four enumerators at 3 sec iaterv
Equivalently,vp < Ap*,Vp' > A'p*,

in the network, by carefully controlling the load on the e _ ) te AT

network throughout, and also highly efficient where muéip! P VEk Pll-p)Sq<p VEVY -7 @2
enumerators are present. Our completion times, espedmlly "

the case of packet loss, are superior to those of the previous p —p— — (\/p(l —p)+ /(- p’)) >0

best known BAND system. vk

A conservative test is:

t
IV. TESTING AN IMPLEMETATION p—p— \/_%(\/1—9+ \/17) >0

When licensing technology to third parties to interact with
a system such as this an interesting question arises which i > [T
usually ignored in publications. How does one automate tHRPk for p satisfying
testing of a black-box implementation of such a system to see te

Jhis is minimised orp by settingp = Ap*. Also we can

whether it sufficiently meets the licensing requiremerttss | P=pP= \/E(\/ﬁJr V)

straightforward to test the state machine transitionstdsting

the load control mechanism is more involved. Substitutez = /p, 7 = t./Vk, and find the positive
Let us imagine a controlled environment with an implesolution of the quadratic:

mentation and a test tool. The test tool can execute an )

instance of enumeration many times (including the germmati =T —p—7yp=0

of responses from other simulated responders) and recerd th

times at which responses are observed. Response times are o= VpET

grouped into bins (of width< o) and the probability of; The condition of interest is determined at= Ap* by
exhibited by the system under test for bican be compared enforcing:

with the correct probabilityp?. If the number of responses
counted in bin; is b; then this becomes a test that< kg;
wherek is the number of trials, ang; is a threshold which  Substituting,/s = = = /p+ 7 and rearranging fok gives:
can be derived from the probability of reaching false peositi

P >p

or false negative conclusions. P’ > (yp+71)?
Considering a particular bin, we wish to check that Ap* V' > P+t VE
for some permissible deviatioA which accounts for experi- Vo =P > te/Vk
mental error; and fail any implementation usipig> A’p* for k > ( te )2
some suitabled’. We lete be a bound on the probability of -\
rejecting a good implementation (i.e. false negative); driae . 2
a bound on the probability of accepting a bad implementation k> (\/E — \/Z) p (13)

(i.e. false positive).
We can use the fact that the number of occurrances of arThe smallest correct probability in our test, by giving the

event with probabilityp over k trials is drawn fromkp + lower bound forp*, together with our arbitrary slackness

VEp(1 —p)N(0,1). choices of4 and A’ can be used in (13) to directly givethe
The aim is to determine a minimum valéeand threshold number of experiments required, and for each tegtcan be

q € [Ap*, A’p*], so that: chosen within the bounds provided by (12).



A. Numerical example called Simple Service Discovery Protoc(SDP) [5] which

Suppose we test an implementation using the parameterd!®¢S HTTP over UDP multicast and has a combination of
Section I1-G and that bins are the maximum width, the same $&'vicé announcements and discovery. SSDP has no load

a block time @I = 300ms). The probability of a response irfontrol and so does not scale beyond a small network.
the first interval isp* = a/Nmax = 0.0045. It is convenient An extensive literature survey of the current state of the ar

to chooses = 10~* in which caset. = 4. Allowing 20% ¢an be found in [10].
experimental error but failing any responder with a proliigbi

more than double the target givels= 1.2, A’ = 2. Equation VI. CONCLUSION

(13) tells us thak ~ 35000 trials are required. We have shown that our Repeat-BAND method for local
We can therefore use. = 4, p* = 45/10000, p = area service discovery extends previous known work by per-

1.2p*, q¢=2p*, k= 35000 in (12) giving: mitting multiple enumerators to proceed efficiently in pieda

In addition, our method improves performance in the case
of packet loss. By examining the fundamental interaction of
Hence the decision threshold for this test is 244 events. the control parameters we have explained how the technique
can be used generically on different network technologies

V. RELATED WORK and discovery problems. An additional contribution is an

. _ analysis which permits statistical black box testing of an
Our Repeat-BAND method for local area service d'scove%plgmentation (E)f our method g

adapts the distributed load control method set forth in the
BAND system for node discovery [2]. Our main ac_hievement REFERENCES
is that we extend the system to support many simultaneous _

| tend the work tc)[lé Chernoff bound_, J_une 2_004. Avall_abl_e from:
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243.8422 < q < 244.3272
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