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Abstract— Existing methods for local area service discovery
either don’t scale or rely on a trustworthy directory server; in
some environments these restrictions are unacceptable or im-
practical. This paper describes “Repeat-BAND” a generic method
for service discovery that scales automatically without depending
on any central component. The automatic scaling makes it fast
on small networks and automatically load controlled on large
networks, irrespective of the number of simultaneous discoveries
taking place. It is generic in the sense that the automatic scaling
technique can be applied to improve any particular service
discovery system, and it is applicable across a large variety of
types of network because we show how all the tuning parameters
are derived. We present results showing controlled load discovery
with scalability up to very large networks. We also show that
the algorithms are simple and easy to implement; an important
practical requirement since the method is used in Windows Vista
and licensed by many hardware vendors. In addition, we consider
the industrial requirement as to the certification of independent
implementations, an aspect normally ignored in the academic
literature.

Index Terms— service discovery, scalability

I. I NTRODUCTION

Service Discovery is an important part of a Local Area
Network (LAN) such as Ethernet. On actively administered
and provisioned networks large scale services such as Active
Directory [4] provide this role. On networks without such
infrastructure a distributed peer-to-peer approach is required
which must be robust to the possibility of being misused to
overload the network.

All the existing protocols have limitations (we describe
several in section V); they operate on long time-scales (so are
not responsive on small networks), or they do not scale to large
networks, or they require a trustworthy directory server, or
they implicitly rely on the Ethernet MAC’s exponential backoff
for load control (appropriate historically, but not for switched
networks). The exception is the Block Adjust Node Discovery
or BAND [2] method which is fast, scalable and robust but
which supports only a single request on the network at a time.

In this paper we present a new technique for applying
the load control mechanism of BAND to the general service
discovery problem which may have many requests operating
simultaneously over a network of up to 10,000 hosts.1

The main contribution of our system is that we regulate
the load on the network; the completion time for a request is
therefore dependent on the size of the network.

A. The service discovery problem

A service discovery system is one in which anenumerator
sendsrequestsseeking to discovery particular services in the

1Such large LANs are reported to exist at several locations.

network, and wherenodesalso known asrespondersor hosts
send responses to the enumeration requests.

Existing and previous service discovery techniques have in
the main focused on reducing the cost of the discovery on the
nodespresent in the network. For example, a typical technique
has the nodes hash their property/name of interest and join a
multicast group derived from the hash. An enumerator then
sends a request to the group address and the responders send a
response to its unicast address. The other nodes, not members
of the group, are oblivious.

There are two fundamental problems with such an approach.
First, there may be a very large number of nodes matching
a particular enumeration causing an implosion of responses.
Secondly, and much more insidious, it completely ignores the
load on thenetwork attributable to many such enumerations
proceeding in parallel.

LANs have a bounded amount of bandwidth between nodes.
Networks are comprised of fixed-sized switches which are
interconnected with fixed-bandwidth links in the form of a
spanning tree. Larger networks tend to be built out of larger
switches, and smaller networks out of smaller switches, but
large networks still tend to have a larger number of switches.
In our experience a good rule of thumb is that a network withn
nodes is comprised of

√
n switches each with

√
n nodes. The

resulting spanning tree therefore has a depth of orderlogn.
With this in mind we can consider the scalability of existing

service discovery systems by considering the load on the links
near the root of the tree. Any service discovery system in
which responders send unicast responses to requests will cause
the

√
n nodes below this link to respond to each of ordern

requests per unit time causing the load on the fixed sized link
to grow atn

√
n. This clearly doesn’t scale beyond smalln.

In some systems responders multicast their response in
such a way that a single packet is sufficient response for all
currently active enumerations. Such systems cause the loadon
the fixed size link to grow at

√
n, a significantly better but still

growing function.
In our design we started from the requirement that the load

on every link in the network be fixed and not increase with
the size of the network, giving scalability. Instead we permit
enumerations to take a length of time which grows linearly
with the size of the network.

We describe our design in section II, the results in section III
and related work in section V.

II. SCALABLE SERVICE DISCOVERY

Our “Repeat-BAND” technique has several interacting as-
pects which together provide efficiency, scalability and per-
formance. First we explain the messages that are sent in



2

our system and the state machines and informtaion which is
kept on each node. Then we explain the mechanism which
responders use to determine when to send their responses.
Finally we explain the additional behaviour of the enumerator.

A. Messages and State Machine

As mentioned above, a scalable discovery system requires
that response messages be sent as a multicast (or broadcast)so
that although it travels acrossevery link in the network, only
onepacket from the responder needs to travel across the link
in order to satisfy the enumeration requests ofall the current
enumerators.

An enumerator may have to send multiple requests since
packet loss might cause a single request to be missed at
some points in the network. Responders therefore maintain
a session table of known enumerators, and add an entry to the
table, and initiate the sending of a response sequence when a
new enumerator’s request is observed. Repeat requests do not
initiate another response sequence.

Session table entries are removed when the enumerator
sends a completion indication, or after a suitable timeout.In
addition, a sequence identifier is placed by the enumerator in
its requests and stored by the responder in the session table
so that if an enumerator aborts one enumeration session and
starts another without a completion indication being seen at
a responder then the responder can reactivate the state of the
associated session.

To achieve resilience to packet loss it is necessary to
retransmit response packets. Some systems transmit multiple
times (e.g. SSDP), and some acknowledge packets and only
retransmit when not acknowledged (e.g. BAND). We choose
to do both, which increases both reliability and flexibilityin
an interesting way which we explain in section II-J.

Whan a responder creates a new session table entry it sets
the retransmit count for this session (to e.g. 4). Once this
number of responses have been sent the session is marked
complete. The responses are sent spread out in a way deter-
mined by the load control mechanism and are not back to back
(back to back packets do not have an independent probability
of loss).

A responder also monitors requests from the enumerator
to see if they contain piggybacked acknowledgements. If a re-
sponder is acknowledged by the enumerator then the responder
can set the session directly to complete state. Transmission of
responses ceases once all sessions are in complete state.

Using this scheme the usual behaviour is that the retrans-
mission of the request from the enumerator, which also carries
the acknowledgements for all the interveening responses,
occurs before the load control mechanism permits retransmis-
sions from the responders. Hence a single response is likely,
however as loss rates increases the responders automatically
retransmit more responses up to the specified limit.

B. Adaptive Load Control

To achieve scalability we let each responder in the system
regulate the load, rather than limit the rate at which requests
may be sent. As in the BAND [2] method for node discovery,

the system operates with a target packet inter-arrival timeI,
a system constant derived from the expected packet size and
the assumed smallest bandwidth link available on any network
where the system may be used.2

If there areR responders (hosts) in the system the desire
is to discover them all in a time equal toR · I. BecauseR
is unknown a control loop estimates its value by observing
the behaviour of the network; all requests and responses are
multicast by the system, so the arrivals at each responder can
be used as input to the control loop.

Given an estimateN for the true number of hostsR, a
responder calculates an evenly distributed random point in
time in the range[0, N · I] at which to transmit its response.
As in BAND, the control loop divides time into blocks; at the
end of each it evaluates the load on the network over the block
and updates the estimateN .

If the length of the block over which packet arrivals are
counted isα times the packet inter-arrival timeI, then the
number of responses receivedr (in the lossless case) will
follow the binomial distribution.

r = Binomial(R,
α

N
) (1)

Suppose the number seen in blocki is ri. The expected
value ofri is given by:

E[ri] =
α

Ni
· Ri. (2)

whereRi is the number of active responders at the start of
round i andNi is the estimate at the start of roundi. Using
ri as the estimateE[ri], yields a new estimateNi+1 for the
value of interestRi.

Ni+1 =
riNi

α
(3)

We discuss the selection ofα below. Initially N0 is set to
Nmax, the maximum number of hosts on a local area network.

It is straightforward to see that the recurrance estimate is
self-stabilising. Suppose that initiallyN0 = R. Let r0 be the
random variable in the first block. The new estimateN1 will
be r0R/α and so the random variable in the second interval
will be chosen from Binomial(R,α/N1), the mean of which
is α2/r0. This will lead to a new expectedN2 of α2/r0 ·
r0R/α · 1/α = R. Hence any excursion from the mean is
automatically corrected in the subsequent block.

C. Overload

The above binomial distribution could lead to periods where
the random variable is larger than the mean. For a binomial
distribution on n and p, the probability that the random
variableX exceeds some constantc is given by the Chernoff
bound [1]:

P(X ≥ c) ≤ e−(c log c/p+(n−c) log n−c

1−p
−n log n) (4)

2It is straightforward to convert to a system where packets are not of fixed
size, but we elide the details here to focus on the important aspects of our
system.
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In our systemp = α/n, and an interesting question is with
what probability the load on the network will be more than
double the target for the intervalαI (i.e., c = 2α). In this case
the probability is below one in a million for anyα ≥ 36 for
N up as large as one million hosts.

There is a much more likely practical cause of overload. At
any time a network with a discovery active could be joined
to another one similarly active, leading to double the intended
load. Such an overload should be detectable and the system
should stabilise rapidly.

To deal with these two possible causes of overload we
deliberately run the control loop to attempt to utilise halfof
the bandwidth allocated to the protocol.

A little additional care is needed in the choice ofα, since the
Chernoff bound above does not consider the dynamic behav-
iour over multiple blocks. The fact that a low random sample
leads to a correspondingly higher mean in the subsequent
block causes larger tails of the distribution. We extensively
simulated this for different values ofα, some of which are
shown in Figure 1. The probability that the load exceeds 2
(our safety margin) is less than0.001 for α ≥ 40.
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Fig. 1. Effect ofα on load.

D. Damping factors

There are several practical issues associated with equa-
tion (3) which must be addressed.

There is a non-zero probability that even in a large network
a particular block may contain no transmissions; it is clearly
inappropriate to setNi+1 to zero simply becauseri was zero;
some damping is required.

There are also some real life problems. First, there may be
clock jitter on the nodes and other scheduling delays which
may lead to a reduced value ofri, not because the network
is small but because the nodes intending to transmit in the
block were delayed in doing so. Second, device driver bugs
and other serious networking errors can cause periods in which
no packets are received, seriously skewing the estimator.

These two issues are quantified by an absolute time which
is dependent on hardware and systems issues rather than the
protocol. We model both the device driver bugs and the clock

latency by what we calldeaf time(in practice, a value in the
range 50-100ms is appropriate). This is time during which
responses, though expected, are not in fact received. The load
control loop therefore limits the possible reduction in the
estimateNi to that based on a deaf time’s worth of responses
in the block. Note that obviously a block time should be larger
than the deaf time. We choose a parameter,γ, to represent the
deaf time divided by the packet interval time (to make unit-
less).

As it is extremely unlikely that this limit will lead to an
underestimate ofN and (since this bound dominates the time
to completion on small networks) it is possible to permit a
temporary overload of the network by a factorβ in such cases.
Hence we require the following inequality:

Ni+1 >
Niγ

βα
(5)

This conforms to intuition: if the possible deaf time is small
compared to the block time then it has minimal effect (γ is
small compared toα), but as the possible deaf time becomes
a more significant fraction of the block time (γ is not small
compared toα) then we have less confidence in making large
reductions in the estimator of the number of active hosts. Since
the design handles a temporary overload of2 due to networks
being joined (see section II-C above), it is convenient to also
setβ = 2.

For an upper bound onNi, we apply the same100Nmax
bound of BAND.

The load control equation is therefore:

Ni+1 = max

(⌈

Niγ

αβ

⌉

,min

(

100Nmax,
riNi

α

))

(6)

E. Additional enumerators

A fresh request from a new enumerator could enter the
network at any time. The load control mechanism must react
to this, since a large number of responders will create new
sessions and may initiate the sending of responses.

The naive response would be for all responders to reset their
estimator toNmax, however that would introduce excessive
latency on a small network if several such new enumerations
started in successive blocks: the estimates would not get small
enough for a reasonable probabilty of responses being sent.

To deal with this we use the following approach. If a
responder has seen at least one new enumeration request
during a block time then it adjusts theNi+1 estimate at the end
of the block after the standard load control calculation of (6).
If Ni+1 is less than halfNmax then it is doubled, otherwise
if it is less thanNmax it is set toNmax.

This solution has the advantage that the expected load in
the next block will be at least0.5 so progress is being made.
In some circumstances it can lead to an expected load above
target, but never beyond1.5. It also has the advantage that
responders still to respond to the earlier request have a smaller
estimate and so are likely to respond sooner than the others.
This helps earlier requests to complete earlier even when
multiple enumerators are active on a network concurrently.
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F. Choice of parameters

The packet interval turns out to be the fundamental tuning
parameter for deploying the algorithm in any setting. The
packet interval comes from the expected packet sizeP , the
capacity of the networkC and the maximum fractionλ
(between 0 and 1) of the network capacity to be used by the
protocol. Then the packet intervalI can be calculated as:

I = P/(λ · C) (7)

Due to the possibility of a partitioned network being joined
in the middle of a discovery it is clear thatλ should be less
than0.5.

The block length isα timesI, and the damping parameter
γ is then deaf time divided byI. The valueβ can be chosen
at will, subject to the constraint thatβ timesλ must be less
than one, in order to never overload the network:

β · λ < 1 (8)

Clearly the block length must be greater than the deaf time
(α > γ). Additionally α must be sufficiently large to gain a
good statistical sample, however since the load control system
can adapt only once per block it is advantageous forα not to
be too large.

We recommend40 ≤ α ≤ 100 subject toα ≥ 2γ. In
practice on a network which might include 802.11,C is
limited to 1 Mbps; in addition per-packet wireless overheads of
approximately 800µs must be taken into consideration when
choosing the packet size.

G. Windows Vista LLTD

In the implementation of this work, which is found in
Windows Vista, the choices for the various parameters were
I = 6 2

3 ms, together withα = 45, β = 2, γ = 10. This makes
for a block time of 300 ms. Four retransmissions are made.
Since wireless networks are envisaged, these choices permit a
packet size of about 366 Bytes. We will also use these values
for presenting our results below.

H. Stop criteria

In an un-scalable system, in which responses follow requests
within a short fixed time period, it is obvious when the
enumerator has seen all the responses. In our system the
responses are spread over a time which is dependent on the
unknown size of the network.

In the BAND system [2] there was a single enumerator so it
could track the network load easily and use (5) to know when
every possible responder must have responded. With multiple
enumerators the network load may never decrease since new
enumerators could regularly join the system.

We have several stop criteria. One comes from the simple
requirement for each responder to reduce its estimate suffi-
ciently to guarantee transmission. This can be calculated from
the number of applicationsψ of the recurrence (5) required
to reduce the estimateN from its worst case value to below
α. This value can also be used as the elapsed time in which

if no new hosts are seen at the enumerator then it can stop.
An additional optimistic stop criterion we use is to stop if
the network load is low and no new hosts are seen over a
enumerator sampling interval (defined below).

Our simulations show that these criteria do not miss re-
sponders and if new requestors are not entering the system
the optimistic criterion is faster than the timeout criterion.

I. Enumerator sampling interval

Enumerators have several objectives to achieve. They wish
to send request packets so that all the responders on the net-
work see them. They wish to send timely acknowledgements
to reduce network load by reducing retransmimssions from the
responders, they must decide when the enumeration is com-
plete (i.e. that they should stop listening for new responses),
and they should avoid using up a significant fraction of the
network capacity with their own packets which would reduce
the fraction being used for carrying responses.

In our system we operate an estimation interval in the
enumerator slightly differently that in the responder. The
interval in the enumerator is scaled by the number of active
enumerators on the network. Request and acknowledgment
packes are sent once per interval which keeps the expected
number of request packets per block time equal to one (we
assume that acknowledgments are sufficiently small that a
large number can be piggy-backed in a request; we return
to this in section II-J below).

The minimum time that an enumeration should take even
if no packets are seen is easily calculated from the damping
behaviour of equation (5), since it controls the worst case time
before a responder might send its response.

J. Stealth

In our “Repeat-BAND” system, acknowledgements from
the enumerators suppress repeated transmissions from the
responders (provided all sessions are acknowledged); without
acknowledgement the responders repeated transmission serve
for reliability. A system using acknowledgements must have
each enumerator acknowledge each responder. It is obvious
that in a system with a very large number of enumerators
compapred to responders, that the bandwidth consumed by
the acknowledgements could dominate.

Fortunately we can make a quantifiable choice as to whether
enumerators should bother to acknowledge responders (as
described above, many acknowledge can be sent in a single
packet). Suppose there areE enumerators / requestors, and
R responders in the system. Also suppose that an acknowl-
edgement is some small fractionf of the size of a repsonse
packet, and the count of retransmimssions if a responder is
unacknowledged isc. The transition point is therefore:

H + E ·H · f = E · c+H · c (9)

In our experience, an acknowledgements consumes a band-
width equal to approximately one tenth the size of the response
(e.g., the a minimum sized Ethernet frame and a MAC address,
or a Web Services description and a XML encoded UUID),
makingf = 0.1. A system using repeats must use aboutc = 4
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repeats to have high confidence in seeing every responder. For
largeH it is thus better not to acknowledge when the number
of enumeratorsE > 30.

Indeed, since each response satisfies every request, whether
seen at the responder or not, it follows from the above
discussion that it is possible for an enumerator to operate
entirely in Stealthmode in which it sends neither requests
nor acknowledgements, provided there are sufficiently many
other active enumerations active on the network!

K. Algorithms

Both algorithms begin by setting the various system con-
stants that we have discussed.

Algorithm 1 describes the requestor functionality.

Algorithm 1 : Requestor
SetI to target load;1
SetTE = α ∗ I ;2
SetNmax = 10, 000 ;3
SetNbound= 100 ∗Nmax ;4
SetRequestors = 1 ;5
SetminLoad = 0.5 ∗ α ;6
Setψ = log(Nbound/α)/log(α ∗ β/γ) ;7
SetHostList as empty list;8
SetminEnd = now + dψe ∗ α ∗ I ;9
repeat10

Set counterr to zero ;11
SetStart to now ;12
Transmit a request acknowledgingHostList ;13
while now < Start +Requestors ∗ TE do14

if see a responsethen15
increment counter r ;16
if new responsethen17

add sender toHostList18
end19

else if see a requestthen20
increment counter r ;21
if new requestorthen22

incrementRequestors23
end24

end25
end26
SetTa to now− Start ;27
Set load to r ∗Requestors ∗ TE/Ta ;28
if (HostList has not grownand load < minLoad and now >29
minEnd) then

Transmit a request acknowledgingHostList ;30
returnHostList31

end32
until forever ;33

Line 7 calculatesψ as described in section II-H which is
used for the timeouts.

The requestor starts by transmitting a request (line 13). This
is safe because the load regulation is done by the responders.

When a new responder (host) is heard, it’s response is stored
on theHostList (line 18). Duplicate answers need not be
stored, and the size ofHostList is monitored for the stop
criterion in line 29.

Requests seen from other requestors are used in line 23
to update the number of requestors active in the system.
All requests and responses heard during the wait interval are
counted (in lines 16 and 21) and used to calculate the current
load on the system (in line 28). The current load is compared
to theminLoad and used as one stop criterion (in line 29).

In line 13 a request is transmitted. This means that a
requestor will transmit once per sampling interval.

The requestor terminates in line 31 when the stop criterion
becomes true.

Algorithm 2 describes the responder functionality.

Algorithm 2 : Responder
SetI to target load;1
SetTb = α ∗ I ;2
SetNmax = 10, 000;3
SetNbound= 100 ∗Nmax ;4
SetN = Nmax ;5
repeat6

Clear newRequestor flag ;7
Generate a random timeT in [0 . . . N ∗ I] ;8
Set counterr to zero ;9
while waiting for Tb to elapsedo10

if T < Tb then11
at T during Tb begin12

Send response ;13
Decrement counter for each session ;14
Set session complete if counter zero ;15

end16
end17
if see a responsethen18

increment counterr19
else if see a requestthen20

increment counterr ;21
if new requestorthen22

if acknowledgesthen23
create complete session24

else25
setnewRequestor flag ;26
create new session with count 4 ;27

end28
else if acknowledgesthen29

set session complete30
end31

end32
end33
Let Ta be the actual time waiting;34
SetN to max of N ∗ r ∗ I/Ta and N ∗ γ/(β ∗ α) ;35
if newRequestor flag is setthen36

if N < 1

2
Nmax then SetN to 2 ∗N ;37

else ifN < Nmax then SetN to Nmax38
end39
SetN to min of N and Nbound ;40

until all sessions complete;41

As we described earlier the algorithm initialises the estima-
tor to Nmax, the pessimistic number of hosts in the system
(line 3).

In line 8 we pick a random point in time,T , evenly
distributed over the time we now estimate it will take for all
hosts in the system to transmit with a spacing ofI. If T lies
within theTb we will transmit (in line 13). Otherwise we just
observe requests and responses in the system.

In line 35 we compute our estimateN based on the
responses heard during the interval. This is the main load
regulating part of our algorithm.

III. R ESULTS

We have done extensive simulations of the network load
caused by our method. The simulator which we use is re-
stricted to integer values for certain variables, therefore we use
the following slightly different values from those described in
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Fig. 2. Load for 100, 300 and 1000 hosts (truncated to 4 seconds).

section II-G above. We setI = 7, α = 43 making a block
time 301 ms rather than 300 ms.

In figure 2 we show a basic enumeration for 100, 300 and
1000 hosts. The graph presents load data every 300 ms with
an average of 50 simulations in order to smooth out the effects
of the underlying random transmissions.3

The graphs show a characteristic start as the load control
reduces its estimate fromNmax towards the true number
of nodes on the network. This takes several block times,
depending on the actualy number of hosts. Finally the load
has a characteristic tail as the estimator tends towards zero.

Note that during the “flat” portion of the graph, the load
may not quite reach 1.0; this is because in these simultaions
the enumerator is not hostile and is correctly acknowledgeing
the responses in each block. The number of active responders
is therefore decreasing by approximatelyα in each block in
a way which cannot be safely assumed by the load control
function, causing it to consistently slightly overestimate the
number of active responders.

In Figure 3 we show a comparison of our Repeat-BAND
method with the original BAND method on a network with
high (20%) loss and 300 hosts. Note that the load shown on
the vertical axis is the total number of packetstransmitted,
20% of which are simulated lost randomly at each receiver,
meaning that the control loop will be targetting a value which
would appear graphically as1/0.8 = 1.25.

In this figure the benefit of the automatic retransmission in
the Repeat-BAND case can be seen in the shorter and faster
tail of the load. In the BAND original the responders do not
retransmit until they see an implicit negative acknowledge-
ment; if packet(s) from the enumerator are also dropped at the
responder then it can be some time before the responders know
to retransmit. By comparison in the Repeat-BAND system the
repsonders will retransmit up to four times automatically.

In Figure 4 we show the effect of starting multiple enumer-

3The reader interested in confidence intervals or atypical behaviour is
referred to the properties of the binomial distribution andthe discussion in
section II-C.
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Fig. 4. Multiple enumerators starting together.

ators substantially together.4 It can be seen that the network
load is controlled and that the completion time is only slightly
affected, due to the increased enumerator intervalTE .

The completion time of enumerators clearly depends on how
many enumerators are active and when they enter the system
compared to each other. As shown above, when enumerators
start together there is very little effect. To illustrate the
opposite effect, Figure 5 shows a network with 300 hosts
(whose normal behaviour for a single enumerator was shown
in Figure 2). In this case additional enumerators begin at
multiples of 3000 ms (when the load caused by the previous
enumerator is just beginning to tail off). The probability
of each enumerator completing its enumeration is shown as
a histogram overlayed on the load. Each new enumerator
delays the previous enumerator by one enumeration span, but
previous enumerators are mostly able to complete after this
additonal delay.

Our results clearly show that service discovery time with
Repeat-BAND is approximately linear in the number of nodes

4They are slighly offset to avoid their correlated requests overlaying a small
amplitude spiky pattern on the graph.
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in the network, by carefully controlling the load on the
network throughout, and also highly efficient where multiple
enumerators are present. Our completion times, especiallyin
the case of packet loss, are superior to those of the previous
best known BAND system.

IV. T ESTING AN IMPLEMETATION

When licensing technology to third parties to interact with
a system such as this an interesting question arises which is
usually ignored in publications. How does one automate the
testing of a black-box implementation of such a system to see
whether it sufficiently meets the licensing requirements. It is
straightforward to test the state machine transitions, buttesting
the load control mechanism is more involved.

Let us imagine a controlled environment with an imple-
mentation and a test tool. The test tool can execute an
instance of enumeration many times (including the generation
of responses from other simulated responders) and record the
times at which responses are observed. Response times are
grouped into bins (of width≤ αI) and the probability ofpi

exhibited by the system under test for bini can be compared
with the correct probabilityp∗i . If the number of responses
counted in bini is bi then this becomes a test thatbi ≤ kqi
wherek is the number of trials, andqi is a threshold which
can be derived from the probability of reaching false positive
or false negative conclusions.

Considering a particular bin, we wish to check thatp ≤ Ap∗

for some permissible deviationA which accounts for experi-
mental error; and fail any implementation usingp′ ≥ A′p∗ for
some suitableA′. We let ε be a bound on the probability of
rejecting a good implementation (i.e. false negative); andε′ be
a bound on the probability of accepting a bad implementation
(i.e. false positive).

We can use the fact that the number of occurrances of an
event with probabilityp over k trials is drawn fromkp +
√

kp(1 − p)N (0, 1).
The aim is to determine a minimum valuek and threshold

q ∈ [Ap∗, A′p∗], so that:

∀p ≤ Ap∗, P

(

N (0, 1) >
k(q − p)
√

kp(1 − p)

)

≤ ε (10)

∀p′ ≥ A′p∗, P

(

N (0, 1) < − k(p′ − q)
√

kp′(1 − p′)

)

≤ ε′ (11)

It is convenient to letε = ε′ and lettε denote the value of
N (0, 1) from tables. Hence:

∀p ≤ Ap∗,
k(q − p)
√

kp(1 − p)
≥ tε

∀p′ ≥ A′p∗,
k(p′ − q)

√

kp′(1 − p′)
≥ tε

Equivalently,∀p ≤ Ap∗, ∀p′ ≥ A′p∗,

p+
tε√
k

√

p(1 − p) ≤ q ≤ p′ − tε√
k

√

p′(1 − p′) (12)

p′ − p− tε√
k

(

√

p(1 − p) +
√

p′(1 − p′)
)

≥ 0

A conservative test is:

p′ − p− tε√
k

(
√
p+

√

p′) ≥ 0

This is minimised onp by settingp = Ap∗. Also we can
look for p̃ satisfying

p̃− p =
tε√
k

(
√
p+

√

p̃)

Substitutex =
√
p̃, τ = tε/

√
k, and find the positive

solution of the quadratic:

x2 − τx− p− τ
√
p = 0

x =
√
p+ τ

The condition of interest is determined atp = Ap∗ by
enforcing:

p′ ≥ p̃

Substituting
√
p̃ = x =

√
p+τ and rearranging fork gives:

p′ ≥ (
√
p+ τ)2√

p′ ≥ √
p+ tε/

√
k√

p′ −√
p ≥ tε/

√
k

k ≥
(

tε√
p′−

√
p

)2

k ≥
(

tε√
A′ −

√
A

)2
1

p∗
(13)

The smallest correct probability in our test, by giving the
lower bound for p∗, together with our arbitrary slackness
choices ofA andA′ can be used in (13) to directly givek the
number of experiments required, and for each test aq can be
chosen within the bounds provided by (12).
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A. Numerical example

Suppose we test an implementation using the parameters of
Section II-G and that bins are the maximum width, the same as
a block time (αI = 300 ms). The probability of a response in
the first interval isp∗ = α/Nmax = 0.0045. It is convenient
to chooseε = 10−4 in which casetε = 4. Allowing 20%
experimental error but failing any responder with a probability
more than double the target givesA = 1.2, A′ = 2. Equation
(13) tells us thatk ≈ 35000 trials are required.

We can therefore usetε = 4, p∗ = 45/10000, p =
1.2p∗, q = 2p∗, k = 35000 in (12) giving:

243.8422 ≤ q ≤ 244.3272

Hence the decision threshold for this test is 244 events.

V. RELATED WORK

Our Repeat-BAND method for local area service discovery
adapts the distributed load control method set forth in the
BAND system for node discovery [2]. Our main achievement
is that we extend the system to support many simultaneous
requests (many enumerators). We also extend the work to a
much larger range of possible applications by examining the
dynamic properties of the load control method and elucidating
the fundamental tuning parameters.

Most traditional service discovery methods rely on a central
element, i.e., a directory server, to distribute information. This
is true of systems like JINI [14] and Salutation [9].

Work has been published on how the Ethernet could scale to
a million nodes [11] where the authors publish measurements
of ARP traffic in a network of 2500 hosts. They observe peak
traffic more than ten times the average. They do not discuss
regulating the transmission rate, as we are suggesting, instead
they suggest a directory services solution.

The Service Location Protocol[6] works in two modes,
either with or without aDirectory Agent (DA). The DA
is recommended for larger networks since load control is
otherwise almost absent. In the system without a DA, a
requestor uses multicast to ask for a service and responders
pick a random time during the next three seconds to reply. This
obviously does not scale to systems where there are thousands
of replies to a request.

There are several methods that have been developed pri-
marily for wireless low-power ad-hoc mobile networks e.g.,
Bluetooth [12], Konark [7] and DeapSpace [8]. These methods
assume a small number of hosts in the system; hence they
focus on minimising collisions and power consumption, rather
than on controlling network load in a large system.

The IETF working group onZero Configuration Network-
ing [15] considered service discovery using multicast DNS
SRV records [3]. The load control mechanism is rather simple:
a requestor may retransmit a request after a second and sub-
sequently doubles the retransmission interval. No load control
is performed by the responders except for a small (500 ms)
random reply delay and use ofKnown Answer Suppressionto
stop a responder replying to the same request multiple times.

The UPnP Forum [13], a collection of several hundred
companies, have a standardized service discovery protocol

called Simple Service Discovery Protocol(SSDP) [5] which
uses HTTP over UDP multicast and has a combination of
service announcements and discovery. SSDP has no load
control and so does not scale beyond a small network.

An extensive literature survey of the current state of the art
can be found in [10].

VI. CONCLUSION

We have shown that our Repeat-BAND method for local
area service discovery extends previous known work by per-
mitting multiple enumerators to proceed efficiently in parallel.
In addition, our method improves performance in the case
of packet loss. By examining the fundamental interaction of
the control parameters we have explained how the technique
can be used generically on different network technologies
and discovery problems. An additional contribution is an
analysis which permits statistical black box testing of an
implementation of our method.
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